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$1.20 Stirling Campus, 5.00pm

AGENDA
Publish Type Lead
on Web?
1  Annual Report and Financial Statements No Approval Senga McK

2024/25

(Joint item with Finance, Resource &

Infrastructure Committee)
(Paper 1 is withheld from publication on the Forth Valley College website undef/Section
Information Intended for Future Publication of the Freedom of Information (Scetland) 2002.)

2 Draft External Auditors Annual Report to the No al Mazars
Board of Management
(Joint item with Finance, Resource &
Infrastructure Committee)

(Paper 2 is withheld from publication on the Forth Valley Co ebsite under Section 27

Information Intended for Future Publication of the Freedom of ation (Scotland) Act 2002.)

3 Apologies, Declaration of Interests and Changes Discussion  Rhona Geisler
to Members’ Register of Interest V

4  Draft Minutes and Matters Arising ¢ glof ~ Yes Approval Rhona Geisler

4 September 2025

5 Review of Action Tracke Yes Discussion Alison Stewart

6  Response to Forvis letterto those No Approval Alison Stewart
charged with Go
(Paper 6 is withh blication on the Forth Valley College website under Section 36

of Information (Scotland) Act 2002.)

Yes Approval Darren Payne
olicy — to follow
ation of Internal Audit Reports Yes Discussion ~ Wbg services
8.1 Credits
.2 Student Support Funds
8.3 Education Maintenance Allowance
9  Progress Report on Audit Recommendations Yes Discussion Stephen Jarvie
10 Risk Management Yes Discussion  Alison Stewart
11 Compliance Report (Complaints, Data Protection Yes Discussion  Stephen Jarvie

and Freedom of Information)
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12 Review of Risk N/a Discussion  All
13 Any Other Competent Business No Discussion Al
14 Forward Programme of Committee Business Yes Information Alison Stew
15 Three points for Raising with the Board Discussion

16. Joint private meeting with auditors and committee members
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4. Draft Minute of Meeting of Audit Committee

20 November 2025
AUDIT COMMITTEE

Falkirk Campus, Steeple Suite, 4.30pm

Present:

In Attendance:

A/25/001

A/25/002

A/25/003

A/25/004

Rhona Geisler (Chair)
Lorna Dougall

Grace Hepburn
Suzanne Reynolds

Kenny Maclnnes, Principal

Alison Stewart, Vice Principal Finance and Corporate Affairs (VPF
Stephen Pringle, Wbg Services

Michael Speight, Forvis Mazars

Senga McKerr, Head of Finance (HOF) for A/25/004 only

Stephen Jarvie, Corporate Governance and Planning Q GPO)

Apologies, Declaration of Interests and Chang oRegister of Interest
Apologies were noted from Liam McCabe

Draft Minutes and Matters Arising ole May 2025

Members considered the minute ofjthe meeting of 15 May 2025

e Section 22 report.

Members asked for an up

ad been presented to the Scottish Parliament Public
itten to the College requesting further information. She

pproved the minute of the meeting.

f Action Tracker

PFACA reported that risk management would be covered at the upcoming Board
Vlanagement session in September and provided an overview of discussions she

and the Chair had had with the external consultant providing the session.

She noted that the action regarding the Principal’s objectives being considered by
Remuneration Committee was still live.

a) Members noted the content of the update
National Fraud Initiative 2024-25 Results

The HOF presented a report outlining the latest results from the National Fraud
Initiative (NFI) checks for the three-year period to September 2024.
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A/25/005

A/25/006

She provided members with an overview of the NFI process which applies across the
public sector and the data matching and checks undertaken.

She highlighted that the latest outcomes show that there were no issue or report
errors identified.

Members queried how often the College has to submit data for the NFl p

The HOF confirmed that a submission is required every two years\k he
submission covers three years of data.

She also discussed how the College systems are designed to identify poSsible issues
and ensure that they are investigated and dealt with when the rather than
waiting for the NFI checks.

Members welcomed that the team were proactive in'th er.
a) Members noted the content of the repor
Review of Committee Remit

The VPFACA presented the annual review remit of the Committee, noting that
it was good practice for members heckghe remit each year.

bership section should be updated to reflect that

Members commented tha
i blacefor each committee.

there are now vice-

The VPFACA ¢ is change would be made.

Members'que whether the College checked the remits against other Colleges.

oted that this had not occurred since the last major review of all remits
, WBG Services, noted that the College could send the remits to them
ing if they wanted to.

e4VPFCA noted that the Audit Committee Self-Assessment provided a level of
assurance that the Committee was covering everything it should or that it was
covered by another Committee.

a) Members approved the remit subject to the addition of Vice Chairs

Audit Needs Assessment

Stephen Pringle, WBG Service, (SP) presented the annual internal audit plan for the
2025/26 session.

He informed members that the plan had been based on the initial three-year plan and
a meeting with the Chair and Vice Chair of the Committee and the VPFACA and
Principal.
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A/25/007

A/25/008

He outlined revisions to the internal audit standards that apply for the coming year
and then provided an overview of the areas to be audited.

Members queried what determines the areas to be audited, and did risk play a p

SP confirmed that this was the case, with the initial three-year plan being map
the College risk register and that current risk registers are rewewed when g

welcomed that change management was one of the proposed
that part one of this audit would be undertaken early in the aca

a) Members approved the audit needs assessment

Governance Statement

ent for member’s consideration.
s and that the current Board

The VPFACA presented the draft governanc
She highlighted that this forms part of the Colle
membership structure is reflected in thg,report.

Members noted some small spelling mista ich would be corrected.

The VPFACA also noted th
could form part of the
acceptable. Michae

and queried the external auditor if this was
Mazars confirmed that it would be ok to

a) Members dpprovéd the Governance Statement

Audit

d as red in the draft but that this may not be the case and requested
have a discussion on each of these.

abers discussed all the red areas in the draft as presented and made a number of
ommended changes.

a) Members approved the self-assessment subject to the changes identified being
implemented
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A/25/009

A/25/010

Internal Audit Annual Report

SP presented the annual report for member’s consideration. He outlined the wor
that had been done and that, in their opinion, sufficient work had been undert
to allow them to arrive at the conclusion listed in the report.

He noted the number of audits categorised as strong and that,
benchmarked against other Colleges, there were fewer recommend
from the audit activity than the sector average.

a) Members noted the content of the report

Presentation of Internal Audit Reports

Commercial Income

SP noted that this should have been presentéd to ihe ous committee meeting
but that, as no recommendations had been his had not had an impact.
a) Members noted the content of the rt

Cyber Security
SP informed members tha audi een undertaken by one of WBG Services

Cyber specialists owing tad > of the audit.

apped the College’s performance against the “ten steps
e outcomes were in the report.

A€mbers noted the content of the report
Sustainability & Carbon Management

SP reported that this was another audit conducted by a specialist member of their
team.

He noted that there were 2 low recommendations made, and 10 areas of good
practice identified which was better than the sector average and was quite a strong
position for the College to be in going forward.

Members noted their thanks to the teams for delivering this positive position.

a) Members noted the content of the report
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Student Support

SP reported on the audit of the provision of student support services to students.

practice identified.

Lorna Dougall commented, as Chair of the Learning & Student Experien
her committee regularly review the support provided but acknowle
ongoing financial constraints, this was an area that could becom k.

a) Members noted the content of the report
Follow Up Review

SP presented the annual follow up review report andye diprogress made by the
College against a number of recommendation

a) Members noted the content of the report

A/25/011 Progress Report on Audit Recommenw
The CGPO presented members with,a repoit on the progress against current internal
audit recommendations.

Members commented, th
Updates” and cq

ejrecommendations had text stating “No further
d “that"this did not provide much information for the
suggested that alternate text such as “Recommendation

mmented that updates were particularly important if a

to the recommendation on three-year financial forecasts, the VPFACA
at this would be incorporated into the transformation project and that the
pdate on progress would reflect that this has been superseded by the
ansformation project which, in turn would be audited at the appropriate time.

a) Members noted the content of the report
2 Risk Management

The VPFACA presented the risk register to members, noting that there had been some
changes since the last meeting.

She confirmed the risks identified at the 14 August Board meeting regarding the
three-campus model and the scale of the transformation project had been
incorporated into the register.
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She also highlighted changes to the presentation of the risk table to make it more user
friendly.

She informed members that the College was seeking to remove three risks stem
from the Fuel Change issue as these had now been superseded without r
fruition.

recruitment for the post is complete. The Principal comment at
recruitment not be successful, a shorter-term solution would befpursue

a) Members noted the content of the report

A/25/013 Review of Risk
The VPFACA noted that, on the risk register,% ed a Board Committee,
e gne

and that each Committee should look at th isks. She then outlined the
risk relating to the Audit Committee.

a) Members noted the content of the disc

A/25/014 Any Other Competent Busifi€
i i the Board

t Committees identify three points they would like to
f the Board in a single page cover to the Committee minute.

the NFI report.

bers were asked if there were specific risks to bring to the attention of the Board,
there were none identified.

01 Forward Agenda

The forward agenda was attached for information.



Meeting Date Minute Ref Action Assigned to Deadline to report? Status Output Req Comment
Audit 05/09/24 |A/24/013 College to review the 'treatment’ Alison Stewart February Board Completed anged for the |Presented at September 25
options used for Risk Management to Board development day.
allow for reflection of mitigation.
Consider a session with members on
risk treatment
Audit 15/5/25 A/24/039 Cybersecurity to be included in Alison Stewart 26/09/2025 Further review of risks being
September risk session as a prominent undertaken
item
Audit 15/5/25 A/24/040 Annual calendar of key Kenny Maclnnes TBD
timelines/milestones within the Currently work in progress. An
college update will be brought to the
November Audit Committee.
Audit 15/5/25 A/24/041 Remuneration committee to be asked |Abhi Agarwal/Alison Stewart|TBD Remuneration Committee to

to look into staff and student input
into the Principal's objectives

consider inputs to Principals’
objectives
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1. Purpose
To seek approval of the amended I.T. Security Policy.

2. Recommendation

That the committee consider and approve the amended I.T. Security Policy

3. Background
The security landscape has changed since the policy last went through com e was
seen a need to incorporate the mandatory use of staff pictures as a securit

allowing stronger identity verification in daily operations,

reducing the risk of internal impersonation or “account4i plain sight”.
improving identity proofing

decreasing success rates of Business Email Com
improving helpdesk and security operations

Staff and Students can match faces to names, allowifig.clear identification of speakers or who
they met in meetings, improving the integration and effigigicy of new staff members. This policy
change has been added to section 1.2 of the seeurity psocedures document.

This prompted the review of the polic ollowing enhancements and changes have been
made to the policy.

Guidance and context info n added

Procedures have bee ed from the policy and added to the I.T. Security Procedures
document, in line
security lands
procedures doc

changes

tes the requirement to continually go through committee with any
Security Procedures Document is included for completeness.

4. Actions
program of policy/procedure awareness raising will be embarked up, with the topic of I.T.
eing added to appropriate college committees and departmental meetings to promote
content, making staff aware of the current and changed security arrangements.

5. Resource Implications (Financial, People, Estates and Communications)
I.T. Management time attending meetings to effect awareness raising.
6. Equalities

Assessment in Place? — No
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There are no specific issues in relation to equalities within this paper.

7. Communities and Partners

Requirement to be shared with college partners within the buildings. E.g. Skills [Pevelopmient
Scotland.

8. Risk and Impact

apact, with each category
d and, if the combined
k category identified,

Please complete the risk table below. Risk is scored against Likelihog®@
scored from Very Low through to Very High. Risks should be roh
score (Likelihood x Impact) is higher than the Board Risk appétite
additional justification must be provided on why this riski§"necgssar

Likelihood | Impact
Very High (5)
High (4) X
Medium (3) X
Low (2)
Very Low (1)

Total Risk Score — 12

The College has a Str,
Management. Decisj
indicate the single

PoiM Risk Cat ~gories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20 \ Eager >20

X | Strategy People
Financial Project/Programme
Reputational
Technology

Is the score above the Board Risk Appetite level? No

Risk Owner — LMT Action Owner — Graeme Robertson

Paper Author — Graeme Robertson SMT Owner - Colin McMurray
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IT Security Policy

1. Introduction

Forth Valley College (FVC) is committed to ensuring that all information it manages is
protected against threats that could compromise confidentiality, undermine integrity, or
disrupt availability. In today’s digital environment, the FVC'’s reliance on technology to
support all areas across the education arena means that robust IT security is critical to
delivering its objectives. Any compromise of systems or data could affect the trust of
students, staff, and business partners, disrupt essential services, and expose FVCt )
regulatory, and reputational risks.

This policy establishes FVC’s approach to safeguarding its information andgtechno
resources through established and effective security processes. It providés management
direction, sets out responsibilities, and ensures that information security is ded
across all areas of FVC activity. By protecting our digital enviro (;%he FVC not only

ansformation, and
ficial intelligence.
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2. Scope

This policy applies to all staff, students, delegates, and partners when using Forth Valley
College IT infrastructure. It covers all IT systems, devices, networks, cloud services, and
emerging technologies, including artificial intelligence. The policy applies to both on-c
and remote access, ensuring that College data and systems remain secure wherever the
are used or accessed.

S
@QV&
R



IT Security Policy

3. Principles

Forth Valley College is committed to protecting the confidentiality, integrity, and availability
of the information it manages. This principle applies to all data, systems, and services that
support learning, teaching, general research (such as business or market), administration,
and operations.

The College recognises that reliance on IT systems requires strong and consistent s
practices. The objectives of this policy are to ensure that:
All staff, students, contractors, and partners understand their responsibiliti

College IT systems.

Adequate controls and procedures are in place to maintain secure operati safeguard
sensitive information.

ata Protection Act

All systems and practices comply with relevant legislation
(2018), GDPR, and sector guidance.

These principles are underpinned by effective and%stablishe security processes,
supported by a suite of subsidiary policies and proceduresdhat hold equal standing.
Together they provide a coherent frameg cting information and ensuring that
security is embedded across all Colleg




IT Security Policy

4. What These Principles Mean in Practice

To give effect to these principles, the College maintains a series of operational standards
and requirements:

e Physical security ensures that IT equipment is protected against theft and dama @
with secure storage, asset registers, and protective tagging in place.

e Logical access controls restrict system access to authorised users with unig
accounts, strong passwords, multi-factor authentication, and regu onite

e Backup and contingency planning safeguard against data loss, with'dai eekly, and
monthly backups tested regularly and supported by a disz ecovery plan.

e Staff, student and delegate identifiable data must oredfon removable

media.

e Remote access is provided through VPN f gitimat siness use, with safeguards

for network and data security.

e Wireless networks are restricted

e Asset disposal must ental and data protection regulations and Forth
Valley Asset Regis ures with devices securely wiped and disposed of only
by accredited inted providers approved by Forth Valley College, through the I.T.
Department.

tandards, the College reduces the risk of breaches, ensures compliance
sector obligations, and maintains trust in its digital environment
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5. Consultation and Governance

This policy is reviewed by the Digital Steering Group, and approved by the relevant Forth
Valley Governing Bodies. Oversight is provided by the Senior Vice Principal for IT, Director
of Digital Transformation and Innovation and Head of IT.

System owners within departments are responsible for ensuring that security re¢ @ s
are applied consistently to the systems they manage. Staff, students and delegates @

comply with this policy and the related procedures, and must seek guida
before procuring, deploying, or significantly modifying IT systems, especiall e involving
cloud services, infrastructure, remote access, or artificial intellj

Regular risk assessments will be conducted to determine apgropriate level of security
for each system, and independent reviews will enstise compliahce and continuous
improvement. Breaches of this policy may result in di ary action and, where
appropriate, reporting to external regula

<&
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6. Useful Resources

Forth Valley College draws on a range of internal and external resources to support effective
IT security.

Internally, this policy should be utilised alongside the

e Digital Strategy

e |T Security Procedures
e Al Policy

e Al Procedures

e Acceptable Use Policy
e Data Protection Policy

Externally, the College aligns its practices with sector and @eworks, including:
tia

e UK National Cyber Security Centre (NCSC) Cyber

e SO 27001 Information Security Standard
e Scottish Government Cyber Resilience Strate
e JISC guidance on information and cyb@gsecurity ¥ the education sector

e Scottish Environmental Protecti SEPA) requirements for asset disposal
These resources ensure that F le ge remains compliant with legislation, follows
sector good practice, and cont ngthens its information security posture.

Q



~
(O

College

IT Security Procede)

&
>

Status Approval Draft

Version Number 2.5

Date of Version November 2025

Responsibility fo Head of I.T.
Head of I.T. / Director of Digital Innovation
November 2026

Head of IT




IT Security Procedures

Contents

Forth
Valley

>

College

11

Enforcement and Accountability
COre ProCeAUIES........oeeeeeiiie ettt et e

. Physical Security

1.2. LOZICAl ACCESS ..uuvviieieiiiieeeiieeeectree e ecree e esireaeeas

1.3. Backup and Contingency......c..ccceeeeunenn.

1.4. Application Purchase, Development and Ma

1.5. Wireless Security........cccoecvveen...

1.6. Portable Devices and Remo

1.7. Remote Access...........,

1.8. Computer Asset Di¢ Q

1.9.  DesSignated SEEIILE ArEaSR.......ccuertirrerterieeterteetente st etesbeetestesbeebesbeeseesbesneesessesasensessens
1.10. Ty e B ettt et et ettt et e et ettt e e bt e a et e b e et e sheea e e beeae et e beentetesae e tesaeentans 12
1.11.

1.12.

L o N

TraINING AN AWAIENESS ..evveiiiiiieee ettt e ettt e e s sttt e e s sbeee s ssbeeessasbaeesssbeeessssbeeessssbeeessnsseeessssenns 17
Monitoring and COMPIIANCE .......viiiiiiee e e e e e ebre e s e sbae e e enraeas 17
USEIUI RESOUICES . ...eiiitiiiieieitt ettt ettt sttt e site e s bae e sabe e sbaeesabeesabaeesabeesabaesnsbeesabaeenaseens 18






IT Security Procedures

1. Introduction

Forth Valley College (FVC) relies on technology to deliver teaching, learning, general
research (such as market or business), and administration. These systems and the
information they process are critical to FVC’s success, but they are also exposed to risks s
as unauthorised access, accidental loss, and deliberate cyber-attack. These IT Security
Procedures sit beneath the IT Security Policy and translate its high-level commitm
operational practice.

By setting out practical steps for staff, students, delegates, visitors, and busines rtners,
the Procedures explain how FVC’s information assets, infrastruc d services must be
protected on a daily basis. Following these procedures ensure
across all FVC campuses, supports compliance with legislation su

with good practice from Jisc and the UK National Cyber y C

v/
O\/
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%




IT Security Procedures

2. Purpose

The purpose of these Procedures is to give clear, actionable guidance that enables FVC
community to meet the expectations of the IT Security Policy. They set out the control

required to protect systems and data, explain why these controls matter in reducing risk;

and describe how they must be applied in physical, technical, and administrative

In practice, this means providing direction on matters such as access contfels, backups,

procurement, cloud use, incident response, and the handling of pogtable de .Italso

means linking IT security with other key areas of governance, j

the Al Policy and procedures. Together, these policies and gfoce
innovation and digital transformation are supported bygtrongfsecu

gdbut not limited to
gnsure that
foundations.
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3. Scope

These Procedures apply to all members of the FVC community, including staff, students,
delegates, visitors, and business partners. They cover all IT systems, networks, devices, an
services operated by or on behalf of FVC, whether hosted on-site, in the cloud, or acce
remotely.

This scope also extends to emerging technologies such as Al-enabled platforms, [fe

the need to apply consistent security controls regardless of where or how ice

delivered. By applying the same principles across on-campus and remote/€nvirongents, FVC
ensures that information remains protected wherever it is accessed, and that staffland
students can work flexibly without compromising security.

For clarity the following definitions are provided on stu%@%\nd visitors.

Student
e Anindividual enrolled on an accredited coursgor prdgramme of study at FVC.
e They have a student record in the FV@student rd system, a FVC email address,
and long-term access to learnin libfary resources, and the eduroam Wi-Fi
service.

Delegate
e An external par&te ing an FVC organised fee-paying course, workshop, or
om

conference e. ial training.
They are d as students but are formally registered for a specific event or

en the delegate should use the eduroam wi-fi service.
For security and consistency, delegates who do not require access to FVC laptops/
pc’s and associated standard software should use guest Wi-Fi.

-Visitor

e Ashort-term guest who is not formally enrolled or contracted e.g. external guests
attending a one-off meeting.

e Visitors do not have College accounts and should only be provided with guest Wi-
Fi for internet access, with no access to internal systems.
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4. Enforcement and Accountability

Security oversight for these Procedures is provided by the Head of IT, supported by the
Systems and Network Officer. Together, they provide direction and visible management
support for IT security initiatives.

Responsibility for day-to-day protection of information systems lies with the heads of
departments and designated system owners. Each department must ensure that securit

These Procedures form part of FVC’s governance framework and complia

Any breaches may be managed under staff or student conduct re tions as defined by
FVC.

To determine the appropriate level of security measure i systems,
appropriate risk assessments should be conducted. Dat iom Impact Assessments
(DPIA) or the successor to of Assessments of High-Risk Pro ig (AHRP) are to be utilised
where personal data is processed. Current guidanc suggest both methods are

acceptable. These are currently conducted bythe FV
known as Senior Responsible Individual

(SaaS); the System Owner or Head of Department is

igning off the IT Security Risk Assessment. The IT/Security
Team is responsi viding the template, conducting technical checks, and
recommendin

assessments and the implementation of controls will be carried out to
and continuous improvement.
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5. Core Procedures

The core procedures set out the key security controls that must be applied across FVC. Each
procedure outlines the required standard and provides clear guidance to ensure consistent
and effective protection of systems, data, and infrastructure.

1.1. Physical Security

IT hardware must be protected against theft, loss, or physical damage, because
compromised devices may result in data breaches, disruption to services, or a3

damage to FVC. Securing equipment ensures continuity of service and cofipliance, with'legal
and regulatory requirements.

Procedural Guidance:

e Equipment must be kept in secured areas when ng

e Devices handling sensitive data such as CCTV M
secure rooms. Approval by the Head of IT must be
located in separate secure rooms.

e All IT hardware/Software/Software Licenses must ecorded in FVC’s IT asset
register.

us located in separate
here devices cannot be

1.2. Logical Access
System access must be ¢ prevent unauthorised use of FVC information and
resources. Restricting a€ces the risk of misuse, maintains the integrity of systems,

and safeguards personahand sefisitive data.

Procedural Gui

st be issued with a unique user ID and password.

1ld be restricted to the minimum functions required to perform a role.
Pass@ivords must remain confidential, be updated at agreed intervals, and never
shaped.

sport-style photos will be embedded in FVC systems to support verification of
user accounts being accessed by the correct individual.

e Users must log out or lock devices when unattended.

e Only FVC-issued devices may be used for accessing FVC data. The exception to this is
one personal mobile phone per staff to access email using multi factor
authentication.

e Multi-factor authentication must be enabled wherever possible.

e Aloiner/Mover/Leaver (JML) process must be followed to ensure access is
provisioned, updated, or revoked in a timely manner.
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e Privileged accounts (e.g. administrative or system-level access) must be separate
from standard user accounts and subject to enhanced monitoring and logging.

1.3. Backup and Contingency

Regular backups are essential to ensure that College data and applications remain available
in the event of system failure, data corruption, or disaster. Backups and contingency
planning provide resilience and reduce downtime.

Procedural Guidance:

e Daily, weekly, and monthly backups must be maintained.

e Backup integrity must be tested for both the media and the stored data.
e Backup media must be stored securely in fireproof safes on-site a ff-sj
e Weekly, monthly, and annual backups must be retained offssi
e A Disaster Recovery Plan must be maintained and teste

=<

1.4. Application Purchase, Development and Maintenan
The acquisition and development of IT systems and softwa t follow secure processes
to ensure consistency, compliance, and risk manage

ntrolling procurement prevents
the introduction of unapproved or insecure lication d ensures alignment with FVC

policy.
Procedural Guidance:

e AllIT procurement
Staff, students, de

’s procurement guidance.
d business partners must comply with the College

t comply with the Al Policy and follow the relevant Al

ing system processes personal data, a DPIA (Data protection
nt) must be completed and signed off by FVC’'s DPO before

completed.

Where a DPIA is not required, an IT Security Risk Assessment must be undertaken to

sure the system / software is compliant with sector guidance (e.g., Jisc Cyber
Security Framework) and that risks are identified, documented, and mitigated. NO
digital solution including web based should be used without the appropriate
assessment taking place.

e All risk assessments (DPIA or IT Security Risk Assessment) must be recorded,
retained, and reviewed regularly as part of the system’s/ software lifecycle
management.

* Inhouse developed or externally sourced new or updated applications must be
tested for security and compliance prior to release.
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e Cloud and Software as a Service (SAAS) services must include security reviews
covering tenant configuration, conditional access, data residency, and exit planning.

e Vendor risk assessments must be completed before contracts are signed, including
data protection impact, breach notification requirements, and right-to-audit clauses.

1.5. Wireless Security
Wireless networks must be carefully managed to protect the integrity and availa

systems. Allowing unapproved devices or unauthorised networks introduc I
and can disrupt services. To balance security with accessibility, FVC provides specific
wireless networks for different user groups.

Procedural Guidance:
e Students and delegates must connect using the apfroved when using their
w

own devices.

e Visitors may use the designated guest Wi-Fi netwo provides internet access
without exposing internal FVC systems.

e \Wireless access is restricted to FVC-managed ks; unauthorised devices,

personal hotspots, or rogue wireless seéhvices t not be introduced.

l

edia present risks of data loss or theft if not properly

1.6. Portable Devices and Remova

Portable equipment and remaqyab

controlled. Encryption andg€strigtions are necessary to safeguard sensitive and personal

data. This applies not o USB dFfives but also to CDs, DVDs, and other physical storage

media.

Procedural Guida

ptops, hybrid tablets such as MS Surfaces and tablets must use

here applicable.
Staff, stUdents, delegates, visitors, and business partners must not store identifiable
FVC data on removable media such as USB sticks, CDs, or DVDs.

Q re removable media is required, it must be encrypted and erased immediately
after use.

e All endpoint devices (FVC laptops, surfaces, tablets, and mobile phones) must meet
security baselines, including:

Regular patching and updates.

Anti-malware/endpoint detection and response (EDR).

Screen lock and password protection.

Device management through FVC approved systems (e.g. Mobile Device

Management).

O O O O

10
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1.7. Remote Access

Remote access is necessary for flexible working but must be tightly controlled to protect
FVC systems and data. Improper use can expose the network to intrusion or data
compromise. Staff must also follow health and safety standards when working remotely
prevent physical risks associated with IT equipment.

Procedural Guidance:

e Remote access is provided only through the FVC VPN.
* Remote access is for legitimate business use only and must not be'used fogpersonal
activities.

e Staff must ensure secure environments when working re ly and ly with
relevant FVC health and safety requirements.
e Only using FVC-supplied power leads.

e Sensitive data must not be stored on non-FVC deyjces.

breaches or breaches of environmental

1.8. Computer Asset Disposal
IT assets must be disposed of securely and SW roper disposal may result in data
t .

Procedural Guidance:

e All equipment mustb
e Disposal must be dle IT Services or accredited SEPA-approved providers.
e Duty of care cer. s musbbe retained, and asset registers updated.

e Asset tags muShbe re ed and documented prior to disposal.

iped before disposal.

11
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1.9. Designated Secure Areas
Certain areas of the IT infrastructure require additional security to protect critical systems.
Access to these areas is restricted to prevent tampering or misuse.

Procedural Guidance:

e Designated secure areas include computer rooms, node cabinets, and IT b
across all campuses.
e Only authorised IT staff may access these areas.

The designated secure areas within the I.T. Infrastructure are as follows.
e Computer Rooms — Falkirk

e | T. “Build Room” — Falkirk Q
e All node cabinets — Falkirk
e Computer Room — Alloa V

e |.T. Staff Room — Alloa

e Main Node Cabinet Room — Stirling V

1.10. Network Security
Network infrastructure must I§

aed.and managed securely to protect FVC systems

from unauthorised accessgfdata breaches, and service disruption.

e Firewallsa must be securely configured and reviewed regularly.
iltering must be applied to protect against malware, phishing, and
inappropriate content.

emote inistration of network devices must be restricted and secured.

12
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1.11. Data Classification and Handling

All College data must be classified to ensure it is handled appropriately and consistently.
This ensures compliance with legal requirements, reduces risk, and provides clarity on how
information should be stored, shared, and disposed of.

Al systems must never be used to process Highly Sensitive data unless explicitly risk
assessed and approved.

Procedural Guidance:
Data must be classified into the following categories:

e Public which is information intended for public use (e.g. website c@ntent).

e Internal which is routine FVC information for staff, studenss, delegates, or business

partners.
e Confidential which is sensitive operational informati®n r ontrolled access.
e Highly Sensitive which is personal or legally tected data requiring the highest

safeguards.

Handling requirements include: V

e Prohibition on storing hi

e Secure disposal in line rotection and SEPA requirements.

1.12. Monitoring an ging

Monitoring activi C systems helps detect and prevent security incidents. Logging
provides a support investigations and compliance.
Proc
All ITsystems and networks may be logged and monitored.
. toring must follow Jisc and NCSC good practice.

Logs must be retained in accordance with FVC retention schedules.
*  Logs must include, at minimum:
o Authentication events.
o Administrative and privileged account activity.
o Firewall and network security events.
o Email and web security events.

13
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1.13. Incident Response and Escalation
A structured response to security incidents ensures risks are contained quickly and
effectively. Clear escalation routes protect FVC from further harm.

Procedural Guidance:

e Allincidents must be reported immediately to IT Services.

* Incidents must be managed in line with FVC Cyber Incident Response Plan.

e Lessons learned must be documented and used to strengthen future pract

e Where incidents involve personal data, the Data Protection Officer (DPO
notified as per the FVC Data Protection policy.

1.14. Vulnerability and Patch
All IT systems and software can contain weaknesses (known as

timescales.

The following definitions are used to help assess theldifferent levels of vulnerabilities.

e Critical vulnerabilities are defined as th@se thafpcan be easily exploited and may
cause severe damage, such as stem compromise or loss of sensitive
data.

Procedura

@-

Regulamw@inerability scans must be performed on FVC systems to identify known
weakhesses.

. itical vulnerabilities must be patched within 14 days, high-risk vulnerabilities
within 30 days, medium and low risk as soon as practical.

e Evidence of patching (such as logs, reports, or change records) must be retained for
audit and assurance purposes.

e Exceptions to patch timelines must be approved by the Head of IT.

14
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1.15. Supplier Risk Management

Vendors provide critical systems and services to FVC, but they also introduce potential risks.
Security must be monitored not only at the point of procurement but throughout the
lifetime of the relevant contracts where applicable.

Procedural Guidance:

e All suppliers must undergo a risk assessment before contracts are signed, coveri
data protection, breach notification, and security standards.

e Supplier compliance must be reviewed annually (or more frequently for
services) to ensure standards are maintained.

e Contracts must include the requirement to notify FVC of any datafbreach er major
incident affecting FVC information.

e Where appropriate, the FVC reserves the right to audit suppliers or r st
independent assurance.

reflect best practice. Routine checks and independ s help identify weaknesses
before they are exploited.

1.16. Audit & Review Frequency
Security controls must be regularly tested and rev% they remain effective and
revi

FVC is responsible for auditing and revij alBVC systems, applications, data handling,
and user access, while Jisc manages th and monitoring of the Janet network
infrastructure. The College mu el =grates with and complies with Jisc’s guidance
and reporting requirement

Procedural Guidance:

e Jisc cond netration testing at the Janet network level.

e Syst ICCaSss re s must be carried out at least quarterly by FVC to ensure

accgu 3 missions remain appropriate for staff, students, delegates, visitors,

anaib partners.

iew logs, backups, and configuration compliance for all College-

man@ged systems on a scheduled basis, with evidence retained for audit.

FVC@r the appropriate delegated authority must refresh security risk assessments
cluding DPIAs / AHRPs where required) when systems undergo major change or at

least every two years.

15



IT Security Procedures

6. Roles and Responsibilities

Clear roles and responsibilities are essential to ensuring IT security is consistently applied
across FVC. The table below uses the RACI model (Responsible, Accountable, Consulted,
Informed) to define expectations:

* Responsible (R): Carries out the activity.

e Accountable (A): Ultimately answerable for the outcome.

e Consulted (C): Provides input, advice, or specialist expertise.

e Informed (I): Kept updated on decisions, progress, or outcomes.

Activity / Area SMT LMT DDTI HolT SNA HoD DPO
Oversight of IT Security C C A R v | C |
Procedures
Operational security controls I C C A C I I
Local compliance & system I C C R C I
security
Use of Al-enabled tools R C R C I
Risk assessment of systems | C R R A C I
Incident reporting & escalati C C A R R C R
Security awareness & traini I C C A C R C R
Policy complianc enf men A C R R C R C R
Key:

T = Senior Management Team

o T = Learning Management Team

e DDTI = Director of Digital Transformation & Innovation

e HolT = Head of IT

* SNA =Systems & Network Administrator

e HoD = Departmental System Owners (usually Heads of Department)
e DPO = Data Protection Officer

e S/S = Staff and Students

16
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7. Training and Awareness

All staff, students and delegates must understand their role in protecting FVC's digital
environment. Human error is one of the most common causes of security incidents, and
effective training helps to reduce this risk.

Staff, students and delegates who will receive IT security awareness training at inductio
and through annual refresher sessions. Specialist training will be provided for ad

and departmental system owners who manage higher-risk systems. Training co
evolve to reflect emerging threats and sector guidance from Jisc and the , ensy
that the FVC community remains alert to new risks.

To build practical awareness, FVC will also run regular phishing sj ion tests. These

exercises help staff, students and delegates recognise suspicio

spunderstand the
tactics used by attackers, and practise safe reporting. Th ese tests is not to
penalise individuals but to strengthen FVC's overall resi

weaknesses are identified and addressed through further t

nd ensure that any

8. Monitoring and Compliance

IT Services will carry out audit ie compliance with these Procedures. Breaches

may result in disciplinary a ’s relevant policies and procedures. Audit findings

and incident reports wi sed toWmprove resilience.

17
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9. Useful Resources

These Procedures are supported by a range of internal and external resources that provide guidance,
standards, and frameworks for maintaining robust IT security.

Internal Resources

e IT Security Policy which sets the overarching principles and direction for inform ity
at FVC.

e Al Policy which ensures the safe and responsible adoption of Al-enabled%ools in line with
FVC values and regulatory requirements.

e Al Procedures which provide operational guidance on the ap 2 of Al systems within
FVC.

e Data Protection Policy which defines how personal an nsitiv@ data must be handled to
comply with GDPR and the Data Protection Act2018).

e Acceptable Use Policy which establishes ectatio r the responsible use of FVC IT
systems and services. Q
NCSC)

External Resources

Cyber Essentials which provides a baseline

e UK National Cyber Securii e

. (o uidance which offers sector-specific advice and benchmarks tailored to further
and Higher education.

ish Environmental Protection Agency (SEPA) Duty of Care & Waste Management which
regulates the secure and environmentally responsible disposal of IT equipment.

18



7.2 Al Policy
For Approval

~N
fafré'y(./

College

20 November 2025
AUDIT COMMITTEE

1. Purpose
To seek approval of the Artificial Intelligence (Al) Policy.

The Policy sets the governance framework for responsible, transparent and inclusive Al us
across Forth Valley College (FVC).

2. Recommendation
That members approve the draft Artificial Intelligence (Al) Policy
3. Background

This updated policy provides a principles-led governance framewo aligned to the revised
Digital Strategy 2025-2030 (v5 Draft), and positions FVC as igiAiova afe and compliant.

4. Key Considerations
Guidance has been taken from JISC Al policy guidan nd other relevant authorities.

The detailed Al procedures will be develope ce the,policy has been approved. This will take
time to ensure it is robust and caters f pelicyfrequirements.

5. Resource Implications (Financia o s and Communications)

Financial: No direct impac

does this impact?
This Policy is designed to be inclusive and to support equitable access to Al-enabled tools. As
a high-level governance document, a separate EqlA is not proposed at policy level; an EqlA
will be completed and maintained for the Al Procedures and for any high-risk Al deployments.

Assessment in Place? — No




7.2 Al Policy
For Approval

~N
fairé'y(./

College

20 November 2025
AUDIT COMMITTEE

7. Communities and Partners

No direct impact will be seen by communities and partners although engagement with secto
partners such as JISC and employers will support alignment with Al best practice and ensure
remains responsive to wider developments.

8. Risk and Impact

Please complete the risk table below. Risk is scored against Likelihood x Impact
scored from Very Low through to Very High. Risks should be robustly score
score (Likelihood x Impact) is higher than the Board Risk appetite for the ri
additional justification must be provided on why this risk is necessary.

Likelihood | Impact
Very High (5) X
High (4)
Medium (3) X
Low (2)
Very Low (1)

Total Risk Score — 15

BoM Risk Categories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20 \ Eager >20

Strategy People

Financial Project/Programme
Reputational

Technology X

lack of a clear policy (and procedures) could lead to inconsistent or unsafe Al use leading to a
reputational risk if academic integrity or data security are compromised. These risks can be
mitigated by a clear governance framework (this policy) and operational protocols that will be
defined through the Al Procedures.

Is the score above the Board Risk Appetite level? No

Risk Owner — Colin McMurray Action Owner — Darren Payne
Paper Author — Darren Payne SMT Owner — Colin McMurray
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College

Draft

2.1

November 2025

IT

Director of Digital Transformation and Innovation
June 2026

November 2026

ry Contact Director of Digital Transformation and Innovation

ment Review Date

To be used in conjunction with Al Procedures, Digital Strategy, IT Security Policy, IT Security
Procedures, Data Protection Policy, and IT Acceptable Use Policy.
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1. Introduction

Artificial Intelligence (Al) is increasingly embedded in the tools we use every day, ranging from
established productivity platforms such as Microsoft Office and emerging digital assistants to
advanced generative tools such as ChatGPT and research systems designed to suppor

analysis, modelling, and innovation. These technologies are becoming part of the educatig

landscape and offer significant opportunities to enhance teaching, learning, assess
planning, knowledge exchange, and operational efficiency. At the same time, the
important challenges in areas such as academic integrity, data security, accegs
ethical use.

Forth Valley College (FVC) is committed to innovation in support of its strategic priorities and
mission, while aligning with wider sector ambitions set out by the Scotti ernment’s
digital and education strategies and awarding bodies such as Sgb1 nding Council (SFC),

JISC and the College Development Network (CDN). Al has t

technologies, assist with teaching and asses ith creating efficiencies in
administration and service delivery. For students,
development, employability, and engagementywithi igital world. For staff, it offers new
methods of learning, managing worklogdd e x
professional practice.

However, Al technologies arefe ing at pace. Their rapid development requires careful

consideration of risks, limitationsitand wider societal and ethical impacts. Concerns include

bias within Al systems, éha es tovoriginality and authorship, risks around over-reliance on

automated outputs, angd the d to protect privacy and sensitive data. The College must

therefore ensur Al is framed within a clear set of principles and expectations.

y is to provide a framework that guides responsible and transparent

s commitment to inclusivity, accessibility, and ethical practice, ensuring that no
or staff member is disadvantaged by the deployment of Al systems.

is policy applies to all FVC students, delegates, staff, and external partners. It establishes
expectations for how Al should be integrated into learning, teaching, assessing and
supporting operations. It provides the foundation for related guidance, training, and
governance. By setting these standards, FVC affirms its role as a forward-looking institution,
embracing innovation while ensuring that technological change is harnessed responsibly, for
the benefit of our learners, staff, and the wider communities we serve.
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2. Scope

This policy is primarily concerned with generative artificial intelligence (Al) and related
developments, but it also applies to other forms of Al. It will guide FVC’s initial approach to
any new and emerging forms of Al.

This policy applies to Al-enabled technologies used for learning, teaching, assessment,
planning, administration, and support and covers generative Al tools, Al features in fut
and existing platforms and other college-approved Al systems.

2.1 Generative Al
Generative Al is a subset of Al that specialises in creating new content based on patterns
learned from existing data. Key aspects include.

2.1.1 Content creation, the ability to produce text, images, a
This can enhance teaching resources, automate routi
innovative learning opportunities.

2.1.2 Creative applications, used for tasks like writing,
and code development. These tools can increase e
staff and students but also raise issues arou

2.1.3 Underlying technology, often powered by adv
Understanding the technology hel

deo, and other media.
nd provide

ion, music composition,
and creativity for both

y and plagiarism.

deep learning techniques.

oth the potential and the

Al refers to the wider field Juter science that focuses on creating systems capable of
performing tasks that e human intelligence. This includes:

2.2.1 abling systems to improve through experience and adapt
xplicit reprogramming.
e processing (NLP), allowing systems to understand, interpret, and

language for applications such as chatbots, transcription, and

2.2.2 Nat

2.2 Computer vision, enabling machines to interpret and process visual information such

as images, video, and facial recognition.
tics, (including other forms of robotics such as cobots and haptics) applying Al
to machines that interact with the physical world, from industrial automation to
assistive technologies.
.5 Expert systems, using Al to simulate human decision-making by applying knowledge

bases and rules to specific domains.

2.2.6 Generative Al, creating new content such as text, images, audio, video, or code
based on patterns learned from existing data, widely used in tools like ChatGPT and
Copilot.
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2.2.7 Reinforcement learning, training Al systems to make sequences of decisions based
on trial-and-error and feedback, important in areas such as adaptive learning and
self-driving technologies.

2.2.8 Recommender systems, Al that filters and prioritises information for users, such as
recommending courses, resources, or study materials.

2.2.9 Predictive analytics, using Al to forecast outcomes (e.g., student retention risks,
resource planning, or performance trends).

2.3 Why this matters for Forth Valley College
By recognising the broad range of Al types, the College can set a framework that e

to today’s tools but applies to current, emerging, and future technologi | S ghare
currently designed to analyse data, recognise patterns, make decisions, complete tasks /
actions and solve problems, excelling at tasks such as classificatio rediction, and
optimisation.

administration. At the same time, given the pace of ch
come with risks, including bias, misuse, and data urity v
always be used in line with safe, legal, ethijcal, an practice standards, ensuring its
, and fully aligned with awarding and

application is responsible, transparent, inclusi

governing bodies and the College’s mi olicies and procedures.
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3. Principles
FVC commits to a set of overarching principles to guide its use of Al, drawn from sector good

practice, in line with awarding and governing body requirements and FVC Quality processes. These

principles ensure Al is used to maximise benefits while safeguarding academic integrity, equity, and

ethical standards in line with the College’s strategy, mission, and values. Underpinning these
commitments is the SAFER Al Framework (see Appendix A), which provides the guiding values to
ensure that Al adoption at FVC remains Secure, Accountable, Fair, Explainable, Reliable, Accessib
and consistent with Integrity and compliance.

3.1 Forth Valley College Principles

FVC will:

b)

c)

h)

development into learning, teaching, assessing and ing functions,
ensuring the College community can use Al respan , securely,

Ensure clarity, fairness, and transparency by m ar how Al is used,
providing consistent guidance on acce le behaWiours, and applying policies
and procedures evenly, so that students anghstdff can trust and confidently
engage with Al systems.

Keep policies, procedures an es under review by adapting them as Al

evolves to ensure co

teaching so that FVC qualifications retain their value and public
ected.

sure Al inclusivity and accessibility participation for all and ensure any
restrictions do not disadvantage groups relying on accessibility-focused Al.

Consider the wider social and environmental impact of Al by taking
proportionate action to address sustainability and societal effects, ensuring that
FVC remains a socially and environmentally responsible institution and that Al
adoption aligns with the college values.

Work collaboratively with students, staff, partners and stakeholders to pilot,
implement and share good practice, maximise the benefits of Al, and remain
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aligned with awarding and governing bodies both nationally (and internationally
where applicable) so that innovation is accelerated, duplication of effort is
avoided, and the College can learn from others’ experience.

3.2 Staff Al Principles
All staff (including but not limited to lecturers, associate trainers, bank and corporat

services) at FVC must use Al responsibly and in line with the College’s values, polig
and procedures. This means acting ethically, respecting data and confide
safeguarding academic integrity, and supporting inclusivity and sustainabili

work.

The Al Procedures document provides detailed operational ce aff,
including but not limited to expectations around secure data use, feaching)assessing,
transparency, and collaboration.

All Staff must;

a) Respect data and ethical standards: do not i
or College information into unapproved
with FVC procedures, data protection, co
ethical standards. Provide clear guidance to
practice.

, sensitive, student,
Ensure all Al use complies
ify requirements, and

b) Develop and share Al skillsz
literacy, use tools respo
delegates in developing

ically, and support students and
ady skills.

plain how Al is being used in teaching,
sional services, so that colleagues, students and
isions and understand expectations.

c¢) Beclearand
assessmenor pr
delegate§’camytrust

ademic integrity: In line with awarding and governing bodies,
ents and teaching approaches that uphold originality and
king clear to students when Al use is appropriate and when it is

Promote fairness and inclusion: use Al in ways that reduce barriers, challenge
bias, and create accessible learning and working environments, ensuring all
students and staff are treated equitably.

f) Consider wider impacts: reflect on the social and environmental implications
of Al in teaching and operations and adopt practices that align with the
College’s commitments to responsibility and sustainability.

g) Work collaboratively: share good practice with colleagues, partners, and
awarding and governing bodies, ensuring FVC remains aligned with sector
standards and able to adapt quickly to emerging developments.
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3.3 Student and Delegate Al Principles
Whilst utilising FVC infrastructure, all students and delegates must use Al responsibly,
transparently, and in line with the College’s values, policies, and programme-specific
guidance. They must uphold academic integrity and ensure their work reflects their
own thinking and achievement.

Students and delegates must:

a) Respect data and ethical standards: do not input personal, sensitive, or
College information into unapproved Al tools. Always follow College
safe and ethical use.

b) Build Al skills: use College guidance and training to developfunderstanding of
Al, so it can be used responsibly, critically, and effectively in stadies and future
career opportunities.

ledged if it has
ative or
n appropriate way.

c) Be clear and transparent: The use of Al shoul
been used to create a response to an assess
summative, and the details should be recor

d) Protect academic integrity: do not u | to misfepresent assessed
coursework as personal achievement. Ens missions reflect original
thinking and meet the highest aca ic standards as defined by the awarding
and governing bodies.

others: engage in discussions with lecturers, peers, student
ips, College forums, and approved partners/ groups to share good
e, learn from each other, and stay up to date as Al evolves.

Not use Al systems to create or disseminate content that is abusive,
harassing,
discriminatory or otherwise harmful, as defined by the relevant FVC

Safeguarding and Disciplinary policies.
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4. What These Principles Mean in Practice

4.1 Working Collaboratively

FVC will engage with students, delegates, staff, partners, employers, professional bodies,
and sector experts to share good practice and ensure our approach to Al is interdisciplinary
and future-facing.

4.2 Supporting Al Literacy

The College will build student, delegate and staff Al literacy through training, guida
resources. Understanding both the opportunities and the limitations of Al is esse
our community can use these tools responsibly, critically, and effectively jff learning
teaching, assessing and supporting corporate services.

Developing Al literacy at FVC means:

a) All students and delegates gain skills to use Al
and future careers.
b) All teaching and associate training staff can a
design, and research/ planning approa
and in line with awarding and governing

c) Corporate services staff can use impro rocesses while understanding its
limits.
Al literacy will be supported acr, a earning and teaching, including through the

progressive integration of A edge and skills within curriculum design. This

includes consideration o ionalféconomic priorities, such as manufacturing, energy and

logistics, to ensure learners elop the competencies required by industry.

Key areas of aw de privacy, data protection, information security, bias and

discriminatig y and reliability, copyright and ethical use, and potential risks of

exploitation deévelopment.

irness, and Transparency
llege will ensure Al is used in ways that are open, fair, and easy to understand.
ransparency matters because it builds trust, allows users to know how Al is influencing
cisions, and ensures no group is unfairly advantaged or disadvantaged.

4.4 Regular Review of Policies, Procedures and Practices

Al technologies are developing quickly. The College will keep its policies, procedures,
teaching practices, and services under regular review to ensure they remain legal, ethical,
and inclusive. This matters because outdated rules risk either blocking innovation or failing
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to protect against harm. Specific and detailed Al related procedures shall be noted in the Al
Procedures document.

4.5 Academic Integrity and Rigour

The College will uphold high standards of academic integrity in line with awarding and
governing body requirements and FVC Quality processes by students, delegates and staff to
use Al ethically in learning, teaching, and assessment. This matters because protecting
fairness and originality safeguards the value of FVC qualifications and prepares learner: @
real-world Al use.

4.6 Equity and Inclusion
The College will take reasonable steps to identify and mitigate potential i

from Al use, ensuring fair and inclusive access and avoiding disproportionate impatts on any

group of learners or staff. This matters because Al should reduce barriers t ing, not
reinforce them, and the College must ensure all students, deleg and staff have equitable
access to the tools they need.

4.7 Wider Social and Environmental Impact

The College will consider the broader social and environm ects of Al use, including

sustainability and unforeseen impacts. This matter Cis committed to social

responsibility, and decisions about Al adopti§a must a

future generations. O

ith our values and our duty to

10
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5. Consultation and Governance

Students, delegates and staff must seek appropriate guidance as defined by the relevant
FVC policies and procedures before using Al in any context where risks may arise around
data, academic standards, confidentiality, or compliance. Seeking advice ensures that Al is
used responsibly, that the College meets its legal and regulatory obligations, is aligned wi
awarding and governing bodies and that FVC is protected from reputational, financial,
ethical harm.

The Al Policy establishes this principle of consultation as part of good governan @
implementation of this Policy is supported by associated Al Procedures, t igita egy

2025-2030, and relevant College governance frameworks.

11
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6. Useful Resources

Forth Valley College will ensure that staff and students have access to up-to-date resources
and sector guidance on the safe and effective use of Al. FVC reference points include but not
limited to.

a) Al Procedures

b) IT Security Policy

c) IT Security Procedures

d) IT Acceptable Use Policy

e) Equality, Diversity & Inclusion Policy

For clarity the following definitions are provided on students and delegates.

Student
¢ Anindividual enrolled on an accredited course or programme of stu C.
¢ They have a student record in the FVC student record ¢ \VC email address,
and long-term access to learning platforms, libraryg#fesources, afid the eduroam Wi-Fi
service.
Delegate
¢ An external participant attending an organised fee-paying course, workshop, or

conference e.g. commercial traig

¢ They are not enrolled as stude e formally registered for a specific event or

short-term programm

External reference pointsgised within this policy include the following, noting this is not an
exhaustive list.

ting Al policy Considerations on wording when creating advice or

Sectrity Al Data Security — Let’s Worry About the Right Things

H a es Navigating the Future: Higher Education policies and guidance on generative Al

| maturity toolkit for tertiary education

12


https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnationalcentreforai.jiscinvolve.org%2Fwp%2F2023%2F02%2F14%2Fconsiderations-on-wording-ai-advice%2F&data=05%7C02%7Cdarren.payne%40forthvalley.ac.uk%7C14cbbcaa2baf409e844708dddf1b4314%7C4b9df6c7f82e48d2b4333f012243f5ce%7C0%7C0%7C638912030397668684%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WkRjqf0%2BNkSnNXzftQg98Yf%2BAcvuT%2BG%2BpM4F6YQNDIo%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnationalcentreforai.jiscinvolve.org%2Fwp%2F2023%2F02%2F14%2Fconsiderations-on-wording-ai-advice%2F&data=05%7C02%7Cdarren.payne%40forthvalley.ac.uk%7C14cbbcaa2baf409e844708dddf1b4314%7C4b9df6c7f82e48d2b4333f012243f5ce%7C0%7C0%7C638912030397668684%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WkRjqf0%2BNkSnNXzftQg98Yf%2BAcvuT%2BG%2BpM4F6YQNDIo%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnationalcentreforai.jiscinvolve.org%2Fwp%2F2025%2F01%2F21%2Fai-and-data-security-lets-worry-about-the-right-things%2F&data=05%7C02%7Cdarren.payne%40forthvalley.ac.uk%7C14cbbcaa2baf409e844708dddf1b4314%7C4b9df6c7f82e48d2b4333f012243f5ce%7C0%7C0%7C638912030397706627%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=F15UCYpBpVMd3kF9y8KZ1%2F3czZ%2Be1GJ8QyFzPY3dqA4%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnationalcentreforai.jiscinvolve.org%2Fwp%2F2024%2F07%2F31%2Fnavigating-the-future-higher-education-policies-and-guidance-on-generative-ai%2F&data=05%7C02%7Cdarren.payne%40forthvalley.ac.uk%7C14cbbcaa2baf409e844708dddf1b4314%7C4b9df6c7f82e48d2b4333f012243f5ce%7C0%7C0%7C638912030397720606%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=iEnWzfM2nKO5edytdW7oouZL2ZfYNmkILBHh8cqD8P0%3D&reserved=0

Artificial Intelligence (Al) Policy

Appendix A: SAFER Al Framework

The SAFER Al Framework has been developed by Forth Valley College with reference to national and
sector guidance, including resources from Jisc’s National Centre for Al and relevant Scottish
Government and Scottish Funding Council publications.

Forth Valley College adopts the SAFER Al Framework to guide all use of artificial intelligence. This
framework provides a set of principles that underpin responsible adoption, ensuring Al use aligns
with college values, sector best practice, and legal/ethical requirements. These principles info

Al Procedures and must be considered in all decisions relating to Al.

#  Principle Description

Protect sensitive data and ensure
S Security & Privacy encryption, and vendor due diligen€e standalrds.

Ensure humans remain ing®nthel of Al outcomes
- through governance a
Accountabilit . .
A y informed and effec

Guarantee equit

F Fairness

gboard for innovation and creativity,
ar communication of how creative outputs are
ated and evaluated.

E Explainability & Transparency

quire Al tools to be tested for accuracy, quality, and
safety in for college use, assessing data input and
R Reliability & Safety delivering outputs that are not only safe but also
creative, high-quality, and non-generic.

Ensure Al-enabled education is accessible to all,
regardless of ability or background, and supports
clUsiveness employability by ensuring all learners develop Al
fluency for the future workplace.

Align Al use with laws, ethics, sustainability, and
College values, including a commitment to

Integrity & Compliance environmental sustainability, responsible vendor
practices, and green Al to reduce waste and energy
use.
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This report has been prepared solely for Forth Va
We emphasise that the responsibility for a g
all system weaknesses that may exist. Neit

procedures are designed so that any ria
Internal audit procedures are desigfied to fo

wb@é 1
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Forth Valley College

1 Executive Summa ry Credits Audit 2024/25

Introduction ‘

A review of the College’s student data returns has been carried out in accordance with thefl Creditf%uidance for Colleges AY 2024-
25" issued by the Scottish Funding Council (SFC) on 26 June 2024 and the “FES Return an ditgGuidance 2024-25" issued 13
August 2025.

The audit certificate, along with the College certificate, was submitted to @unding Council on 3 October 2025. This
report was submitted to the SFC on 3 October 2025.

Scope of Review

The audit procedures have been designed to ensure the Collegeghas adh to the “Credit Guidance for Colleges AY 2024/25". As
planned, the audit took 5 days to complete comprising fieldwg riedgout by the Auditor and a review by the Manager, Director,
SNC

@

Our audit sample was selected using analytical tech and®&vered a minimum of 5% of the total Credits count with a minimum
of 15 courses being tested. Additional sample Iso carried out on Credits relating to Infill courses/students, Credits
spanning academic years, Fee Waiver, and nongflindablg courses/students.

and the Partner. All staff involved in the audit had relevant

The audit process of reviewing the returns b
| A review of the systems operate
|  Appropriate walk through ag

| Analytical review techniqu

| |
|
|

submitted was carried out using the following processes:
llege for the return;

jance checks for the relevant areas;

re testing was undertaken in the most appropriate areas;
Reviewing the risk ar | ed in 2023/24 and the specific issues for 2024/25 highlighted in the audit guidance;
Sample checking th@'data i

Specifically tailoged @redits gudit programmes.

W 2
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Forth Valley College

1 Executive Summa ry Credits Audit 2024/25

Summary of Recommendations

Current Year recommendations ‘

Grading of Recommendations

Credits -

Prior Year recommendations

Grading of recommendations

Fully Implemented ' - - 1 1
A

Superseded - - 1 1

Total — - - 2 2

We have not included the by Q ed recommendation as an appendix; however, details of this recommendation are

available upon request.

W ;



Forth Valley College

1 Executive Summa ry Credits Audit 2024/25

Conclusion

Overall conclusion

The audit certificate in respect of the 2024/25 return included within Appendix A, ig
SFC audit guidance. The audit certificate was submitted to SFC on 3 October 202§

alified and is in the format set out in the

Overall Conclusion:

The College has reasonable procedures and controls over the collectiGg
that the credits count for the College is not materially mis-stated. SYstefMs used by the College are satisfactory. The

We were able to confirm that one of the two recommend: sed in 2023/24 have been implemented with the other raised
again this year. We have raised two low grade reco

The College’s credit target for the academic yeaw?2 reed between the SFC and the College, was 79,107. The total

credits claimed for the year was 77,785.

Claimed Variance
Total Credits ' 79,107 77,785 1,322
As can be seen from th e, the College has exceeded its credits target for 2024/25.

W 4



Forth Valley College

2 Benchmarking Credits Audit 2024/25

We include for your reference comparative benchmarking data of the number and ranking\&f recomendations made for audits of
a similar nature in the year ending 31 July 2024.

Credits Audit 2024/25 ’

Benchmarking
Average number of recommendations in - ' 1 2
similar audits

Number of recommendations at Forth Valley - V - 2 2

College for 2024/25

From the table above it can be seen that the Co ilar number of recommendations compared to those colleges it has
been benchmarked against.



3 Risk Areas and Audit Tests e Rl

Non-Fundable Activity ‘

We reviewed, in full, with the College to confirm that all activity which has been classified @s fundable has been correctly classified.
We reviewed non-fundable activity to assess whether this is complete. From our reviéw, we)found that all courses were
accurately treated as either fundable or non-fundable by the College.

Non-Fundable and Fundable Students

We reviewed, in full, all students classified as non-fundable by the Collegé¢”to co accuracy and completeness. Testing was
performed to ensure that credits values have only been allocated to fund deptS. Our testing indicated that the College
were incorrectly not claiming credits for one student. Please see dix C: Current Year Recommendations for
further information. V

Full-Time and Other than Full-Time Classificatig
A sample of 15 courses, covering 5.1% of total credits,
undertaken to ensure these were correctly classified. We

selected from the two modes of attendance. Testing was
lude that all courses tested were correctly classified.

Infill Students
The word ‘infill” appears in the title of courses j##ftheySare an infill course. The College have 16 infill courses. We tested a sample of
10 students treated as infilling into courses tagassess wh&her they had been correctly classified, and that credits had been calculated
correctly. We also reviewed in full the studéts the'@ollege were classifying as infill students to confirm that credits were only being
claimed for the subjects the students nd€gtaken. No issues were found from our testing.

Attendance Criteria
For our sample of 15 courses testé
and recorded the required
guidance.

of total credits claimed), we checked to assess whether the College had correctly calculated
confirm that the College has calculated course required dates in line with the

W ;



3 Risk Areas and Audit Tests e Rl

For a total of 25 students, we assessed whether the College had obtained a valid enrolment @ in confirm that for each
student in our sample an appropriate enrolment record was available.

We traced a total of 25 students to attendance registers to assess whether they had att eyond the required date, where
credits had been claimed for the student. We can confirm that each student i mple was appropriately traced to the
attendance register.

k

We also performed testing on a sample of 10 withdrawals (withdrawn withifi 2 yée the required date) to assess whether these
had been processed in accordance with SFC guidance. No issues found.

Credits Count y

For our sample of 15 courses, we recalculated the individual cre for e of these courses to confirm the correct value had been
allocated by the College. We reviewed the attendance of thegtti@ien ese courses to assess whether credits were only attributed
to those students who had attended beyond the required ¢ @ ‘ were fundable students. No issues found.

Maximum Credits Claim

All students with more than one enrolment wergpi [3 d investigated to ensure credits were not overclaimed. Our testing
found that there were no overclaims as sult'of students having more than one enrolment.

Average Credits
We confirmed that the average numbe for FE full time students was 16.83 and for HE full time students was 14.28. This
is in line with the SFC guidance.

Fee Waiver

A random sample of 10 feg waived students were selected (excluding automatic fee waivers). We checked to assess whether their
eligibility for a fee waiver h@d beenfassessed appropriately by the College. This was done by tracing to an enrolment form and where
appropriate a fee waive relevant eligibility documentation. We also assessed whether the students had been allocated to

W ;



3 Risk Areas and Audit Tests et Vallsy Coltee

Credits Audit 2024/25

the most appropriate fee waiver category. We found that there were issues with fee waike @ s surrounding wrongly
coded fee waivers, and fee waiver documentation retainment. As a result of thése findings, please see Appendix C:
Current Year Recommendations for further information.

Distance Learning
The College did not have any distance learning courses for the 2024/25 academi® Mis was identified during our analysis of the
FES and confirmed by the College.



Audit stage

Fieldwork start

4 Audit Arrangements

Closing meeting

15 September 2025

Forth Valley College
Credits Audit 2024/25

23 September 2025

Draft report issued

26 September 2025

Receipt of management responses

3 October 2025

Final report issued

3 October 2025

Submission to the SFC

3 October 2025

Audit Committee

Number of audit days

20 November 2025




Forth Valley College

S5 Key Personnel Credits Audit 2024/25

@, review.

We detail below our staff who undertook the review together with the College staff we spok:

Graham Gillespie

Partner

Audit
Director Stephen Pringle Director of Inter i sp@wbg.co.uk
Manager Siobhan Archibald Internal Au sma@wbg.co.uk

Senior Kyle McGuiness kmg@wbg.co.uk

Auditor Oliver McLaughlin oml@wbg.co.uk

Forth Valley College

Data Manager lesley.burn@forthvalley.ac.uk

Lesley Burn

Key Contacts:

Lyndsay Condi& Director of Operations lyndsay.condie@forthvalley.ac.uk

Wbg appreciates the time provide the individuals involved in this review and would like to thank them for their assistance

and co-operation.
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- o Forth Valley Coll
A. Audit Certificate Credits Audit 2024725

Auditors’ Report to the members of the Board of Management of Forth Va @ llege

We have audited the FES return which has been prepared by Forth Valley College undefjthe SHE's Credits Guidance for colleges
issued 26 June 2024 and which has been confirmed as being free from material misstat by the College’s Principal in her
Certificate dated 3 October 2025.

We conducted our audit in accordance with the 2024-25 audit guidance
procedures and controls relevant to the collection and recording of stude
the figures recorded in the student data returns.

ensuring the accuracy of data. It also included examination of evidenge relev
We obtained sufficient evidence to give us reasonable assurance that retugns are free from material misstatement.

ith all relevant guidance;

dte collection and recording of the data; and
V@m€an provide reasonable assurance that the FES return is free from

he audit included an examination of the
evaluated the adequacy of these controls in

In our opinion:
| The student data returns have been compiled
| Adequate procedures are in place to ensurge the
|  Subject to the exceptions noted in this ‘

material misstatement.

Signature

Date 3 0c

Name of Audit Firm ices LLP
Contact Name Gillespie
Contact telephone number 66 7000
Date FES returned 3 October 2025

W 12



Forth Valley College
Credits Audit 2024/25

B. Summary of Errors

The table below highlights the value of credit errors that the auditor found during the course of t @ and notes that these
errors were subsequently corrected in the SFC FES return.

Summary of Error Number of Raw Adiusted/Unadjusted in FES
Credits Return

Credits not claimed when the students were eligible 2.7 Adjusted
for them.
Total 2.7

<

%
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Inaccuracies in Fee Waiver Coding and Supporting Evidence

C. Current Year Recommendations

Finding and Risk

Grade

' Recoflnmendation

Forth Valley College
Credits Audit 2024/25

Fee waiver eligibility should be determined by the College
through a clear and consistent process. Students are expected

to provide accurate information on their fee waiver forms, an

the College should verify this against appropriate supporti

evidence before confirming the fee waiver code. The fee waiv
ust

code recorded in student records and on the FES 2 retug m
accurately reflect the student’s circumstances to ensurew

funding claims and avoid duplication.

During our review, we complete sample testi

agelftge, which

evidence source
e were informed that
n upgrade to Office 365, the

child of an asylum seeker',
documentation to confirm the
the documents are held b t
evidence cannot be access

Failure to apply cor @
inaccurate FES ORiing

aiver codes increases the risk of
d inappropriate funding claims. This

exposes the @ollege ¢ the risk of funding clawback, potential
financial wher@ claims are deemed ineligible, and
reputational ¥igk.

Lo

We

recommend that the College
strengthen its fee waiver process by
conducting periodic checks on student
fee waiver codes. A formal review
process should be introduced so that
any discrepancies between student
declarations, fee waiver forms, and
enrolment records are identified and
resolved prior to submission of FES 2
returns. Additionally, the College should

ensure source evidence is stored
appropriately to support funding
decisions.

14




C. Current Year Recommendations

Forth Valley College
Credits Audit 2024/25

Management response

Res @ and implementation date

Forth Valley College acknowledges the recommendation and agrees that enhancing the fe
waiver process is essential to ensure accuracy and compliance with funding requirements.
The College will implement a formal review mechanism to periodically verify stude
waiver codes against declarations, fee waiver forms, and enrolment records. Thig
will be scheduled prior to the submission of FES 2 returns to ensure any discr;
identified and resolved in a timely manner.

Additionally, procedures will be updated to ensure that all source evidence s
waiver decisions is stored securely and is readily accessible for audit verifi
purposes. Training will be provided to relevant staff to reinforce the imp e of
documentation and compliance with funding guidelines.

Respensible Officer: Lyndsay Condie

Implementation Date: March 2026

15



Forth Valley College
Credits Audit 2024/25

C. Current Year Recommendations

Fundable students

Finding and Risk ecommendation

2. The College's FES submission process requires that all students’ 4.0 We recommend that care is taken when
records are accurate and complete before submission to ensu inputting data into the FES so that
proper allocation of SFC credits. Late changes or correctio credits are appropriately claimed, and
should be documented, justified, and verified beforg being the College receives its full entitlement.
included in revised submissions. Where late adjustments are made,

these should be reviewed in full to

During our review, it was found that one student, withingur ensure no underclaims or overclaims
sample that qualified for funding on the origi > Ided are missed.
had 0 credits claimed. When queried with t e, it was
identified that credits should have been ¢iéitg e students
identified, where the student had beef d as ‘potentially to
be cancelled’, with credits removed; &f€er, the new enrolment
was not subsequently updated. Collegg has since claimed

2.7 credits for the student in

ring our 2023/24 credits
finding has been superseded.

16



C. Current Year Recommendations

Forth Valley College
Credits Audit 2024/25

Management response

Res @ and implementation date

Forth Valley College acknowledges the importance of accurate data input into the FES
system to ensure that credits are appropriately claimed and the College receives its fuII

funding entitlement. To address this recommendation, the College will reinforce existig
data validation procedures and introduce an add|t|onal layer of review for late adgjt
to ensure all changes are thoroughly checked for potential underclaims or ov 2
Staff involved in FES submissions will receive updated guidance and traini

accurate data entry and to highlight the importance of timely and complete
post-submission amendments. The College will also explore opportunitigs to str@gthen
system controls and reporting tools to support proactive identification or'g@lisgf€pancies.
These actions will help safeguard the integrity of FES retur whe College

maximises its funding in line with regulatory requirements

Resp@nsible Officer: Lyndsay Condie

Implementation Date: March 2026

&
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C — Forth Valley Coll
D. Prior Year Recommendations Cradlts Audit 2004125

Superseded

Fee Waiver: Source of Finance

Original Finding
The College's FES submission process requires that all students’ records arg a nd complete before submission to ensure
ified, and verified before being included in
revised submissions.

During our review, it was found that 14 students that qualified for fun@ing on ti¥e original FES provided had 0 credits claimed. When
queried with the College, it was identified that credits should have bee ed for the students identified. The College has since
claimed 7.1 credits for the student in a revised FES.

There is a risk that the College are underclaiming their cre @
Original Recommendation

We recommend that care is taken when inputti 0 FES so that credits are appropriately claimed, and the College receives
its full entitlement.

Ref. Finding and Risk Grade Recommendation
1. As a result of our findig@Sdentified for 2024/25, it was agreed | Low No further action required
to supersede this re @ ~



Forth Valley College
Credits Audit 2024/25

E. Grading Structure

For each recommendation, we assign a grading either as High, Medium or Low priority depending
as outlined below:

flegree of risk assessed

Classification

High

Medium Significant issue or weakness which should be addré CoIIege as soon as possible.

Low Minor issue or weakness reported where Management Mg

Wish to consider our recommendation.

W 19
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Disclaimer

The matters raised in this report came to our attention during the course of our audit and are not necessarily ehensive statement of all weaknesses

that exist or all improvements that might be made.

This report has been prepared solely for Forth Valley College’s individual use and should not be gio ole or in part without prior written consent. No
responsibility to any third party is accepted as the report has not been prepared, and is not ind€ndgs, ny third party.

We emphasise that the responsibility for a sound system of internal control rests with magagem d work performed by internal audit should not be relied
upon to identify all system weaknesses that may exist. Neither should internal audit be W to identify all circumstances of fraud or irregularity should

there be any although our audit procedures are designed so that any material irreg@iarity has\@ reasonable probability of discovery. Even sound systems of
control may not be proof against collusive fraud. Internal audit procedures are

Q.
&

! taoffocus on areas that are considered to be of greatest risk and

significance.




1. Executive Summary

Introduction

e wbq

This report has been prepared following the conclusion of our audit of the Student Support Funds fo year ended 31 July 2025.
The audit certificate for the Scottish Funding Council (SFC) funds was submitted on 3 Oct@ 5.

Summary of Recommendations

Current Year Recommendations

SSF Audit 2024/25

Prior Year Recommendations High Medium

Fully Implemented -

We have not included fully implemented recommenda appendix; however, details of these recommendations are available upon request.

QO




1. Executive Summary

Conclusion

Overall Conclusion:

We have examined the records of Forth Valley College and have obtained such expla
the basis of our examination and of the explanations given to us, we report that th iOnh set out in these forms is in agreement with the
underlying records. We also report that, in our opinion, the College used these funds rdance with the guidance issued by the Scottish Funding
Council. We are satisfied that the systems and controls of the administration arw ment of these funds are adequate.

We can confirm that all recommendations raised in 2023/24 have been fullfjimple ted, however two new recommendations have been raised in

respect of our 2024/25 audit.

QO




1. Executive Summary O qu

Summary of Income & Expenditure
The table below provides a summary of the income and expenditure for each of the funds rovideS details of the fund position at the end of the year.
Further detail on the expenditure incurred by fund can be found at Appendix A.

Bursary Discretionary ildcage Total HE Discretionary
Income 2,877,053 273,071 13¥,495 3,287,619 93,193
Expenditure 2,817,452 273,071 137,495 3,228,080 91,250
Under/(Over) Spend 59,601 - - 59,601 1,943

As can be seen from the above table, the College has amgnderSpend on its student support funds of £59,601, which will need to be returned to the

QO

SFC.




2. Benchmarking

e wbq

We include for your reference comparative benchmarking data of the number and ranking of recomimendations made for audits of a similar nature in the
year ending 31 July 2024.

Benchmarking
Average no. recommendations in similar audits - V 1 2
Recommendations at Forth Valley College - 0 - 2 2

against.

As can be seen from the above table, the College has a sin& er of recommendations in comparison to the colleges it has been benchmarked

QO




3. Audit Arrangements O wbg

The table below details the dates of our fieldwork and the reporting of the audit area under review()

Audit Stage

Fieldwork start 8 September 2025

V 19 September 2025
Draft report issued AOV 26 September 2025

Closing meeting

Receipt of management responses 30 September 2025
Final report issued 1 October 2025
Submission to Scottish Funding Council 3 October 2025
Audit Committee 20 November 2025

No of audit days 4




3. Audit Arrangements O wbg

We detail below our staff who undertook the review together with the College staff we spoke to dufing o review.

Whbg Services LLP

Partner Graham Gillespie Partner and Head of Inter Au gg@wbg.co.uk
Director Stephen Pringle Director of Internal Audit sp@wbg.co.uk
Manager Siobhan Archibald Internal Audit Mag :N sma@wbg.co.uk
Senior Kyle McGuiness Internal Aug v kmg@wbg.co.uk

Forth Valley College

Key Contact: Allison Hewitt | Qystems and Management Accountant

allison.hewitt@forthvalley.ac.uk

Wbg appreciates the time provided b dividuals involved in this review and would like to thank them for their assistance and co-operation.



A. Summary of Returns

Scottish Funding Council Return

Bursary Student Numbers & Expenditure

Students ul8 Parentally Suppgfte -w Parentally Supported Self-Supporting
Hom (Away from Home)
Students £ Students‘ Students £ Students £
Maintenance Allowances: - 747709 4 12,167 120 520,578
Residence Costs - - - - - -

Dependents Allowance -

Study Expenses Allowance - 9,285 2 336 31 5,024
Travel Expenses Allowance - 21 16,953 1 563 85 60,389
Additional Support Needs Allowance - - 2 3,350 - - 2 537

Total Numbers & Spend Q - 231 777,297 4 13,066 120 586,528




A. Summary of Returns

Scottish Funding Council Return

Bursary Student Numbers & Expenditure

Care Experienced ersal Credit Non-Maintenance

Students £ £ Students £
Maintenance Allowances: 177 1,237,149 115 112,522 - -
Residence Costs - - - - -
Dependents Allowance - - - - -
Study Expenses Allowance 54 36 7,241 117 15,650
Travel Expenses Allowance 18 65 43,642 8 3,171
Additional Support Needs Allowance - - - 2 5,498
Total Numbers & Spend 1,252,923 115 163,405 124 24,319
Total Bursary Funds Spent in 2024/25 2,817,538%

*Difference resultant from rounding.




A. Summary of Returns O wbg

Scottish Funding Council Return
FE Discretionary Fund

Total Numbers & Spend

| Students £
Students ul8 - -
Parentally Supported (At Home) V 196 35,798
Parentally Supported (Away from Home) 3 3,166
Self-Supporting 107 117,877

Care Experienced 137 47,962

Universal Credit & 76 22,816
Non-Maintenance $ 257 45,453
Total FE Discretionary Fund Spent in 2024/20 776 273,072%*

*Difference resultant from rounding. ‘ ,




A. Summary of Returns O wbg

Scottish Funding Council Return < ,

Childcare Fund Expenditure

Childcare Fund

Students £
At FE Level 30 61,911
At HE Level 33 75,586
Total 63 137,497
Auditors’ Report
We have examined the books and records of Forth Valley College Vi ined such explanations and carried out such tests as we considered
necessary. On the basis of our examination and of the explanatj us, we report that the information set out in these forms is in agreement with
the underlying records. We also report that, in our opinion, olledg, used these funds in accordance with the Scottish Funding Council conditions. We
are satisfied that the systems and controls of the administiggtion'agd disbursement of these funds are adequate.

Principal’s Signature:

Auditors’ Name: Wbg Services LL
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Auditors’ Signature:
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g,

Date of Signature:




A. Summary of Returns

Student Awards Agency for Scotland (SAAS)

HE Discretionary Fund
HE Discretionary Fund

wbq

Income 4

Total funds available for disbursement 03,193 93,193

Expenditure ¥
Funds disbursed 91,250 91,250

Remaining allocation from 2024 /25; funds to be returned to SAAS V 1,943 1,943
by 31 October 2025 O




A. Summary of Returns wbq

Students Award Agency for Scotland (SAAS)

Auditors’ Report

We have examined the books and records of Forth Valley College and have obtained such explanaio

basis of our examination and of the explanations given to us, we report that the information set abeve ig
is in accordance with the relative statutory requirements. We are satisfied that the systemsggandgeont
adequate.

carried out such tests as we considered necessary. On the
n agreement with the underlying records and in our opinion
of the administration and disbursement of these funds are

Vg (. - L LP
Appointed Auditor: |/ b g >emes f

Date: 3 October 2025 OV




Manual Processing — Childcare Payments
Ref. |Finding and Risk

Recommendation

1. Childcare commitments are ordinarily managed via the Power BI suite to
automate reporting and payment preparation.

During our review, we identified a duplicate payment of £14.25 to one stud
payment for two weeks was uploaded in error instead of a single-week p
when transactions were processed manually.

A temporary issue with the Power BI suite required manual uplogds. Ma
processing was not supported by equivalent controls to those dedgin the
automated process.

There is the risk minor errors accumulate resulting in and

overpayments to providers.

Manual Processing — Childcare Payments
Management response

. A

e recommend that should core systems be
unavailable, the College should establish
additional checks on manual work to reduce
the likelihood of recurrences.

Responsibility and implementation date

\anual commitments requiring to
to automatically calculate the
entirely manually.

Additional checks have been added to the prqg
be uploaded, including a table of the payme
payments per fund, rather than this bei

Responsible Officer: Senga McKerr

Implementation Date: Immediate




Discretionary Payment Reconciliations
Ref.

Finding and Risk

Grade smmendation

Discretionary payments to students are reviewed by the Senior Funding
Officer, with periodic spot checks by the Systems & Management
Accountant.

During our review, we identified an underpayment of £41 to one stud@nt
This was due to human error where the Finance Assistant had mis-key
the payment run start date, resulting in the first payment to theSgtuden

being missed. This was subsequently missed by the Segior FuRgi
Officer and Systems & Management Accountant due to t wtary
value.

There is the risk an accumulation of minor errors ma @ n material
misstatements. ‘

Discretionary Payment Reconciliations
Management response

ecommend that the College look to establish
an automated reconciliation between the approved
award schedule and each payment run, with
exception flags for missing first instalments or zero
payments.

Responsibility and implementation date

We will look to add in some manual reconciliation funds paid and funds

committed (on a quarterly basis) which will hgjf™8 ot any errors like this in the
future. There is not an automated solution f @ tuation.

Responsible Officer: Senga McKerr

Implementation Date: 31 October 2025




C. Grading Structure

e wbg

For each recommendation we make we assign a grading either as High, Medium or Low priority de@ upon the degree of risk assessed as outlined below:

High

High Risk

Classification

Major weakness that we co ’ 2r ngeds to be brought to the attention of the the Audit

Medium

Medium Risk

Committee and addrew pior Management of the College as a matter of urgency

Low

Low Risk

Significant issue o&akn hich should be addressed by the College as soon as possible

reported where Management may wish to consider our
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Disclaimer

The matters raised in this report came to our attention during the course of our audit and are not necessarily ehensive statement of all weaknesses

that exist or all improvements that might be made.

This report has been prepared solely for Forth Valley College’s individual use and should not be gio ole or in part without prior written consent. No
responsibility to any third party is accepted as the report has not been prepared, and is not ind€ndgs, ny third party.

We emphasise that the responsibility for a sound system of internal control rests with magagem d work performed by internal audit should not be relied
upon to identify all system weaknesses that may exist. Neither should internal audit be W to identify all circumstances of fraud or irregularity should

there be any although our audit procedures are designed so that any material irreg@iarity has\@ reasonable probability of discovery. Even sound systems of
control may not be proof against collusive fraud. Internal audit procedures are

Q.
&

! taoffocus on areas that are considered to be of greatest risk and

significance.
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1. Executive Summary

Introduction
This report has been prepared following the conclusion of our audit of the Educational Maintenance Allowan e year ended 31 July 2025.
The audit certificate was submitted to the Scottish Funding Council (SFC) on 3 October 2025.

Summary of Recommendations

Current Year Recommendations Medium

EMA Audit 2024/25 '

Prior Year Recommendations ig Medium

There were no recommendations made on the EMA Audig2023/24.




1. Executive Summary whbg

Conclusion

Overall Conclusion:

We have examined the books and records of Forth Valley College, including evidence of checlg”of pplications and payments, with a sample size appropriate
to the total number of applications, and have obtained such explanations and carried out s tgéts asWe considered necessary.

On the basis of our examination and of the explanations given to us, we report that the informagigi¥'set out in these forms is in agreement with the underlying
records. »
We also report that, in our opinion, the College used these funds in accordance the S conditions and the principles of the Education Maintenance Allowance

(EMA) programme.

We are satisfied that the systems and controls of the administration and dis @t of these funds are adequate.




2. Benchmarking wbg

We include for your reference comparative benchmarking data of the number and ranking of recommendati@ns m for audits of a similar nature in the year ending 31
July 2024.

Benchmarking Medium

Average no. recommendations in similar audits - V 1 1

Recommendations at Forth Valley College - ‘ - 1 1

As can be seen from the above table, the College has a similar nug#ber Oftecommendations in comparison to the colleges it has been benchmarked against.




3. Audit Arrangements
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We detail below our staff who undertook the review together with the College staff we spoke to during our fgview.

Wbg Services LLP

Partner Graham Gillespie Partner and Head of InternalfAudi \/ gg@wbg.co.uk
Director Stephen Pringle Director of Internal Au“ sp@wbg.co.uk
Manager Siobhan Archibald Internal Audit Mand@er sma@wbg.co.uk
Senior Kyle McGuiness Internal Aud @ kmg@wbg.co.uk

Forth Valley College

Key Contact: Allison Hewitt

[ '§ystems and Management Accountant allison.hewitt@forthvalley.ac.uk

Wbg appreciates the time provided by all the individda
all data requested was ready on our arrival and the 3

velvag in this review and would like to thank them for their assistance and co-operation. We can confirm that

and assistance provided by the involved staff was greatly appreciated




3. Audit Arrangements

The table below details the dates of our fieldwork and the reporting of the audit area under review.

Audit Stage

wbq

Fieldwork start

8 September 2025

19 September 2025

Closing meeting
Draft report issued V

26 September 2025

Receipt of management responses

30 September 2025

Final report issued

1 October 2025

Submission to Scottish Funding Council

3 October 2025

Audit Committee

20 November 2025

No of audit days




4. Detailed Recommendations

Spot Checks and Attendance Reports

wbq

Ref Finding and Risk Grade

1. The College is required to complete spot checks on EMA applicants | Low
equivalent to 5% during the periods August 2024 to March 2025 and a

further 5% between April and July 2025.

During our review, we identified five discrepancies in the spot-chec

process, all relating to attendance records. Further discussion and anaIysisV
confirmed that the College’s systems generate varying attendance Its
depending on the timing and source of the data; this was verified i

site visit.

In addition, while the 5% spot-check requirement was achi
periods reviewed, we noted that in the April 2025 —
checks did not include new applicants.

There is the risk inaccurate spot checks may |€ag to
compliance issues.

rpayments and

Management Response

We have re-written the processes for the EMA spq
in the sample selection, although this number is flormal
The College’s Business Transformation team i
have had following the College switch to using

lude new awards for the second period
low for College students (5 in 2024-25).
upgating She attendance reports following issues we

& recommend College systems are investigated to identify and

Recomimendation

ve current inconsistencies. In the interim the College should
@€velop clear guidance on where attendance records should be
assessed.

We also recommend future spot checks during the second period
are conducted on new applicants where possible.

Responsibility and Implementation Date

Responsible Officer: Senga McKerr

Implementation date: 31 October 2025




A. Audit Certificate Wb )

Name of College: Forth Valley College

Auditors’ Report to the Scottish Funding Council (SFC) for the period from 1 August 2024 to 31 ] @
We have examined the books and records of the above college, including evidence of checkgfof ofNgPplications and payments, with a sample size appropriate to the
total number of applications, and have obtained such explanations and carried out such test e gbnsidered necessary.

On the basis of our examination and of the explanations given to us, we report that (subject togthe reservations set out in this report the information set out in these

forms is in agreement with the underlying records. y
We also report that, in our opinion, the College used these funds in accorda t FC’s conditions and the principles of the Education Maintenance Allowance
(EMA) programme.

We are satisfied that the systems and controls of the administratio sement of these funds are adequate.

Si . \./ {“ "J!T_U'I A LL P
ignature: W b 4 >oes

Name of Firm: Whbg Services LLP

Date: 3 October 2025




B. Grading Structure wbg

For each recommendation we make we assign a grading either as High, Medium or Low priority depending @pon thg degree of risk assessed as outlined below:

Classification

Grading

) . . Major weakness that we conS|e to be brought to the attention of the the Audit Committee and
High High Risk )
addressed by Senior Managemen@ofgthe College as a matter of urgency
Medium Medium Risk Significant issue or kr;eyvh should be addressed by the College as soon as possible
S

N
Low Low Risk Minor issue o @ ss veported where management may wish to consider our recommendation




9. Progress Report on Audit Recommendations
For Discussion
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College

20 November 2025
AUDIT COMMITTEE

1. Purpose

To update members on progress with the implementation of recommendations contained
within internal and external audit reports.

2. Recommendation
That members note the content of the report and associated appendix.

3. Background
The College monitors progress against internal and external audit recommendagi and reports
on progress to each meeting of the Audit Committee. This rep Phovides assurance to the

Committee that the College is appropriately managing and external audit
recommendations.

4. Summary of Changes

Recommendations contained within the reports p nted he September 2025 Committee
meeting have been incorporated into the tgacker. T ched annex contains an update on
progress against recommendations.

Recommendation 1 has been progres
necessitate a further revision to

In relation to recommengda Sustainability Interim Targets, there have been no
or. As such the College is not in a position to set a completion
e to report on progress against sustainability in the standard
he Annual Accounts.

date for this. The Col
fashion, for examp

Overall 5 of th recommendations have reached a stage where the college considers

. A summary of progress is below.

No Priority 1/ Priority 2/ Priority 3/ Total
Priority High Medium Low

ive recommendation passed
implementation date

Completed since last report 0 0 1 4 5
to Committee
Recommended for removal 0 0 0 0 0

5. Resource Implications (Financial, People, Estates and Communications)




9. Progress Report on Audit Recommendations
For Discussion
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College

20 November 2025
AUDIT COMMITTEE

This is a summary report so there are no specific resource implications
Equalities

This is a summary report so there are no equalities implications
Communities and Partners

None

Risk and Impact

pPact, with each category
d and, if the combined
risk category identified,

Please complete the risk table below. Risk is scored against Likelii©
scored from Very Low through to Very High. Risks should b
score (Likelihood x Impact) is higher than the Board Risk
additional justification must be provided on why this risk

If the paper is an approval, please reflect on wheth e approval will have any direct or indirect
impact for any other areas of operational activity inter r externally within the College — No
Likelihood | Impac

Very High (5)

High (4)

Medium (3)

Low (2) X

Very Low (1)

Total Risk Score — 4

ic Risk appetite for categories of risk as defined by the Board of
s being taken at LMT/SMT/Board level must have cognisance of this. Please

BoM Risk Categories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20  Eager >20

X | Strategy People
Financial Project/Programme
Reputational
Technology

Audit recommendations continue to be actively managed by the College and are reported as a
standing agenda item to the Audit Committee

Is the score above the Board Risk Appetite level? No




9. Progress Report on Audit Recommendations
For Discussion
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College

20 November 2025
AUDIT COMMITTEE

Risk Owner — Alison Stewart Action Owner - Stephen Jarvie
Paper Author - Stephen Jarvie SMT Owner — Alison Stewart




ID |Audit Name Date of Audit |[SMT Owner Action Owner |Recommendation Management Response Priority Evaluation heduled Revised Evidence Completed
letion Completion
D Date
1 |IT Network Nov-21 Colin McMurray |Graeme A risk-based approach should be adopted to enabling critical logs to The College is currently on-boarding with Jisc to introduce a Security 3 Nov 2025 - Information provided to JA 31/08/2022 31/03/2026
Arrangements/Cyb Robertson improve endpoint security. Examples of critical logs include: Information Events Management (SIEM) system, starting with logging at April 25 - Discussions are ongoing with'
er Security ¢ Local user and group enumeration. server level. It's planned to extend logging to key workstations once all their offering, with alternative solutions b
¢ Logon attempts with local accounts. parties are comfortable with how they system functions. This November 24 - Jisc have re-engag i
¢ Logon with explicit credentials. recommendation reflects where we are with our implementation. offering, and revised pre-b,
¢ Plug-and-play device connections (e.g., USBs). completed by the Collegeg
® Process creation. August 24 - Still engagin
o File creation. on-boarding.
¢ PowerShell providers loaded. April 24 - No ch
 Script block logging. November,
prepara
provide
boardin
August 2
May 23 - JI
put a stop to o . They recommended on boarding early
May with the new service but there is no indication at this time
the College will be able to do so. Other JISC recommended
pingcastle) have been used and action in response to
2 [Credits Audit 23/24 |Sep-24 Alison Stewart Lesley Burn We recommend the College ensures courses are correctly classified on the ber 2025 - The audit of 2024/25 credits reconsidered this  |31/07/2025 Oct-25 2024/25 credits Yes
FES and ensures that credits are claimed for fundable students in line with endation and stated "no further action required" audit report
the SFC guidance. t 25 - No further update
pr 25 - This will be actioned for the next FES return at the end of
the academic year
3 |Budgetary Control |May-23 Alison Stewart Senga McKerr |The College should develop realistic medium-term financial plans and November 2025 - Recommendation reviewed. SFC have not 30/11/2023 None
forecasts to supplement the annual FFR and help to identify and mitigate provided the requisite longer term financial information to date so
emerging risks to its medium to long term financial sustainability. the recommendation cannot be progressed further.
August 2025 - No further update
Apr 25 - Following discussion at the November 24 meeting where
removal had been recommended as per the comment below, it
was agreed to keep this on the register. This now forms part of the
wider College financial review so the end date has been removed.
The Committee will be informed at the relevant time when the
recommendation can said to be complete
November 24 - Due to the ongoing budgetary issues it is not
possible to prepare medium term financial plans.
August 24 - No change
April 24 - with the late announcement of the indicative funding
levels this year, it has not yet been possible to develop these plans
and discuss them with the Board Committee. The college will take
information to the Finance, Resource and Infrastructure
Committee later this year
November 23 - discussion with FRAIC outstanding.
August 23 - To be discussed at Finance, Resource and
Infrastructure committee in Sept 23.
4  |Corporate Apr-25 N/A Board We recommend that the College establish a Development Pla opment plan will be put in place for the Board of Low August 25 - Development plan will be presented for approval at Sep-25 Dec-25
Governance Secretary Members which will be subject for an annual review. nagement. the December Board meeting
5 |Cyber Security Jun-25 Colin McMurray |Graeme Cyber Security Risk Register - We recommend that the Col ree that a formal I.T. cyber risk register be established, that is Medium Cyber Risk Register |Yes
Robertson formal cyber or IT risk register to document and monitor key ed by standard procedures for checking particular sources for
risks and vulnerabilities. This register should ali j elements of risk to the college, coupled with horizon scanning for cyber risks
College’s wider risk register, with risks assesse: should populate the risk register. This work has been carried out, and is part
assigned to owners, and reviewed regularly. of the formal processes of the I.T. team.
6 |Cyber Security Jun-25 Colin McMurray [Graeme Tabletop Exercises for Incident Manage We agree that the carrying out of table top exercises, should supplement Medium |Nov 25 - planning for tabletops underway Mar-26 Yes
Robertson College incorporates regular table the in-place incident response plan. The Cyber Incident Response Plan has
of the IT Security Incident Respon been reviewed, and amended. The plans are for monthly table top incident
Response Team should conduct response plan testing aligned with particular playbooks. On completion of
scenarios to reinforce the Collegé s. These exercises all playbooks being tested, the tabletop exercises will be expanded to
should include struct essons learned and encompass work with other departments, and then work with the Learning
refine the inciden Management Team (L.M.T.)
7 |Cyber Security Jun-25 Colin McMurray |Graeme Phishing Simula ommend that the College implement |We agree to improve the structure surrounding the phishing simulation Low Record of feedback|Yes
Robertson r phishing simulation outcomes. This |campaigns, with the addition of a feedback loop as to responses from

anagers to confirm that they have

o repeatedly fall victim to phishing
e should consider targeted interventions, such as one-|
IT Team, to reinforce awareness and improve

managers, of staff that have been caught/compromised. We will keep a
record of staff/management with their responses, and feedback.




8 |Cyber Security Jun-25 Colin McMurray |Graeme Data Leakage Prevention (DLP) - We recommend that a risk assessment We agree to strengthen the Data Loss Prevention (DLP) tools that we Low Nov 25 - staffing assigned and review commenced r-26
Robertson which considers DLP is conducted to ensure that any areas of risk, such as  |currently deploy, and will assess what that will entail. We will also explore
the use of unmanaged USB storage devices, are assessed and that other available tools within the Office 365 tenancy environment and see if
subsequent solutions are considered. The IT Team may then be tasked with |they can help prevent DLP.
providing additional security controls to mitigate these risks, helping the
College to reduce the likelihood of deliberate or accidental data leakage.
9  |Cyber Security Jun-25 Colin McMurray  |Graeme Supply Chain Security - We recommend that the College establishes a We will explore this recommendation with the Procurement Team, with Low Nov 25 - currently in discu nager Apr-26
Robertson mandatory requirement within procurement for relevant partners to respect to the viability/practicality , given resource constraints.
evidence their cyber security credentials by providing copies of relevant
certifications and recertifications when due. This will help provide ongoing
assurance of current and future suppliers' cyber security standards.

10 |[Sustainability & Jun-25 Alison Stewart Martin Loy Sustainability Reporting in the Annual Report and Financial Statements - We |Reasoned Recommendation; FVC to implement and provide information Low Novembgr2025 - all necessary | on has been provided for |Dec-25 Information in Yes
Carbon recommend that the College should integrate detailed emissions data, within annual report/financial statements as well as FVC annual inclusio ts which will be taken to the Board accounts
Management broken down by source and Scope 1, 2, and 3 and baseline comparisons Sustainability report. in Dece|

from the Net Zero Plan into the Annual Report and Financial Statements.

11 |Sustainability & Jun-25 Alison Stewart Martin Loy Establishing Interim Targets - We recommend that the College develop and |The College will set robust science-based targets to achieve Net Zero asan |Low November 202 ased targets/framework are not N/A
Carbon implement interim targets to support its 2040 net zero goal. These should  [institution, once a sector-wide framework/methodology for this has been ailable at this time.

Management include carbon reduction milestones for 2030 and 2035, as well as specific  |established.

and measurable targets for water usage and waste reduction. Establishing |It is crucial that the College’s targets are both ambitious and realistic.
these interim targets will create a clearer path toward the 2040 goal, Currently frameworks such as the Science Based Targets Initiative only co
support early identification of under performance. Progress against these  |commercial businesses and not public bodies.
targets should be reviewed and reported annually. EAUC are working to produce a new framework which is specifi

sector and we will use this to produce Science Based Targe

available.

Until such a framework is published we will work towards t

targets provided by the Scottish Government (at the latest).

In the interim we will work towards a target of 42% reduction in b

Net Zero Emissions by 2027/28 as laid out in

12 |[Student Support  [Jun-25 Sarah Higgins Sarah Tervit  |Minuting Meetings - We recommend that all individual Teams, working Accept recommendation — as discussed during the November 2025 - Head of Information and Student Services Aug-25 Minutes of Yes

groups and Management Team meetings are minuted with actions from the |area that had already been identified for action for tl conifrms that the recommendation was implemented and is now meetings

meeting being clearly noted. These minutes should be circulated to all those
at the meeting to ensure that these are a true and fair record of what was
discussed and agreed at the meetings.

academic year, as part of the T
2025.

common practice for all meetings




10. Risk Management
For Discussion

20 November 2025
AUDIT COMMITTEE

1.

Purpose

To present the current strategic risk register to members.

Recommendation

That members consider the strategic risk register and comment on the content.

Background

The strategic risk register is presented at each meeting of the Audit Com ee andiannually to
the Board so that members may review and comment on those risks deeme trategically

important to the College.

The table below is a summary of the risk register. Indivigdffal ents are available in
Admincontrol under Audit Committee/Strategic Risks/204¥0ovenaber

Changes to Strategic Risks

Risk Date Risk Title Initial Last Current Movement Risk Appetite Risk Risk Treatment Board SMT Action
No identified Risk Residual Residual inperiod Category Appetite Committee Owner  Owner

-Score -Score -Score -Score - - -
1 Apr-21|Financial Sustainability v' i Accept with FRAIC DPCOO |DP COO
mitigation
2 Apr-21|Estates Maintenance - Property Accept with FRAIC DP COO |DPCOO
affordability mitigation
14 Aug-25|Three campus estate Reputational Accept with DP COO |Principal
mitigation BOARD
15 Aug-25|Transformation Project Reputational Accept with DP COO (DPCOO
mitigation BOARD
9 Apr-21|People Strategy deli People Accept with FRAIC DPCOO [HHR
mitigation
3 Apr-21|High quality lea 8 Strategy 20(Accept with LSE VPLSE VPLSE
N mitigation
5 Apr-21 8 <> People 25(Accept with FRAIC DP COO (DPCOO
mitigation
Apr-21 12 8 Reputational 20(Accept with BOARD VPBI VPBI
N mitigation
8 4 Financial 20| Accept with FRAIC VPBI VPBI
N mitigation
8 8 <> Strategy 20(Accept with BOARD Principal |DoO
mitigation
8 8 <> Reputational 20| Accept with LSE VPLSE HQTE
mitigation
IT legacy equipment 8 8 <> Technology 20| Accept with AUDIT VPBI VPBI
mitigation
Board Secretary 3 3 <> Governance 15| Accept with BOARD N/a DP COO
arrangements mitigation

There have been four changes to the risk scores since the last report.

Risk ID 14: Score has been reduced to reflect the political pressure from Scottish Government to
SFC to find a solution for the Alloa Campus.

Risk ID 3: Score has been reduced to reflect very positive outcome of the TQER.

Risk ID 6: Score has been reduced reflecting positive relationships with commercial companies
and Scottish Government.




10. Risk Management
For Discussion

20 November 2025
AUDIT COMMITTEE

Risk ID 8: Score has been reduced following successful tender process and Board of Management
approval.

Resource Implications (Financial, People, Estates and Communications)

The register itself does not require significant resource to manage however mitigating action
require additional resource on a case by case basis.

Equalities
Assessment in Place? — No

idual risks may result in
d procedures.

The Risk Registers do not require equalities impact assessmen
Equalities assessments being completed for new/revised Collegé}

Communities and Partners - Not applicable

Risk and Impact

Likelihood | Impact
Very High (5)
High (4)
Medium (3)
Low (2) X
Very Low (1)

Total Risk Score — 4

isk appetite for categories of risk as defined by the Board of
eing taken at LMT/SMT/Board level must have cognisance of this. Please
elevant risk category in the table below.

The College has a
Management.@eseisi

oM Risk Categories & Risk Appetite (Select one areaonly) |
tious <15 Open 15> <20  Eager >20

Strategy X | People

Financial Project/Programme
Reputational

Technology

Risk continues to be comprehensively managed and reviewed, including comparing risk scores
against the Board risk appetite levels, on an ongoing basis.

Is the score above the Board Risk Appetite level? No

Risk Owner — Kenny Maclnnes Action Owner — Kenny Maclnnes
Paper Author — Alison Stewart SMT Owner — Kenny Maclnnes
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Purpose

To provide an overview of Complaints, Data Protection and Freedom of Information
activity for academic year 2024/25.

Recommendation
That members review and note the content of this report.

Background

The College has, among a wide range of legal responsibiliti ific responsibilities in
relation to —
e Complaints @

e Data Protection; and
e Freedom of Information

consideration.

In order to provide assurance to the Boafd that the"College is discharging these duties
correctly, this report is prepare@ he Audit Committee for member’s
. Key Considerations

4.1 Complaints

The information prasented ¥ this section of the report and anonymised in Appendix 1,
covers the

eceived and responded to by the Executive Office and the

ywer level complaints which are dealt with routinely by operational staff
With the College’s complaints handling process as set out by the Scottish Public
budsman (SPSO) in their Model Complaints Handling process which the College
to deal with complaints as close to the source of the complaint as possible.

36 matters were raised to the Executive Office in 24/25 as potential complaints. 24 were
referred onto departments for dealing with at stage 1. 9 were dealt with by the Executive
Office as stage 2 complaints. The Executive Office also provided support to those staff
responding to the stage 1 complaints whenever requested.

3 matters received by the executive office were referred to other processes within the
College that were more appropriate to the matter being raised (1x safeguarding, 1x
allegation of student malpractice and 1x assessment related)
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For fuller information on the College complaints handling process, please see -
https://www.forthvalley.ac.uk/about-us/governance/complaints/

In brief, the complaints handling process is outlined below.

eComplaint Received
eIntially dealt with as 'Stage 1' with response in 5 working days
¢ if more serious, or if complainant not happy at end of stage 1, ¢

eInvestigation overseen by Exec Office )
*20 Working days to respond
*Principal approves responses
¢If compainant unhappy, they can escalate t y
N
*SPSO consider complaints received and d whether or not to investigate
*SPSO liaise with College to gath if investigation warranted
*SPSO determines outc clude recommendations for the College
J
4.1.1 Changes to th complaints system
Following thejimple tation by Scottish Government of the “United Nation Convention
on the Rights | UNCRC) (Incorporation)(Scotland) Act 2024”, the legal definition
of a chi t changed to anyone under the age of 18 as of 16 July 2024.
I e his, SPSO has developed new guidance to be utilised and is anticipating

Il orgagisations to be compliant within the 18-24 months of its launch.

h ege has reviewed its complaint handling processes and has commenced the
wing actions which should be fully implemented in 2025/26.

e Increased the number of staff involved in complaint handling. The Corporate
Governance and Planning Officer will now be responsible for corporate related
complaints, and the Quality and Teaching Enhancement team will be responsible
for all teaching and learning related complaints.

e Supported by JISC, the College is seeking to develop an existing system, Unidesk,
to administer all complaint activity within the College. This will bring a series of
improvements including comprehensive tracking of stage 1 complaints, the ability
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to ensure all complaints are being processed to SPSO timelines, identification of
any trends in complaints at lower levels; and ensuring the child friendly
approaches are being fully implemented.

e A number of College staff will be undertaking SPSO training on the child fri
complaints process.

4.1.2 Complaints received in academic year 2024/25

The number of stage 2 complaints at Executive Office level has drofped co d to
previous years.

Number of Stage 2 Complain

35 33

31 31 32

30 27

25

20
15
10 & 9

0
@l /16 16/17 17/18 18/19 19/20 20/21 21/22 22/23 23/24 24/25

202324 there were a significant number of complaints (11 out of 18 or 61%) of
C ts alleged against staff. Of those complaints, 3 were upheld, 1 partially upheld
the other 7 were not upheld).

In 2024/25, the number of complaints relating to staff was reduced as a proportion of
total complaints (44%) but was still the highest single group of complaints. Of the 4
complaints relating to staff, 1 was partially upheld and 3 were not upheld after
investigation)
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2024/25 Complaints by Outcome

6
= Upheld WPartially Upheld
What the data outlined in th earts do not show however, is the continued
complexity of complaints.

At a sector level, arin e total number of complaints received against data
published by other College’s demonstrates the College is slightly lower than a typical
number of complai

ge has a process in place for the recording, and if necessary, investigation of
data breaches.

The team consisted of the Vice Principal Infrastructure and Communications, the
Corporate Governance and Planning Officer; and the College Data Protection Officer
(DPQ). For info the DPO is an externally provided service.

Upon notification of a breach or potential breach, this group and any other relevant staff
will assess the breach and whether or not it is notifiable to the Information Commissioners
Office (ICO) and the subjects of a breach.
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There were 4 reported data incidents in 2024/25 down from 9 in 2023/24. There was no
significant trend given the low numbers and Appendix 2 provides further detail on each
incident.

Comparator data with other Colleges in the sector is not available.

4.2.2 Subject Access Requests

There was one request under the right to be forgotten aspect of the Iggislation.

This request were actioned within the required timescales.

4.3 Freedom of Information (Scotland) Act 2002 (FOISA) Ré

There continues to be a high level of demand undef FOISA, with” 34 requests again this

year.
FOISA R ueMr
40 V
36
35 34 O 34 34

25 22 22

20

15 13

10

15/16 16/17 17/18 18/19 19/20 20/21 21/22 22/23 23/24 24/25

In terms of sources of requests, this remains mixed as per previous years. This is around
average for the sector.
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FOI'S by Source

10

0 I I I

Commercial - Commercial - Commercial - Eq IndiWdual Reporter Scottish Unions
HR IT Other Parliament

)]

wv

S

w

N

=

0 the sector average (as per the table below)
Is is roughly in line with the sector indicating there has
not been any particula gcus on'the College. The figures differ slightly from those
different reporting periods.

Sector wide, approximately 90% of requests have received a response within the relevant
timescale wh ollege responded to 97% within timescale, with one response
being 3 d

e type of requests, there was a wide disparity in requests ranging from
ocure elated to equalities. Further information is contained in Appendix 3.

ere no clear trends other than a rise in queries relating to union membership
oss the various unions with staff in the College.
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Resource Implications (Financial, People, Estates and Communications)

As noted earlier, meeting our differing requirements under the three areas reported o
can have a significant impact on staff time and planning, especially where complain
concerned.

Equalities

There are no impacts associated with this paper. Equalities issues thaf’may be ified
will always be addressed at the time.

Communities and Partners

None

Risk and Impact

Please complete the risk table below. Risk is scor gaiftst Likelihood x Impact, with each
category scored from Very Low through™e Very High. Risks should be robustly scored
and, if the combined score (Likeliho is’higher than the Board Risk appetite for

the risk category identified, additi ication must be provided on why this risk is
necessary.

If the paper is an approval, ct on whether the approval will have any direct or
indirect impact for a ther akeas of operational activity internally or externally within
the College — No

Impact

Total Risk Score — 6

The College has a Strategic Risk appetite for categories of risk as defined by the Board of
Management. Decisions being taken at LMT/SMT/Board level must have cognisance of
this. Please indicate the single most relevant risk category in the table below.
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BoM Risk Categories & Risk Appetite (Select one area only)

Cautious <15 Open 15> <20 \ Eager >20
Governance | X | Strategy People
Legal Financial Project/Programme
Property Reputational
Technology
Failure to meet our regulatory requirements in relation to complaints, P @ or

FOI can open the College up to reputational and legal consequences.

The College mitigates these risks by actively management of the ses by the
Executive Office with oversight and sign off on all matters Principal or relevant
SMT member.

Is the score above the Board Risk Appetite level? h@

Risk Owner — Kenny Maclnnes  Action OwneSW arvie

Paper Author — Stephen Jarvie Wr — Kenny Maclnnes

<&
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Appendix 1

Complaints overview

Action Taken Lessons Learned/

Notes

Investigation Outcome = Complaint

Uphel?

Complaint

Staff Conduct

Follow up from complaint in June

2024 in regard to a staff member.
The complainant was requesting
information on the outcome of
the disciplinary action taken.

2 Assault

The mother of a
physically assaulted
but a group
individuals

College staff h slow | the incident. No staff campus as well as | College first aider,
to interve have been | were in line of site of the behaviours in | 999 is still a more
a group of | initial attack or heard classrooms appropriate route

The information i

original, upheld,

vestigation was
undertaken by a senior
member of staff that
had not been involved in

Partially

the commotion. On
being informed of the
assault, a manager,
three facilities assistants
went to stop the fight.

A college working
group has been
established to
look at security on

While the incident
was over and the
student being
cared for by a

in response to the
level of violence.
This has been
reinforced  with
staff involved
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Complaint Investigation Outcome  Complai t Act’on Taken Lessons Learned/
Upheld? Notes

With the College being a
public building and the
group being of age with

staff should h
these were not s ts
or were e Wi

en up and the
perpetrators escorted
rom campus, staff
initially tried to call
police on 101 and should
have dialled 999 instead
3 Staff Conduct A formg ‘ of staff | All claims within the No None None
complai ng that senior | complaint were
st ith eigdepartment had | investigated, staff
divulged personal information in | interviewed, and the

relation ta'them allegations were unable
to be substantiated
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Application

Complaint

A student complained that their
curriculum manager had made
an unfair decision in not allowing
them to progress to the next
level of their course

Investigation Outcome

The investigation
showed poor

attendance, lack of
achievement and |

Complai it
Upheld?

Act’on Taken

Lessons Learned/
Notes

Course Delivery

A student complained that their
evening course was poorly
delivered, there had been poor

course; and that studen
feel supported.

Yes

The Principal
apologised for the
experience of the
students. The
Department were
instructed to
develop and
deliver individual
learning plans for
each student on
the course to help
them achieve.

While the College
has limited
control over staff
absence etc,
there should have
been better
communication
with the class and
monitoring of
progress
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Complaint Investigation Outcome  Complai t Act’on Taken Lessons Learned/
Upheld? Notes

Work Placement | A parent complained about the | The investigation
distance to the work placement | demonstrated that the
their child had to travel via public | student had
transport provided with
placement option

the one the_parent

7 Staff conduct A student raised a range of
concerns regarding the conduct
of their lecturer

No A support plan | None
was developed
and putin place to

ed multiple assist the student
meetings with senior on catching up on
ollege staff to talk missed work with
through the issues. The a view to
underlying cause was achieving  their
eventually identified as qualification

the student had concerns
about not passing their
course and was trying
without foundation to
blame staff
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Student Conduct

Complaint

A local resident complained
about student parking in the
streets surrounding one of our
campuses. This resident has
raised similar issues in the past.

Staff Conduct

interactions betwe
member and th
relation to a disci
and that the Co

the staid
conside @

Investigation Outcome

with

Complai it

Upheld?

Act’on Taken

Lessons Learned/
Notes

nor

The evidence provided | Ne omplainant was | None
the  complain again informed
showed that the S that the College
were not on ege has no authority
grounds and appeafedgdo over students
be legally patked. parking legally on
public roads. The
College did re-
issue guidance to
the campus about
being mindful of
the local
community
An investigation showed | Partially The need for|The need to
hat neither the student effective improve
the school they transitions transitions
progressed from had information  for | arrangements
informed the College of students with ASN
any ASN requirements, coming from
however it was schools has been
acknowledged that the the subject of an
College was generally ongoing project
aware of this issue with and this
transition so

schools
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Complaint Investigation Outcome  Complai t Act’on Taken Lessons Learned/
Upheld? Notes
partially upheld this part omplaint was fed
of the complaint. The into the team
disciplinary related

matters were, at theftime
of the complaint,

progressing ,under
appeals pro un
discipligary so c ot

C to SPSO
ollidance.BIn relation to
meats made by staff,

as not possible to
make a determination




Colle{’;e

. pliance Report
or Discussion

21 November 2024
AUDIT COMMITTEE

1

2

3

Appendix 2 Data Incidents

College System

Email

Teams

Incident

While demonstrating the new HR
system to a member of staff, their

manager logged in as themselves
owing to access rights to show some of
the functionality and inadvertently put
personal health related on display

A member of staff sent an email to 15
students with their email addres

the CC rather than BCC fields.

the result of human error

created to
e quality
is information
s from ‘Listening
. The areas had

Two teams’ areas had b
collate document
audit in ear
contained t

Low — There was a gu v
response by the pd@nager all

to scroll away he
information and Nt 4
unknown ether e
oth staf mber
prese noticed the

there was no other
ation than the
email addresses

Low — a comprehensive
review of access logs for
the areas showed the
student had only
accessed the top level of
the team and not the
listening to learner’s
content. The logs also

Reportan._ Action Taken Lessons Learned
to ©0?

Requested that The need to
system ensure test data
demonstrations  is used

in relation to HR
use test data

only

No Corporate Email continues
Governance to be an area of
officer spoke to concern
the staff
member and
their manager

No Teams areas set To  remember
immediately to that public
private. Team teams are

available to all
on the College
teams system

counselled on
the appropriate
security
arrangements
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Incident Reporiable Action Taken Lessons Learned

toICC"’
showed no other
concerning access

4 | Assessment A completed assessment document by | Low — the only pegsone Staff counselled  To verify the
one student was shared accidentally information he correct
with another class via Teams students name,%and” the attachment is

content of > being sent to
assessmen as t in students
relation to theiwfprivate

Appendix 3 — Freedom of Information Requests

Origin of Request Type i.osarding Response (Full/Partial/None)
1 Commercial — HR Curfigulum manager role description Full
2 Reporter A and Compulsory Redundancies Full
3 Scottish Parliament Trade Union Facility Time costs Full
4 Commercial — HR Recruitment spend Full
5 Commercial — HR Employee engagement spend Full
6 Commercial = IT Software information Full
7 Commercial —H Staff survey information Full
8 Unions Support staff pay award Full
9 Commercial — Confidential waste services Full
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10
11
12
13
14
15
16

17
18
19
20

21
22
23
24

25

26
27
28
29
30
31

Commercial — Other Fair trade spend

Unions 30 Years of Principal Salary Information
Unions Fire Arrangements for Deaf Staff

Unions ASN course cuts over last 5 ye
Commercial - Other Water and waste services

Commercial - IT HR and finance softwaregyste

Unions Number of staff paying n s via

payroll deduction
Equalities Communications su rt
Individual Plumbing coufise complétion information
Commercial - IT i LW
%- ceived by the College

Unions
ears

ormation
IT equipment
ities Management information

Scottish Parliament
Commercial - IT
Commercial - Other

Unions Number of staff paying Unison dues via
yroll

Scottish Parliament Information on college legal team and
external legal costs

Unions Information relating to pay

Scottish Parliament Budget and staff information

Commercial - IT IT and Cybersecurity services

Commercial - Other Finance/HR information

Equalities Freedom of speech practices
Report Student numbers

Full

arti

Full
Full
Full
Full

Full
Full
Full
Full

Full
Full
Full
Full

Full

Full
Full
Full
Full
Full
Full

some information not held
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32 Commercial - HR Non-academic temp staff spend Full
33 Unions Spend with Israeli linked organisations ull
34 Commercial - HR

Graphic design services

Q

<
N

&
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May-26

Sep-26

Nov-26

7

Apologies, Declaration of Interests and Changes to Members
Register of Interest

FOR APPROVAL

Minutes and Matters Arising

Review of Action Tracker

Review of Committee Remit

Annual Report and Financial Statements

External Audit Annual Report to the Board of Management

Response to letter to those charged with governance

Audit Needs Assessment

Governance Statement

Audit Committee Self-Assessment

College Data Policy

Risk Management

FOR DISCUSSION

Presentation of Internal Audit Reports

- Safeguarding, Wellbeing and Counselling
- Health and Safety

- Change Management Phase 1

€| |K

- Business Continuity & Disaster Rec

- Follow Up Review

- Change Management Phase

Progress Report on Audit Recomm

Risk Management

Internal Audit Annual

||| ]|K

Compliance Repo |, Data Protection)

e of Committee Business
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