Agenda

5 September 2024
AUDIT COMMITTEE

Steeple Suite, Falkirk Campus 4.30pm

AGENDA
Publish Type Lead
on Web?
1 Apologies, Declaration of Interests and N/A Discussion Rhona

Changes to Members’ Register of Interest

2 Draft Minutes and Matters Arising of Yes Approval
meeting of 16 May 2024

36 Confidentiality of the Freedom of Information (Scotland) Act 2002.)

3 Review of Action Tracker Yes Discu Alison Stewart
4 Review of Committee Remit Yes proval Alison Stewart
5 Policy Approval pproval
5.1 Anti Bribery and Anti-Corrupti Alison Stewart
5.2 IT Security Graeme
Robertson
6 Audit Needs Assessment Yes if Approval Whbg services
approved

7 Governance Stateme No Approval Alison Stewart
(Paper 7 is withheld from pu

icati n the Valley College website under Section 27
Information Intended for Fut ublication of the Freedom of Information (Scotland) Act 2002.)
8 Audit Committ If-ASsessment Yes Approval Rhona Geisler

9 i radghlnitiative Checklist Yes Discussion  Alison Stewart
10 @ dit Annual Report Yes Discussion ~ Wbg services
11 Presentation of Internal Audit Reports Yes Discussion ~ Wbg services
Review of HR Payroll System
11.2 Follow Up Report
2 Progress Report on Audit Yes Discussion  Stephen Jarvie
Recommendations
3 Risk Management Yes Discussion Alison Stewart
14 Review of Fuel Change Lessons Learned No Discussion  Alison Stewart

Action Plan
(Paper 14 is withheld from publication on the Forth Valley College website under Section 36
Confidentiality of the Freedom of Information (Scotland) Act 2002.)
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15 Review of Risk Yes Discussion  All
16 Any Other Competent Business Yes Discussion  All

17 Forward Agenda Yes Information AIison

)
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5 September 2024
AUDIT COMMITTEE

Zoom 4.30pm

Present: Rhona Geisler (Chair)
Lorna Dougall

Kat Graham
Alistair McKean
In Attendance: Kenny Maclnnes, Principal
Alison Stewart, Vice Principal Finance and Corporate Affairs (VPFACA)

David Allison, Vice Principal Infrastructure and Communicati

Michael Speight, Mazars (via Teams)

Ben Fowler, Mazars (via Teams)

Stephen Pringle, Wylie and Bisset

Stephen Jarvie, Corporate Governance and Planning Officer (

Rob McDermott, interim Head of Learning and Qua (HLQ) exited after A/23/043
Graeme Robertson, Head of Information Techng % for item A/23/042 only

A/23/034 Declarations of Interest
None
A/23/035 Apologies

None

A/23/036 Minutes of m 1 No er 2023

of 21 November 2023 were approved.

A/23/037

Chair noted that members had queried when the College would conduct a
phishing exercise and confirmed this would be discussed under item 9 of the agenda.

A/23/017 Annual Report and Financial Statements 2022/23

The VPFACA informed members that the College accounts for 22/23 were still
unsigned at this point and asked Michael Speight (MS) from Mazars to update
members on the current situation.

MS outlined the work that was ongoing to reach a final decision in relation to the Fuel
Change issue and that it seemed likely the outcome would be a qualified opinion on
the accounts. In terms of timescale for completing this work, he noted that they were
working with Audit Scotland and that he hoped to be in a position to have the matter
finalised before the Board of Management meeting on 20 June 2024.
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A/23/038

A/23/039

He also highlighted that, as the accounts were unsigned at this point, there was a
requirement for the auditors to consider any implications that might arise from
changes that happen until they are signed and that, as such, they will need to review
the impact of the recent Triennial Local Government Pension Scheme calculations.

As outlined in the previous matters arising, this,is sitting zars and Audit

Scotland at this time.

Fraud Prevention Policy

for member’s consideration. She
at it had not been reviewed for a
hange review was to do so.

The VPFACA presented an updated frau
noted that there had been a policyi
period of time and that an acti

had involved looking at the approach of other
Government’s “Scottish Public Finance Manual”.

She informed members that
Colleges and also that of

Best practice from ¢
College feels i e rehensive.

She alson air had identified some minor changes which did not affect
e policy and asked whether members were content to approve

THe\ VPFACA confirmed that the College leadership team undergo the same annual
lict of interest declaration process as Board Members to ensure transparency on
is issue. She also confirmed that there were specific conflict of interest declarations
as part of College procurement activity for all staff involved in assessing applications
for the award of contracts.

a) Members approved the policy subject to the minor text amendments to be agreed
by the Chair and VPFACA

External Audit Plan

MS presented the proposed plan to members, noting that it had been developed in
consultation with the College.
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A/23/040

A/23/041

He outlined the main areas to be covered during the audit and the risk areas which
would be reviewed.

He also confirmed that there would be no carry over in relation to the Fuel Chang
project as this was a single project issue.

a) Members approved the external audit plan
Policy Updates/Approvals

7.1 Copyright Policy

pproval. He
nges to role

The HLQ presented members with an updated Copyri
confirmed that the document had been reviewed and, ba
titles, there were no other changes needed.

Members queried whether the policy is consiste

at a number of Colleges

The HLQ provided some background to the pol ,
policies in place.

had adopted a similar position and that

He also gave a brief overview gf h cy contents will be disseminated to staff
and students.

a) Members approved the

Presentation of Inter

Stephen Prin ) Wylie & Bisset presented three internal audit reports for

members’ cons tion.
ined the reasons for this, including Board involvement in the

% t of the strategic plan and the plan having objectives that were
gastrable thereby making reporting of progress difficult.

e report on strategic planning which had received an overall rating of

The Principal confirmed that he had requested this review once he came into post
ead of beginning the development of the College’s new strategic plan to identify
areas to strengthen.

Members welcomed the focus on more measurable objectives which would support
reporting to the Board on the progress with the Strategic Plan but also noted that
there were some elements such as organisational culture that are harder to quantify
but that still deserved to be strategic targets.

The Principal thanked members for pointing this out and confirmed this would be
considered as the plan develops.

a) Members noted the content of the report
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Overall Financial Controls
SP presented this report, highlighting that it had received a rating of Strong. He
outlined the areas reviewed and highlighted that several examples of good practic

had been identified.

reconciliation.

a) Members noted the content of the report and welcomed

Estates Management — Maintenance

a) Members noted the content ofithe r

A/23/042 Quarterly Update on Cyber Security Ltand

He confirmed that a % phishing tests had been conducted and that while
a significant majority of sta d identified the email, a small number of staff had
fallen for the t nd been approached for additional training.

The HIT provided members te on College cyber security matters.

b t testing at a range of difficulty levels would continue with
r so conducted be an in house team.

d disaster recovery plans and the testing that has taken place to date
processes.

utlined work being done with external partners to mitigate against cyber risks
and maintain the training of the team. He also highlighted work to move away from
cy equipment to mitigate risk.

Members noted that the report was rated as a high risk despite the mitigations in
place. The HIT confirmed that the risk remained high and that there was a significant
amount of work needed to keep up to date with the latest developments in the field.

Members welcomed the work on the ethical phishing campaign and also noted that
the legacy equipment matter should be added to the risk register.

a) Members noted the content of the report
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A/23/043 SQA Systems Verification and Action Plan

The HLQ reported on the systems verification visit from the SQA who are the main
awarding body for the College. He noted that prior to the audit visit, the Colleg
completed a self-evaluation of our systems and that this formed the basis fo

review.

He commented on the main aspects of the report and provided detail on e
improvement which have now been actioned.

Overall the visit verified that robust systems were in place this provi ance
to management and the Committee

a) Members noted the content of the report

A/23/044 Review of Fuel Change Lessons Learned Action

The VPFACA updated members on progres ssons learned tracker.

A N

A

a)Members noted the content of the report

/045 Progress Report on Audit Recommendations

The CGPO presented the regular report on the status of audit recommendations. He
commented on the low number of recommendations and noted that one
recommendation related to medium term financial planning needed to be extended
from its original completion date owing to the late announcement of funding levels
by SFC which had had a knock on effect on our budgeting processes.

a) Members noted the content of the report
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A/23/046 Risk Management

The VPFACA presented the strategic risk register to members. She commented that
the report format used to date was quite complex and that a new format had bee
developed and used in the cover paper for members consideration.

She highlighted that the new format was designed to provide an overv

seemed good. Members asked if there was a wdy, members rill down’ from
the report into individual risks and it was agreed that the College would check if this
was technologically feasible.

a) Members noted the content of the re tion to review the register

A/23/047 Review of Risk

Risks were noted in the cover pa

emb. , re the triennial pensions review work mentioned at

A/23/048 Any Other Competent B

The VPFACA i
the start of th tin at she had checked with the Head of Finance who thought
it would b ib ide the information to the external auditors ahead of the

next Boand'me if'the existing timescales are met by our actuaries.



3. Review of Action Tracker
For Discussion

~N
fafré'y(./

College

5 September 2024
AUDIT COMMITTEE

1. Purpose

To present the tracking document of Committee actions for discussion and comment.
2. Recommendation

That members review the attached tracker and make any comment/additions as needed.

3. Key Considerations

Members had expressed concerns that actions could become lost span
between meetings. A tracker document has been created to capture e Board and
all Committees. The tracker as attached shows those actions belie ollege to be

complete and those that are ‘live’ at this time.

4. Resource Implications (Financial, People, Estates and Com ns)
None
5. Equalities

There are no impacts associated with this pa

6. Communities and Partners

None &
7. Risk and Impact

ow. Risk is scored against Likelihood x Impact, with each category
gh to Very High. Risks should be robustly scored and, if the combined
act)’is higher than the Board Risk appetite for the risk category identified,
ust be provided on why this risk is necessary.

Please complete the
scored from Ve

score (Likeli %

addition
If the er is an approval, please reflect on whether the approval will have any direct or indirect

t ther areas of operational activity internally or externally within the College — No
Likelihood Impact
y High (5)
High (4)
Medium (3)
Low (2) X
Very Low (1) X

Total Risk Score — 2
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The College has a Strategic Risk appetite for categories of risk as defined by the Board of
Management. Decisions being taken at LMT/SMT/Board level must have cognisance of this. Please
indicate the single most relevant risk category in the table below.

BoM Risk Categories & Risk Appetite (Select one area only)

Cautious <15 Open 15> <20 \ Eager >20
Governance X | Strategy People
Legal Financial Project/Programme
Property Reputational

Technology

Failure to track actions arising from Board and Committee wor
risk/missed opportunities or other detrimental impacts on the Co
maintaining a tracker document and reporting to the Board mittees
and well as inform future agenda items.

itigation of
p to negate this

Is the score above the Board Risk Appetite level? No

Risk Owner — Alison Stewart ion —8tephen Jarvie

Paper Author — Stephen Jarvie r — Alison Stewart

)




Meeting Date Minute Ref Action Assigned to Deadline to report? Output Require Comment

Audit 21/11/23 |A/23/029 Risk Management - revise the risk Alison Stewart  [16/05/2024 S Initial revision
register presented at May

24 meeting

Audit 16/5/24 A/23/042 Members requested that legacy IT David Allison DA to advise Adding to strategic
equipment be added to the risk risk register
register

Audit 21/11/23 |A/23/017 Annual accounts Alison Stewart  |AS to advise Completed® Paper to Board Approved 13/8/24

Audit 21/11/23 |A/23/018 External Audit Annual Report Alison Stewart  [AS to advis Completed [Paper to Board Approved 13/8/24

Audit 21/11/23 |A/23/027 Cyber Security Landscape - report back|David Allison 16/05/20 Completed |Matters Arising
on consideration of comments to GR

Audit 21/11/23 |A/23/030 Fuel Change tracker to remain on Alison Stevfiart 0 Completed |Committee agenda
agenda as standing item

Audit 16/5/24 A/23/046 Members welcomed the ne art [05/09/2024 Completed [Investigation into feasibility under [SJ has investigated
approach and asked if there existing systems and there is no way
they could 'drill down' into to do this using

Audit 16/5/24 A/23/038 Chair and VPFACA to re ison Stewart  |AS to advise Completed |Matters Arising to be published

language in the Frau
policy
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1. Purpose
To review the remit of the Audit Committee to ensure it continues to provide the Board of
Management with the appropriate assurances for next Academic Year.

2. Recommendation
That members review the attached remit of the Audit Committee and recommen a

to the Board of Management.
3. Key Considerations
The Scottish Government Audit & Assurance Committee Handbook co ersitg practice for

the remit of the committee be reviewed on an annual basis nsure the e to fulfil their
role of providing the Board of Management with the necess ssurances in relation to good

Governance.

4. Resource Implications (Financial, People, Estates an ns)
None

5. Equalities

There are no impacts associated with ~

6. Communities and Partne &
None

7. Risk and Impact

Please comp table below. Risk is scored against Likelihood x Impact, with each category
scored f rough to Very High. Risks should be robustly scored and, if the combined
score [Likelihoq@ pact) is higher than the Board Risk appetite for the risk category identified,
additighal justification must be provided on why this risk is necessary.

If th er is an approval, please reflect on whether the approval will have any direct or indirect
pact for any other areas of operational activity internally or externally within the College — No

Likelihood | Impact
Very High (5)
High (4)
Medium (3)
Low (2)
Very Low (1) X X

Total Risk Score — 1
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The College has a Strategic Risk appetite for categories of risk as defined by the Board of
Management. Decisions being taken at LMT/SMT/Board level must have cognisance of this. Please
indicate the single most relevant risk category in the table below.

Property Reputational

BoM Risk Categories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20 ‘ Eager >20
Governance Strategy People
Legal Financial Project/Programme O

Technology
Failure to keep Committee remits under review could lead to a positio ere committee is
not providing the relevant assurances to the wider Board of gement. lonis this annual

review of remit by members.
Is the score above the Board Risk Appetite level? No

Risk Owner — Alison Stewart ion —8tephen Jarvie

Paper Author - Stephen Jarvie r — Alison Stewart

)
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Audit Committee
1 Committee Rationale

To contribute to good governance by providing assistance to the Board of Managemen

issues of compliance, risk, financial probity and the overall effectiveness of internalC
control systems

2 Purpose

. To advise the Board of Management on the effectivenes
internal governance systems

e with the f Audit Practice

o To advise the Board of Management on complia
for Further Education Colleges

o To undertake reviews of topics referred from Board of Management and

make such recommendations as may be

3 Membership
o The Audit Committee is appointe th ard of Management and must comprise
5 members
. The Chair of the Bo of ent, Principal, and other senior members of staff
are not eligibl m ership
o The Chair C tee shall be appointed by the Board of Management and

rincipal. In the event that the Chair is unavailable to attend a

aceounting or auditing

inance committee members are eligible to become members of the Audit Committee
however, to maintain the independence of these committees, no more than 2 current
members of the Finance Committee may serve on the Audit Committee. The Chair of
the Finance Committee is not eligible to serve as Chair of the Audit Committee

Meetings

. The Audit Committee should normally meet at least three times per year. Additional
meetings may be convened at the request of the Chair of the Committee or at the
request of the Internal or External Auditor
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. The meeting shall be quorate if 3 or more members eligible to vote are in attendance

. The External Auditor will be invited to attend meetings where an external audit report
is being considered but may attend any meeting of the Committee

. The Chair of the Finance Committee will be invited to attend the joint meeting
Finance and Audit Committees where the annual external auditors rep
considered

. Minutes will be kept of the proceedings and circulated af

o Meetings will be held in accordance with the Boagehof Manage Standing Orders
and Operating Guidelines

o Other members of College staff may be invited t

5 Specific Duties of the Committee

Internal Governance Systems

systems, i i ifically to prevent or detect fraud or other
irregularities ose for securing economy, efficiency and effectiveness

o Review a ard of Management on its compliance with The Code of

Good rnan r Scotland’s Colleges

If of the Board of Management the content of the College Strategic
2r and the relevance of actions implemented by Senior Management to

Q ew and approve the College Business Continuity plan

. Monitor on behalf of the Board of Management compliance with the General Data
Protection Regulations

Internal Audit

. Advise the Board of Management on the terms of reference, selection, appointment
(or removal), resourcing and remuneration of the Internal Audit providers
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. Review the scope, efficiency and effectiveness of internal audit reports and the
responses of Senior Management, advising the Board of Management of any
significant issues raised

. Review the Internal Auditor’'s monitoring of management action on

implementation of agreed recommendations reported in internal audit revie

vel @ ni
providers

dicators to

and internal audit annual reports

. Consider and endorse the annual audit plan for the College

Management in consultation with the current internal audi

o Ensure establishment of appropriate performance m
monitor the effectiveness of the internal audit service

External Audit

o Consider the College’s annual financial stateme 3 External Auditor’s report

prior to submission to the Board of Ma of the annual joint meeting

with the Finance Committee

o Review the External Auditor’s a I agement Letter and monitor management

progress on the implemen

of Management of any iss
o Establish appkopri perforfiance measures and indicators to monitor the
effectiveness ex al audit service

agreed recommendations. Advise the Board

from this activity.

Other Duties
nual report to the Board of Management

pliance with the Code of Audit Practice and advise thereon

ider relevant reports from SFC and Audit Scotland, and successor bodies, and
re appropriate, advise the Board of Management of action required

o Review reported cases of impropriety and consider whether they have been
appropriately handled

U To receive advice, and act on recommendations, from the Finance Committee
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6 Authority
. The Committee is authorised by the Board of Management to investigate any activity

within its terms of reference. It is authorised to seek any information it requires fro
any employee

. The Committee is authorised by the Board of Management to obtain legal o
independent professional advice and to commit reasonable financia
fulfil its responsibilities

. The Committee is authorised by the Board of Manage
relevant to the Committee, or where appropriate refer to
for final approval
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1. Purpose

To present two updated policies for member’s consideration and approval

2. Recommendation *
That members review the content of the two attached policies.
3. Key Considerations O

Anti-Bribery and Corruption

This policy is an update of the existing College policy. There are no s antive £hanges to the
content but work has been done on the layout to try and mfiake it more endly than the
preceding version as well as to update titles etc. Given the ¢ es to the layout and running
order, track changes are not used in the attached.

IT Security

s bgen conducted on the contents and
primary changes are removal of
ent to only use College supplied power

This is another update of an existing poli
tracked changes used to highlight any
references to an older USB format (U3) and
leads as a fire prevention mechanism.

4. Resource Implications (Financia o s and Communications)
None

5. Equalities
There are no igj iated with this paper.

6. Communities ers

None
Risk Impact

e complete the risk table below. Risk is scored against Likelihood x Impact, with each category
scored from Very Low through to Very High. Risks should be robustly scored and, if the combined
score (Likelihood x Impact) is higher than the Board Risk appetite for the risk category identified,
additional justification must be provided on why this risk is necessary.

If the paper is an approval, please reflect on whether the approval will have any direct or indirect
impact for any other areas of operational activity internally or externally within the College — No
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Likelihood Impact
Very High (5)
High (4)
Medium (3) X
Low (2)
Very Low (1) X

Total Risk Score — 3

The College has a Strategic Risk appetite for categories of risk as
Management. Decisions being taken at LMT/SMT/Board level must ha
indicate the single most relevant risk category in the table below.

BoM Risk Categories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20 ‘ Eager >20
Governance Strategy
Legal Financial

Property Reputational
Technology
Failure to regularly review the content of olicy documents could lead to outdated or

legally incompatible processes within the
this paper highlights that there has be
review

eview of the two policies presented under
ent for any significant change since the last

Is the score above the Bo is etite level? No

Risk Owner — Alison S Da
Paper Author endarvie

lison Action Owner — Stephen Jarvie/Graeme Robertson

SMT Owner — Alison Stewart/David Allison
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1

Purpose

Forth Valley College is committed to ensuring the highest standards of financial probity, reliability and
ethical behaviour.

This policy and procedure details and disseminates the College’s approach to anti-bribery and
corruption.

2

2.1

2.2

2.4

Policy Statement

The College prohibits the
e offering, giving, soliciting, or acceptance of any bribe, r @ ther

inducement, to or from any person or company, public or prij

by any

rnal examiner
ess for whatever

e Board Member, staff, contractor, consultant, agent, overseas
and any non-employee service provider engage College b
reason

in order to

e gain any commercial, contractual, or re ge for the College in a way
which is unethical

or

e in order to gain any personal adva
anyone connected with the

Forth Valley College has a zero-téle
or corruption, as outlingd a and ion 5 below, and has put in place procedures for
reporting and investigat ct suspected bribery. The College has taken steps to mitigate
the risk of this through:

a) i-bribery and corruption policy;
at they can recognise and avoid the use of bribery by themselves

yees to be vigilant and to report any suspicion of bribery, providing
able channels of communication and ensuring sensitive information is
propriately;

investigating alleged bribery, where necessary assisting appropriate

e)@Taking firm and vigorous action against any individual(s) involved in bribery;
f) onitoring the effectiveness of such controls.

rth Valley College recognises that market practice varies across the territories in which it does
business, and what is normal and acceptable in one place may not be in another. This policy
prohibits any inducement which results in a personal gain or advantage to the recipient or any
person or body associated with them, and which is intended to influence them to take action
that may not be solely in the interests of the College or of the person or body employing them
or whom they represent.

This policy is not meant to prohibit the following practices, provided they are customary in a
particular market, are proportionate, and are properly recorded:



a) Appropriate and reasonable hospitality;

b) The giving of a ceremonial gift on a festival or at another special time;

c) The use of any recognised fast-track process which is available to all on payment of a fee;

d) The offer of resources to assist the person or body in making a decision more efficiently,
provided that they are supplied for that purpose only.

2.5 Forth Valley College prohibits payments including “facilitating" or "expediting” payments to
others in order to secure prompt or proper performance of routine duties.
2.6 Inevitably, decisions as to what is acceptable may not always be easy. If anyone is in doubt as
to whether a potential act constitutes bribery, the matter should be referred to the relév
Senior Manager. If necessary, guidance should also be sought from the Vice Principal %
and Corporate Affairs.
2.7 The College has a range of related documents, including:
a) Anti-Fraud

b) Procurement
c) Financial Regulations
d) Whistleblowing

3 Responsibility for Implementation

3.1 The implementation of this policy is the responsibi cross the College. You must

ensure that you read, understand, and congply wi y.

other forms of corruption are the
under the College’s control. All associated

3.2 The prevention, detection, and repo
responsibility of all those working for the
staff are required to avoid any activi

3.3 You must notify your line mana e Principal Finance and Corporate Affairs as soon
as possible if you believe or s t'tha onflict with this policy has occurred, or may occur
in the future. For exa client™or potential client offers you something to gain a
commercial advantage ort lley College, or indicates to you that a gift or payment is

3.4  Any employee this policy will face disciplinary action, which could result in
dismissal for gross onduct and possible criminal referral. Forth Valley College reserves the
right to te llege’s contractual relationship with other associated staff if they
breach thi

corporate offence of failing to prevent bribery. Under the powers granted by the Act,
secutors will be able to prosecute both domestic and foreign companies, providing they
have some presence in the UK. Bribes committed in the UK and abroad could be prosecuted
under the Act.

4.2 The Bribery Act 2010 outlines four corporate offences, three of which also apply to individuals.
These offences, whether for commercial organisations or for individuals, apply regardless of
where in the world the bribes are offered or received, and regardless of whether the bribery is
direct or via a connected party such as an agent or partner. A College that is found to have
committed any bribery offence could face unlimited fines and may come under additional
scrutiny from funders in the future. Individuals could face a 10-year prison sentence and



unlimited fines. This includes senior managers of entities held liable through their consent to or
connivance with the College committing the offence.

The four corporate offences are:

a) A general offence covering the offering, promising, or giving of a bribe;

b) A general offence covering the requesting, agreeing to receive, or acceptance of a bribe;

c) A discrete offence of bribery of a foreign public official;

d) A new corporate offence of failure by a commercial organisation to prevent bribery b
persons associated with it.

a) Proportionate Procedures: The College will ensure it has proc
bribery by persons associated with it which are propg
and to the nature, scale, and complexity of the College
are clear, practical, accessible, effectively implemente

b) Top-Level Commitment: The Board of Managemen

by persons associated with the College. The Seni

territories which are perceived to have a
sk industry sectors e.g., defense, energy, and
h prominent government officials or extensive

high level of corruption; to de
construction; and to anygelo
government contracts.
d) Due Diligence: F Va College will apply due diligence procedures, taking a
proportionate and ris se proach, in respect of persons who perform or will perform
al e College in order to mitigate identified bribery risks. It will
tion in response to any information uncovered as a result of the

ated persons e.g., staff, agents, and contractors.

f) onitoring and Review: Forth Valley College will monitor and review procedures designed
to prevent bribery by persons associated with it and make improvements where
appropriate. The College will ensure that it takes appropriate action in response to any
reported incidents of bribery.

Given the evolving nature of bribery risks, the College will include a provision for reviewing
emerging risks related to new markets, technologies, or regulatory changes. These reviews
should be documented and signed off by senior management, ensuring accountability and
traceability.



5 Definitions of Bribery and Corruption

5.1 Bribery is the offer, promise, giving, demanding, or acceptance of an advantage as an
inducement for an action that is illegal, unethical, a breach of trust, or the improper
performance of a contract.

5.2 Corruption is the misuse of public office or power for private gain, or misuse of private power
in relation to business outside the realm of government.

5.3  Acts of bribery or corruption are designed to influence the individual in the performance of ihei
duty and induce them to act dishonestly. The person being bribed is generally someag %

will be able to obtain, retain or direct business. This may involve initiatives such as buy
selling, or it may involve the handling of administrative tasks such as licences,
or taxes. It does not matter whether the act of bribery is committed before or a
has been undertaken.

6 Examples of Unacceptable Practices

6.1 Itis not acceptable for you (or someone on your behalf) to:

a) give, promise to give, or offer, a payment, gift, or hospita
a commercial advantage will be received, or to reward a
b) give, promise to give, or offer, a payment, gift, o
or representative to "facilitate" or expedi
c) accept payment from a third party t

e expectation or hope that
advantage already given;
3 government official, agent,

dure;
r suspect is offered with the expectation

provided with an expectation tha
return;
e) threaten or harass another
raised concerns underghi
f) engage in any activity

6.2  Facilitation Payme

Forth Valley College doe and will not accept, facilitation payments or "kickbacks" of any
kind. Facilitation p typically small, unofficial payments made to secure or expedite a

routine governm on\ by a government official. They are not commonly paid in the UK, but are
common in dictions in which the College operates.
If you aref@sked tafimake a payment on behalf of the College, you should always be mindful of what

the i and whether the amount requested is proportionate to the goods or services
uld always ask for a receipt that details the reason for the payment.

y suspicions, concerns, or queries regarding a payment, you should raise these with your
ager or the Vice Principal Finance and Corporate Affairs. Kickbacks are typically payments
e in return for a commercial favour or advantage. All associated staff must avoid any activity that
ht lead to, or suggest, that a facilitation payment or kickback will be made or accepted by the
llege.



7 Reporting Bribery

7.1 Raising a Concern

You are encouraged to raise concerns about any issue or suspicion of malpractice at the earliest
possible stage. If you are unsure whether a particular act constitutes bribery or corruption, or if you
have any other queries, these should be raised with your line manager or the Vice Principal Finance
and Corporate Affairs. Concerns should be reported by following the procedure set out in ou
Whistleblowing Policy, a copy of which can be found in the Human Resources section on SharePoint.

7.2  What to Do if You Are a Victim of Bribery or Corruption g
e Affa

It is important that you tell your Line Manager or the Vice Principal Finance and Corpora
soon as possible if you are offered a bribe by a third party, are asked to make one, s
may happen in the future, or believe that you are a victim of another form of

7.3  Protection

openness and will support anyone who raises genuine concerns
if they turn out to be mistaken.

7.4  Ensuring Protection under the Public Interest Disclosure Aet 1998

Forth Valley College is committed to ensuring no one suf; detdimental treatment as a result of
refusing to take partin bribery or corruption, or g in good faith their suspicion that
an actual or potential bribery or other corrupti
future. Detrimental treatment includes dismiss i i action, threats, or other unfavourable
treatment connected with raising a concern,

, you should inform your Line Manager or the
ately. If the matter is not remedied, and you are
he College’s Grievance Procedure, which can be

If you believe that you have suffered any s
Vice Principal Finance and Corporate
an employee, you should raige i ally ©
obtained from the HR Team.

Q

8 Bribery and Corruption R Ss ent

ssess the nature and extent of its exposure to potential external and internal
If by persons associated with it by analysing and determining the areas in
perceived to be at most risk and undertaking a risk assessment. In assessing the

The risk assessment will be updated on an annual basis or whenever an identified risk changes or a
risk is added. A copy of the risk assessment can be obtained from the Executive Office.

8.2 Due Diligence

In order to comply with the College’s Anti-Bribery and Corruption Policy, employees will carry out
appropriate due diligence checks before engaging third parties. It is beneficial to carry out this
procedure in respect of any countries where business is conducted so you are aware of any specific



risks. It is the responsibility of Senior Management to ensure that properly documented due diligence
is undertaken. General oversight after the contract is signed must also be undertaken.

As the Bribery Act 2010 also applies to “associated persons” such as agents, suppliers, and contractors,
staff must ensure that during the due diligence process checks are made to establish whether external
organisations have any equivalent anti-bribery policies or training in place. If not, they should be
advised that the College expects them to acknowledge and observe the College’s Anti-Bribery and
Corruption Policy and that failure to adhere to this could result in the College exercising its option to
terminate the contract or agreement.

If the reports raise any concerns, staff must discuss them with their Senior Management
member and include the information in the documented due diligence to be submitted for af
In some cases, this may mean not progressing with the relationship or third-party transacti

Office. Financial monitoring, record-keeping, and screening of third-part
trying to combat the possibility of a bribery offence being committed and'@anti-briberylelauses will be
included in all commercial contracts.

Public sector contracts for the provision of goods and services uld already include anti-bribery
provisions; however, these may require updating.

9 Monitoring and Review

9.1 Internal Audits

to prevent bribery by persons associated
e College will ensure that it takes appropriate
r corruption.

The College will monitor and review procedure
with it and make improvements where app iate’
action in response to any reported incider e

9.2  Frequency of Audits

The Anti-Bribery Policy will be w ore frequently in line with any legislative changes and any
changes in the College’s activitie e ge may also consider external audits, especially in high-
risk areas.

9.3 Risk Owners Resp

Significant Contractors and Suppliers

monitor significant contractors and suppliers as part of their regular review of

claration of Gifts and Hospitality

Itis\the responsibility of individual members of staff to ensure that they comply with the requirement
eclare the receipt of any gift or hospitality or conflict of interest.

9.6 Internal Auditors’ Role

The College’s internal auditors monitor the systems of internal control, risk management controls, and
governance processes which include the adequacy of the anti-bribery procedures.



10 Training

10.1 Training Frequency and Documentation

The College will ensure that appropriate training on this policy is provided to staff/members of the
Board of Management in line with their level of responsibility. Comprehensive training will b

e
provided annually or biennially, with refresher courses for staff in high-risk roles. All training sessions

will be documented, including records of attendance and materials used.

10.2 Groups for Comprehensive Training

Comprehensive training will be provided to the following groups of individuals:
e Senior Management Team
e Heads of Department/Heads of Service

e Finance

e Commercial staff

e Estates

e Corporate Services

10.3 Awareness Raising Activity
Awareness-raising activity will be provided to:

e Board of Management Members
e Departmental Administrators

e Commercial staff
e Hospitality staff
11 Legislative References
11.1 References to Other Legislatio O

In addition to the Bribery Act , T ollege will reference other relevant legislation, such as the
UK’s Money Laundering, Terr Finaneing and Transfer of Funds (Information on the Payer)
in

Regulations 2017, to highlj nected nature of financial crimes.

O
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Security Definition

It is Forth Valley College’s policy that the information it manages shall be appropriately secured to
protect against the consequences of breaches of confidentiality, failures of integrity or interruptions
to the availability of that information. This security policy is intended to ensure the confidentiality,
integrity and availability of data and resources through the use of effective and established IT security

processes and procedures. This Information Security Policy provides management direction and
support for information security across Forth Valley College. Specific, subsidiary information securit
policies, shall be considered part of this policy and shall have equal standing.

Policy Objectives
The College is reliant upon computer systems to manage the information required A0 ct
business. The objectives of this policy are:

a) To ensure that all computer users are aware of their obligations in'the operatioh and use of
computer based systems.

b) To ensure that adequate controls and procedures are establ oeffect the secure operations
of its business and academic information systems and SE the data held within the

college.

c) To ensure the college complies with all legisl| ding Data Protection regulations

with respect to computerised informatio

Policy Scope
This policy applies to all co te ed systems used in the management and administration of the
College and any of its activiti he“policy will apply to all staff, systems, equipment and services

throughout the College.



Security Standards
1) Physical Security

To ensure that all computer and related hardware is adequately protected against theft or
physical damage, it should be:

o Keptin asecured area when not in use

e Housed in a separate, secure area when used for processing data of a sensitive nature

e Recorded in the FCT asset register for computer related equipment.

e Marked with security tags or fitted with appropriate locks

2) Logical Access O

To prevent unauthorised access, all computer users are required t

Be issued with unique user identifications (userid) and passwords.

Have access only to these systems and functions necessasy to perfor

Ensure that their passwords remain confidential and are nefydisclosed to anyone else.
Ensure that passwords are changed on a regular basis.
Close down or log out of systems when not in use or at
Use a College device only when accessing College

Use multi-factor authentication where available

3) Backup and Contingency

To ensure security and continued applications and data a backup regime should

be maintained. This should be a ycle of daily, weekly and monthly backups. The

integrity of backup media uld d both in terms of physical media but also the

information stored. should be stored appropriately, in fire proof data safes, which
should be located both d off@ite. All weekly, monthly and annual tapes should be stored
off-site. A contin isa ecovery plan should exist and be tested on a regular basis.

4) Application Purch development and maintenance

he I.T. purchasing guidance

e responsibility for ensuring the protection of information systems and ensuring that specific
security processes are carried out shall lie with the head of department running the specific system.
The College’s information systems security role is undertaken by the Systems and Network
Administrator.



This policy has been ratified by Forth Valley College’s Senior Management Team and forms part of its
policies and procedures, including regulations for conduct. It is applicable to and will be
communicated to staff, students and other relevant parties.

To determine the appropriate levels of security measures applied to information systems, a process
of risk assessment shall be carried out for each system to identify the probability and impact of security
failures. The Implementation of the information security policy shall be reviewed independently of
those charged with its implementation.

Wireless Security Policy

The college has a wireless network covering its three campuses. Currently these networ
for use by college owned and configured devices only, with the exception of
service and the guest network. Learners should use their wireless devices,
only. Wireless services should not be introduced that disrupt the coll
network device may be attached to the college wired network by anyone

Removable Media

The college supports the use of CD read/write disks, and USB @

icks. The-college-doesnet

BHO he nd B ce—on-the PC.s within

ce. J3-L aHow-userstorun =-.'..-='m==' heir USB-stickand-could-facilitate
he-use-of unlicensed-software-orthe-spreade v@ nt or staff identifiable data should

be kept on any removable media.

ci -

Security of portable IT Equipment

Student or staff identifiable data sh
be implemented on all Colleg o nd tablets ensuring that in the case of theft any information

gpt on laptops or tablets. Hard disk encryption will

stored on the hard disk will be cte d that no unauthorised user may use the device to enter
the College network.

Remote Access Services

This policy is app @ | staff working for Forth Valley College and is in addition to the acceptable
use policy.

The provi of remote access facilities through Virtual Private Networking (V.P.N.) addresses specific

bu the organisation but introduces a number of risks in the following areas that need

rk Security
ata Security

c) Health and Safety



Your password should never be disclosed, or written down. Only properly licensed software may be
run on equipment having remote access. Users must be aware for the need for a safe and healthy
working environment. Staff must comply with all relevant Health and Safety policies and guidance
which is stored on the college intranet/sharepoint and take heed of the draft Display Screen
Equipment guidance

Particular attention should be paid to:
e Avoiding Trailing Leads
e Not overloading power sockets and multi-outlet cables
e Electrocution risks (e.g. spillage of liquids, damaged power cables)
e Adequate ventilation of Computing Equipment

e Keep Equipment and cables away from children and pets.

e Only using power leads that have been supplied by the college wit e college
equipment.

Remote access must not be employed for personal use.
VPN for remote access is deployed to keep data within the college
Sensitive college data should not be stored on non college I.T. Equi
Only authorised college staff should access the computer while

Computer Asset Disposal

All College computer equipment is procured ce is tained in an asset register. When the
equipment reaches the end of its working life i bedisposed of in an environmentally friendly

manner following the European regulatiq C of electrical equipment. All I.T. Equipment

containing sensitive data will he
staff.

Other equipment can go a isposal companies provided that a duty of care certificate,
e wiping of data. Asset Tags will be removed and retained. The
asset register wil and a list of disposed equipment retained along with duty of care

documentation a

indicating a contractual

P.A. documentation. The removal of data isimportant to comply with data
protection oftware license regulations. Equipment will only disposed of through third
parties, where the§} are accredited disposal agents with the relevant licenses through the Scottish

Pratection Agency.

cure Areas within the I.T. Infrastructure

e Computer Rooms — Falkirk

e |T. “Build Room” — Falkirk

e All node cabinets — Falkirk

e Computer Room — Alloa

e |.T. Staff Room — Alloa

e Main Node Cabinet Room — Stirling
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Introduction

Background Preparation of

Whbg Services LLP (Wbg) (Formerly Wylie & Bisset LLP) were appointed as Internal This Plan was d@keloped f@llowing discussions with the College’s Principal and
Auditors by the Audit Committee for 3 academic years commencing with the year Chief Executive, e Principal Finance and Corporate Affairs.
ended 31 July 2024, with the option of a further 1 year extension.

Internal Audit

The prime responsibility of the Internal Audit Service (“IAS") is to provide the
Audit Committee, the Principal, and other Senior Management of the College, with

an objective assessment of the adequacy and effectiveness of management’s presented to the Audit Committee on 5 September 2024 for approval.
internal control systems.

September 2023. This documents covers the plan for 2024/25 and

The IAS objectively examines, evaluates and reports on the adequacy of interna
control thus contributing to the economic, efficient and effective use of reso
and to the reduction of the potential risks faced by the College. Also, the
operation and conduct of the IAS must comply with the standards and gllide
set down by the Institute of Internal Auditors.

Terms of Reference — Internal Audit

The provision of the IAS by Wbg is covered by the letter of ge dated 17
August 2023.




Operational Plan

2024/25

wWbg



3
Commercial Income Q® ng

Total number of

Audit area High level indicative summary scope

days

The purpose of this assignment is to review the methods and structure in plage for the aaafement of commercial income and
consider whether the College is achieving the best value from its commercial inco

Our objectives for this review will be as follows:

| To establish and evaluate any strategies in place to ensure the @alleg ising its commercial business opportunities.
| To consider income targets of the College and whether these a ong with costs associated and how these are monitored.
Commercial | To establish and evaluate the current practices and procgs atlopted by the College to determine if this is the most efficient

Income and effective use of resources.

| To ensure that any contract information is beig@@sre ed by the most appropriate person and is being used in the most
appropriate and beneficial way to enable the g identify business opportunities.

| To establish the nature of the work done b
the staffing structure is appropriate.

e College, i.e. areas covered, areas the team are responsible for etc. and whether

| To establish the links (communigati thers) between the various business areas of the College regarding commercial
income and how income can belincre




Cyber Security * wbg

Total number of

Audit area High level indicative summary scope

days

We will undertake a review of the cyber security arrangements in place to ensure tha w appropriate controls in place to
mitigate the loss of business-critical information due to a cyber-attack or fallwre of key“Systems/suppliers. We will test these
arrangements against the National Cyber Security Centre’s (NCSC) 10 steps to Security guidance.

Our objectives for this review are to ensure:
| There is an appropriate risk-based approach to securing dat sWhich has been adopted.
| There is appropriate cyber-awareness training for College s a\ en mandated.

aintained and updated to adapt effectively to emerging

| The architecture and configuration of key College syste
cyber threats.
Cyber Security | | There are appropriate solutions in place to cogtr ess e College’s information systems. 5

| There are appropriate solutions in place to pro o data from unauthorised access, modification, and deletion.

| The College systems are appropriately he minimise the risk of vulnerabilities being successfully exploited in an attack.

| There are appropriate processes a

s in place to respond to security incidents that will help prevent further
damage.

| There are appropriate proce

There is an appropriate




A\
Corporate Governance \ ng

A
. Total number of
Audit area High level indicative summary scope
days
The purpose of this assignment is to ensure that the College has appropriate goyé e arrangements in place and that these have
been embedded throughout the whole College. This review will look to providegg e that the College’s Corporate Governance

arrangements are appropriate and represent good practice.

Our objectives for this review are to ensure:
Corporate |  Board and Committee terms of reference are clear and not ove |
| Board and Committees have a programme of work in accg @ their terms of reference that allows them to make an 4

Governance effective and timely contribution.

|  Members are provided with sufficient, high quali age nformation in their areas of responsibility.
|  Board and Committees are appropriately attend n mbers are sufficiently engaged.
e

|  The Board and Committees have effectivelyQ r performance, and the balance of skills required within the Board and
Committees.




Student Support *

Audit area

High level indicative summary scope

Total number of

The purpose of this review will be to assess the suitability of the College’s stu

t suppo es. Our review will consider the
types of services offered, the levels of demand for the services as well as the dability of the services and whether they are
delivering value for money.

Student Our objectives for this review are to ensure:
Support | Students are aware of the support services being offered by, tiCol
The types of services offered are in line with student expect Sy

|
|  The levels of demand of each support services is being
|  There is a budget in place for support services which

days




Audit area

Sustainability &
Carbon

Management

We will review the College's compliance with legislation in this area, including th@review ofg@li€les and procedures.

Our review will consider the roles and responsibilities for sustainability and car,
are within the College. We will also consider the recording and collection of

area.
Our objectives for this review are to ensure:
| The College is complying with current sustainability and carborma ment legislation.

|  The College has a plan in place to help meet the commi n&t zero carbon emissions as documented within the College
Net Zero Plan.

|  The College has appropriately resourced its s
responsibilities and reporting lines in place.

|  The College has robust arrangements for r
|  The College communicates sustainability

ility an@Carbon management function with clear roles and

collection of data and performance indicators in relation to this area.
external stakeholders.

Total number of

days




Fraud Awareness * qu

Total number of

Audit area High level indicative summary scope

days

We will undertake a review of the Fraud Policy in place and also review some of§ghe areas of#ff@ld which we have seen across the
sector and test whether there are appropriate controls in place to reduce the ri fraud in these areas at the College. We will

also consider the robustness of the fraud response plan.

Our objectives for this review are to ensure:

|  The College has a robust Fraud, Theft and Bribery Policy in
Response Plan.

belflg adhered to and supported by a Fraud

Fraud |  The College’s Financial Regulations are being adhered to and s

bribery.
| The College has controls in place surrounding the s w
suppliers and processing of payments to supplier t are

e College’s approach to controlling fraud, theft and

Awareness

ew suppliers, changes to suppliers, processing of invoices to
g adhered to.

| The College has controls in place for month-en on@jliations of creditors, monitoring of dormant bank accounts and credit
card transactions that are being adhered t

| The College take robust action where an tenti@h fraud, theft or bribery is highlighted and this is reported to the relevant
Committee.

10




Credits \ wbg

Total number of

Audit area High level indicative summary scope

days

Credits Mandatory review of the Credits Return. @ 5




* wbq

Total number of

Student Support Funds

Audit area

days

SSF Mandatory review of the Student Support Funds Returns. 6 4







Follow Up Review * qu

Total number of
Audit area

High level indicative summary scope

days

The effectiveness of the internal control system may be compromised i @ ment fails to implement agreed audit
recommendations. Our follow up work will provide the Audit Committe

g ance that prior year recommendations are
Follow Up implemented within the expected timescales.

2
Review Our objective for this review is to ensure that:

|  The College has appropriately implemented any outstandi

&

udit recommendations made in prior years.

14




Assignment Plans & Dates

_ Q* wbg

A detailed assignment plan will be prepared for each audit undertaken, setting out the scope and objectiVes of th 7 allocating resources and establishing target
dates for the completion of the work. Each assignment plan will be agreed and signed off by an appropkiate spori8or from the College.

Key Dates

Provisional date for
reporting to Audit

Provisional date

No. of of issue of draft

isi *
Key College personnel Provisionai start date

Credits

audit days

or visit

eptember 2024 and

report

Committee

1 SSF 4 David Allison D September 2024 27 September 2024 21 November 2024
EMA 3
Commercial Income 5 Colin
2 Fraud Awareness 4 13 January 2025 31 January 2025 15 May 2025
Cyber Security 5 / Graeme
3 Corporate Governance 4 Alison Stewart 3 February 2025 21 February 2025 15 May 2025
4 S”Stali,rl‘:r?;'gé’nf‘eﬁfrbon David Allison / Martin Loy 10 March 2025 28 March 2025 15 May 2025 15




Assignment Plans & Dates OQ* qu

Assignment Plans

A detailed assignment plan will be prepared for each audit undertaken, setting out the scope and objedives of thg work, allocating resources and establishing target
dates for the completion of the work. Each assignment plan will be agreed and signed off by an approp S or from the College.

Key Dates

No. of Key College Provisional start Provisional date of issue Provisional date for reporting to
audit days personnel date for visit of draft report College Audit Committee

Student Senga Kerr / Alison
5 Support Stewart
23 May 2025 September 2025

Follow Up 2

16
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A - Summary of Internal Audit Inp:

1 August 2023 to 31 July 2026

System

Audit Area

* wbg

Operating Plan (No. Of days)
/24 2024/25 2025/26

Financial Systems

Overall Financial Controls

Budgeting and Monitoring (Done in 2022/2023)

Commercial Income

Non-Financial Systems

Cyber Security

Business Continuity & Disaster Recovery

Review of new HR / Payroll System

Governance

Corporate Governance

Risk Management

Strategic Planning

Student

Student Recruitment & Retention

Safeguarding, Wellbeing and C

Human Resources

Student Support

Sustainability & Car




A - Summary of Internal Audit PIg \‘ wbg

1 August 2023 to 31 July 2026 Operating Plan (No. Of days)

System Audit Area 2023/24 2024/25 2025/26
Carried Forward 14 23 23
Fraud Awareness 4
Estates Management - Maintenance 5

Mandatory Credits Audit 5 5 5
SSF Audit 4 4 4
EMA Audit 3 3 3

Required Follow Up Review 2 2 2
Audit Management 5 5 5
Total Days 38 46 42

O

19




B - Grading Structure O® wbg

For each area of review, we assign a grading in accordance with the following classification:

Assurance

Strong

Substantial Controls largely satisfactory although some weaknesses identif mendations for improvement made

Weak Controls unsatisfactory and major systems weakn igfl that require to be addressed immediately

No No or very limited controls in place leaving the sy O significant error or abuse, recommendations made require to be
implemented immediately

For each recommendation we make we assign a grading either as High ow priority depending upon the degree of risk assessed as outlined below:

Grading Risk Classification
) . . ajoMeakfiess that we consider needs to be brought to the attention of the Audit Committee and
High High Risk _ .
atldressatl by Senior Management of the College as a matter of urgency
Medium Medium Risk Q gnificant issue or weakness which should be addressed by the College as soon as possible
Low Low Risk Minor issue or weakness reported where management may wish to consider our recommendation




For each area of review, we assign a grading in accordance with the following classification:
Performance Indicator

Internal audit days completed in line with agreed timetable and days allocation

Draft scopes provided no later than 10 working days before the internal audit start date g
working days before each start date

2s no later than 5

Draft reports issued within 10 working days of exit meeting 100%

Management provide responses to draft reports within 15 working days ofgiege




D - Training Topics

As a firm we offer a wide range of training topics to our clients and we have listed below some of the tg

Q* wbg

pics whic uld be able to offer Forth Valley College.

This can cover risk awareness, assessment of risks, responsibilities fd ing risks, risk appetite and the scoring of risks. This is usually
done as a workshop to ensure buy-in from management and cQaamgi

@

This would cover the roles and responsibilities of Board , Including the Chair. This has been particularly useful when new Board
Role of the Board members have been appointed and allows member;
they should be looking out for.

Risk Management

We would provide a short session on wh i al audit function should be delivering to the College and the added value which we

Role of Internal Audit would bring.

Finance for Non- This is useful for committee mgfMb@ss do not have a finance background and covers areas such as the management accounts, budget
Financials @

We would cover thggimpOgiance’ of a having a strong control environment and areas to be aware of in relation to fraud. We would discuss

Fraud Awareness | some real-life exaffipleSief where we have identified or been asked to investigate allegations of fraud and the results of these investigations.

22




8. Audit Committee Self-Assessment
For Approval

~N
fgfré'y(./

College

5 September 2024
AUDIT COMMITTEE

1. Purpose

To consider the performance of the Audit Committee.

2. Recommendation *

That members review and approve the draft Audit Committee self-assessment checklist wt %
been completed.

3. Background

Since 2019, the Audit Committee has undertaken a self-assessment against the template from the
Scottish Government Audit and Assurance Committee Handbook was ssed.

The most recently completed draft checklist for is attached to paper for review.

4. Resource Implications (Financial, People, Estates and Com @ )

None. This is a monitoring report on the activities of III ittee.

5. Equalities
Not applicable. This is a monitoring re hé@ctivities of the Committee.
6. Communities and Partners
Not applicable. Thisisam rin ort on the activities of the Committee.
7. Risk and Impact
le below. Risk is scored against Likelihood x Impact, with each category
rough to Very High. Risks should be robustly scored and, if the combined

act) is higher than the Board Risk appetite for the risk category identified,
additiginal justifie must be provided on why this risk is necessary.

impaeyfor any other areas of operational activity internally or externally within the College — No

Likelihood | Impact
Very High (5)
High (4)
Medium (3)
Low (2)
Very Low (1) X X

Total Risk Score — 1




8. Audit Committee Self-Assessment
. D For Approval

Valley
College

5 September 2024
AUDIT COMMITTEE

The College has a Strategic Risk appetite for categories of risk as defined by the Board of
Management. Decisions being taken at LMT/SMT/Board level must have cognisance of this. Please
indicate the single most relevant risk category in the table below.

BoM Risk Categories & Risk Appetite (Select one area only)

Cautious <15 Open 15> <20 ‘ Eager >20
Governance X | Strategy People
Legal Financial Project/Programme
Property Reputational

Technology

Failure to review Committee performance could lead to unsatisfactory ormaee or areas for
potential improvement being missed.

Is the score above the Board Risk Appetite level? - No

Risk Owner — Alison Stewart Action Jarvie

Paper Author - Stephen Jarvie M on Stewart




Annex H: Self-assessment checklist

Role and remit YES/NO/NA Comments/
Action

Does the committee have written terms of

reference? Yes
Do the terms of reference cover the core functions as
identified in the SG Audit and Assurance Committee Yes

Handbook?

Are the terms of reference approved by the Audit and
Assurance Committee and reviewed periodically?

Has the committee been provided with sufficient
membership, authority and resources to perform its role
effectively and independently?

Does the body's governance statement mention the

committee's establishment and its broad purpo Yes

Covered by Board
Yes Self-evaluation and
this Self-Assessment
activity.

Does the committee periodically assess its ow

effectiveness?




Membership, induction and training YES/NO/NA Comments/
Action
Has the membership of the committee been formally agreed Most recent Board
Yes approval regarding

by the management board and or Accountable Officer and a
quorum set?

all committee
memberships
granted 23 June
2023

Are members appointed for a fixed term?

No

Does at least one of the committee members have a financial
background?

Yes

Are all members, including the Chair, independent of the
Executive function?

ected staff
member)

Are new committee members provided with an
appropriate induction?

Covered by Board
induction and CDN
training.

Has each member formally declared his or hé
interests?

Are members sufficiently independent o,

Liam McCabe is

committees of the Board? No Chair of FRAIC and
Lorna Dougal Chair
of LSE

Has the committee consid t rrangements for assessing Covered by 1-115 and

the attendance and perf, o member? Yes 2022/23 Chairs

report to Chair of
BOM. The annual
chair’s report to the
Board and the
Annual Accounts
also consider
attendance




Meetings YES/NO/NA

Comments/
Action

Does the committee meet regularly, at least four times a
year? No

3 meetings a year
considered
sufficient.
Additional meetings
can be added.

Do the terms of reference set out the frequency and broad
timing of meetings? Yes

Does the committee calendar meet the body's business
and governance needs, as well as the requirements of the Yes
financial reporting calendar?

Are members attending meetings on a regular basis and if

not, is appropriate action taken? Yes
Does the Accountable Officer attend all meetings and, if No
not, is he/she provided with a record of discussions? Yes

tends most
meetings. Copies of
minutes are
circulated and
discussed.

Does the committee have the benefit of attenda 0
appropriate officials at its meetings, includin Yes
representatives from internal audit, external au n

)




Internal control

YES/NO/NA

Comments/

Action

Does the committee consider the findings of annual reviews

by internal audit and others, on the effectiveness of the Yes

arrangements for risk management, control and governance?

Does the committee consider the findings of reviews on the

effectiveness of the system of internal control? Yes

Does the committee have responsibility for review of the draft

governance statement and does it consider it separately from Yes

the accounts?

Does the committee consider how accurate and

meaningful the governance statement is? Yes

Does the committee satisfy itself that the arrangements Riskifegisters
Yes re ed at every

for risk management, control and governance have
operated effectively throughout the reporting period?

eeting. Additional
Risk Appetite
workshop
conducted with full
Board February
2022

Has the committee considered how it shoul
with other committees that may have responsi
risk management and corporate governa

Audit will
recommend risks
for consideration by
other committees
and the other
committees can also
recommend to
Audit

Has the committee sati that the body has adopted

Fraud Prevention

appropriate arrangement&to countter and deal with fraud? Yes Policy approved in
May 24
Has the c ade aware of the role of risk
managefent in preparation of the internal audit plan? Yes
e's terms of reference include
f the risk management process? Yes
e committee consider assurances provided by senior
Yes
oes the committee receive and consider stewardship Covered by Board
reports from senior staff in key business areas such as No and Finance,
Finance, HR and ICT? Resource and
Infrastructure

Committee.




Financial reporting and regulatory matters YES/NO/NA Comments/
Action

Is the committee's role in the consideration of the annual

accounts clearly defined? Yes

Does the committee consider, as appropriate:

* the suitability of accounting policies and treatments No Finance,

Resource ang

* major judgements made

¢ large write-offs
Infrastructure
Committee

e changes in accounting treatment Finance,
Resource and
Infrastructure
Committee

e the reasonableness of accounting estimates No Finance,
Resource and
Infrastructure
Committee

e the narrative aspects of regerti No Finance,
Resource and
Infrastructure
Committee

Is a committee meetin eduledto receive the external Joint meeting

auditor's report ed with governance including Yes with Finance,

a discussion of ydjustments to the accounts and Resource and

other issu ' he audit? Infrastructure
Committee.

e review management's letter of
Yes
the cOmmittee gain an understanding of management's
res for preparing the body's annual accounts? Yes
es the committee have a mechanism to keep it aware of Raised by Board
opical legal and regulatory issues? Yes Secretary and

internal/external
auditors.




Internal audit YES/NO/NA Comments/
Action

Does the externally appointed Internal Auditors attend

meetings of the committee? Yes

Does the committee consider, annually and in detail, the

internal audit plan including consideration of whether the Yes

scope of internal audit work addresses the body's significant

risks?

Does internal audit have a direct reporting line, if

required, to the committee? Yes

As well as an annual report from the Externally appointed

Internal Auditors, does the committee receive progress Yes

reports from internal audit?

Are outputs from follow-up audits by internal audit
monitored by the committee and does the

committee consider the adequacy of implementation of
recommendations?

Auditors?

Is there appropriate co-operation betwee

and external auditors?

Does the committee review the a ac al audit Considered as

staffing and other resources Yes part of annual
audit plan.

Are internal audit perfor, m s monitored by the Monitored

committee? Yes through internal
audit progress
reports.
Considered as

Yes part of annual
audit plan.
ee considered formal terms of
efining internal audit's objectives, Yes
onsibilities, authority and reporting lines?




External audit YES/NO/NA Comments/
Action
Does the external audit representative attend
meetings of the committee? Yes
Do the external auditors present and discuss their audit
plans and strategy with the committee (recognising the Yes
statutory duties of external audit)?
Does the committee chair hold periodic private Annually
discussions with the external auditor? Yes Nove
Does the committee review the external auditor's annual
report to those charged with governance? Yes
Does the committee ensure that officials are monitoring
action taken to implement external audit recommendations? Yes
Are reports on the work of external audit presented to the
Audit and Assurance Committee?
Does the committee assess the performance of external Completed through
audit? es Audit Scotland
questionnaire.
Yes Fee determined by

Does the committee consider the external au

Audit Scotland

)




Administration YES/NO/NA Comments/
Action
Does the committee have a designated secretariat? Yes
Are agenda papers circulated in advance of
meetings to allow adequate preparation by Yes
committee members and attendees?
Do reports to the committee communicate relevant
information at the right frequency, time, and in a format Yes
that is effective?
Does the committee issue guidelines and/or a pro forma
concerning the format and content of the papers to be No
presented?
Are minutes prepared and circulated promptly to the
Yes

appropriate people, including all members of the Board?

Is a report on matters arising presented or does the Chair raise

them at the committee's next meeting?

Raised at next
meeting.

Do action points indicate who is to perform what and by
when?

Does the committee provide an effective ann
on its own activities?

Action tracker being
implemented from
September 24

Yes

Report presented to
December Board
meeting

)



Overall

YES/NO/NA

Comments/
Action

Does the committee effectively contribute to the overall

control environment of the organisation? Yes

Are there any areas where the committee could improve Implementing

upon its current level of effectiveness? Yes assessment of
committee

Does the committee seek feedback on its performance

from the Board and Accountable Officer? Partially
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1. Purpose
To update members on the National Fraud Initiative (NFI) exercise for 2024/25.
2. Recommendation

That members note the College will be taking part in the 2024/25 NFI exercise and consie %
NFI self-appraisal checklist and whether any further action is required.

3. Background

The National Fraud Initiative (NFI) is a UK wide data matching exercis
to help public sector bodies to prevent and detect fraud and errorint
data matching exercise is led by the Cabinet Office.

Under the provisions of Part 2A of the Public Finance and Ac bility (Scotland) Act 2000, Audit
Scotland requested FVC to submit creditors and payroll ‘

The payroll data submitted included reference, post, department, employee name,
gender, address, date of birth elephone number, mobile telephone number, email
address, passport numbe e ted, date left, NI number, full-time or part-time, gross pay to
date, standard hours per d ast paid, and bank account details. Staff members were
advised, via their paysli Il staff email, of the requirement to submit data.

4. Key Considerations

Scotland issued a report “The National Fraud Initiative in Scotland 2024”

which is : his paper. This report outlines the results of the 2022/23 initiative and

makesf3 ehdations.

hat an appropriate level of resource is available to deliver NFI follow-up activities

ficient and effective manner, in line with local priorities.

. se the NFI Self-Appraisal Checklist as part of planning for the 2024/25 exercise.

. utin place arrangements for monitoring follow-up activity, and where it is necessary seek
to understand reasons for low or nil outcomes.

In preparation for the 2024/25 exercise the NFI Self-Appraisal Checklist has been completed and
is attached for review and comment by the Committee.

5. Resource Implications (Financial, People, Estates and Communications)

Other than staff time, there are no direct financial implications of this paper.
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6. Equalities

An equalities assessment is not applicable given the nature of this report.

7. Communities and Partners *
As this is a finance report it does not involve stakeholder groups. Q

8. Risk and Impact

Likelihood Impact
Very High (5)
High (4)
Medium (3)
Low (2) X X
Very Low (1)

Total Risk Score — 4

BoM Risk Categories & Risk Appetite (Selact one area only)
Cautious <15 Open 15> <20 | Eager >20

Governance Strategy

Legal Financial

Property
Our strong controls within and Finance departments provide mitigation against the
risk of fraud and error, plement of staff members is key to this within the Finance
department, both i and purchase ledger processing.
Is the score Risk Appetite level? - No
Risk O Action Owner — Senga McKerr

Alison Stewart SMT Owner — Alison Stewart




Prepared by Audit Scotland | August 2024

National Fraud Initiative
in Scotland

Self-appraisal checklist

v/AUDIT scc@

Background
1. The National Fraud Initiative (NFI) in Scotland is a counter-fraud

exercise led by Audit Scotland and overseen by the Public Sector Fraud
Authority for the UK as a whole. It uses computerised technigues to
compare information held by different public bodies and on different

of fraud or error.

2. The NFl is an integral part of counter-fraud governan
across the public sector and is referenced in corp
and annual governance statements as an ex
detect and prevent fraud.

3. Almost all public sector bodies who ha
Auditor General and Accounts Commi
in the biennial exercise. The excgptiongi@re V&
those mandated to participate ca fold here.

jes ndated to participate in the
t with the Audit Scotland family of
d to participate on a voluntary basis.

4. In addition to the audit
exercise, wider public sect
audit appointments) m

5. More informatj NFI is available on our counter-fraud hub.

chBcklist

rt A is designed to assist audit committee members (or
equivalent) when reviewing, seeking assurance over, or challenging
the effectiveness of their body’s participation in the NFI.

= Part B is for staff involved in planning and managing the
NFI exercise.


https://audit.scot/publications/the-national-fraud-initiative-in-scotland-2024
https://audit.scot/what-we-do/counter-fraud

Part A:
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Yes / No
Partly

Is action

Who by and when?
required?

For those charged with governance

Leadership, commitment and communication

1. Are we aware of emerging fraud risks
and have we taken appropriate
preventative and detective action?

2. Are we committed to NFI? Has the
council/board, audit committee and senior
management expressed support for the exercise
and has this been communicated to relevant
staff?

3. Isthe NFl an integral part of our corporate
policies and strategies for preventing and
detecting fraud and error. And do we make
reference to NFI in our governance codes and
statements?

4. Does our Key Contact have sufficient
authority and time to ensure that NFl is
delivered effectively?

5. Has the approach to follow up of different NFI
match types been clearly set out and reporte
part of the bodies NFI planning proces

6. Are NFI progress and outcomes %@ported

regularly to senior manag

detection arrangements are in
that we know how successful they

8. Does internal audit, or equivalent, monitor our
approach to NFl and our main outcomes, ensuring
that any weaknesses are addressed in relevant
cases?

9. Do we review how frauds and errors arose
and use this information to improve our internal
controls?

Yes Yes Fraud Policy approved in May
24, and training across the
organisation to be delivered.
VP Finance & Corporate
September 2024.

Yes Yes Director of Finance

No f Finance to add
commentary in the Annual
Report & Financial Statements

024 referencing the work done
on the NFI

Yesy Di r o]

Fina

Yes Director of Finance to prepare
formal procedure notes and
remind staff investigating the

for FVC. NFI matches of the processes for
each match type. September
2024.

Yes, as part of No

the LMT and

Audit

Committee

reporting cycle.

N/a, we do No

submit data

and investigate

all matches

returned to us.

Partly, they No

have sight of

paper

presented to

Audit

Committee

Yes, when No We have not identified any

necessary fraudulent activity through NFI

checking in recent years
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10. Do we need and have access to fraud N/a, our payroll No If we did find fraudulent activity,
investigation officers to enable frauds to be and creditors we would contact our legal
followed up fully? data is fully advisers.

followed up

internally.
11. Do we publish, as a deterrent, internallyand ~ N/a, nothing to No
externally the achievements of our fraud report

investigators (eg, successful prosecutions)?

o@
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Part B: Isaction

For NFI Key Contacts and users Yes/no/partly required?

Who by and
when?

Planningand preparation

1. Are we aware of emerging fraud risks and Yes, internal financial No
taken appropriate preventative and detective controls mitigate and

action? allow detection.

2. Are we investing sufficient resources in the NFI ~ Yes No
exercise?

3. Do we plan properly for NFl exercises, both Yes, we use No
before submitting data and prior to matches downloads from our

becoming available? This includes considering the financial systems and

quality of data and being clear about the train staff on the

approach to follow up of different match types. ~ aPproach to
investigating

matches.
4. Where NFI outcomes have been low in the Yes No
past, do we recognise that this may not be the
case the next time, that NFI can deter fraud and
thatthereis value in the assurances that we can
take from low outcomes?
5. Do we confirm promptly (using the online Yes No

facility on the secure website) that we have met
the fair processing notice requirements?

6. Do we plan to provide all NFl data on time No
using the secure data file upload facility s have
properly? timescales.
Effective follow up of mat
7. Do all departments involved igFI sta Yes, Key Contact No
follow up of matches promptly aft@gthey (Director of Finance)
become available? sets deadlines for
completion.
8. Do we give p g up high-risk Yes, high risk No
matches, those quickly out of matches are
cause reputational investigated first.
not stopped quickly?
estigating the circumstances of Yes, commentary No
tely before reachinga ‘noissue’  added for matches to
in particular? explain reasons.
we drawing appropriately (in N/a

health bodies) on the help and
expertise available from NHS Scotland
CounterFraudService?

Cont.
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Part B: Isaction

Who by and
when?

For NFI Key Contacts and users Yes/no/partly required?

11. Are we taking appropriate actionin cases Yes, allegations of No
where fraud is alleged (whether disciplinaryaction, fraud will always be
penalties/cautions or reporting to the Procurator ~ fully investigated.

Fiscal)? Are we recovering funds effectively?

12. Do we deploy resources in proportion to risks, NO, all reported No
and scale down work on match reports where matches are

early work has not found any fraud or error? investigated.

13. Where the number of high-risk matches is Yes, all reported No
very low, are we adequately considering the matches ae

medium and low-risk matches before we cease investigated.
our follow-up work?

14. Overall, are we deploying appropriate Yes, governance is a
resources on managing the NFl exercise? priority.

Recordingandreporting

15. Are we recording outcomes properly in the Yes No
secure website and keeping it
up to date?

16. Do staff use the online training modules and No

guidance on the secure website, and do they
consult the Cabinet Office NFl team if they are
unsure

about how to record outcomes (to be
encouraged)?

No

17. If, out of preference, we record so a
outcomes outside the secure website, e
made arrangements to inform Au lan
and the Cabinet Office NFl tea out
outcomes?
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Suggestions forimproving efficiency and
effectiveness

7. Audit Scotland continues to encourage organisations to review and
investigate NFI matches efficiently and effectively. This enables them to
make better use of their limited resources.

How to work more efficiently

Use the NFI software efficiently
features of the web application and good practi
the guidance notes and watching the online
before they begin work on the matc

Act upon the matches that Key Contacts should schedule st
are time critical, to identify critical matches, such as housing
overpayments at an early stage dealt with as soon as they are rec

Coordinate investigations across Key Contacts should coorfiigate investigations across internal
internal departments to avoid departments and, for exa
duplication of effort or delays in  single person discount
identifying overpayments ensure all relevant i cfioned.

Only spend time looking Use the t
at matches that meetlocal

fraud risks

b application, such as the filter
taghalysis software, to help prioritise
the highest risk.

back to see which reports in a previous
outcomes.

2 time and free up staff for the most important

Respond to enquiries from gther eb application shows the number of shared comments
organisations that take paffin ch require a response (Outstanding Actions). These

the NFI promptly responses should be prioritised if they relate to an ongoing
investigation so that it can be progressed promptly.

Addressdataquali Review the quality of the data supplied before the next

highlighted wj exercise as external providers normally have to phase in
application D@ta Qudlity Module  changes to extraction processes. Better data quality will
Flgxercise improve the quality of resulting matches.

eefraud Develop capability and capacity to punish fraudsters, ensuring
nd the use of that investigations are not abandoned if the individual resigns,
leaves the property etc. Seek, through collaborating with law
enforcement and the courts, the recovery of defrauded funds.

Source: Adapted from the Cabinet Office NFI web app

Vv/AUDITSCOTLAND

Audit Scotland, 4th Floor, 102 West Port, Edinburgh EH3 9DN
T: 0131 625 1500 E: info@audit.scot
www.audit.scot



mailto:info@audit.scot
http://www.audit.scot/

The National Fraud
Initiative Iin
Scotland 2024 Q*

v/AUDIT SCOTLAND
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direction of Cornilius

Chikwama.
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Key messages

fraud using the National Fraud Initiative (NFI) n
important to public sector financial managem@nt as fublic bodies
continue to recover from Covid-19 and to deal Wi e impact of
the cost-of-living crisis.

NFI| savings and outcomes have inc £14.9 million

in 2020/21 to £21.5 million in 22@it InCreases across

most data match areas. Ho x wigs from council tax single

person discounts are slight and additional outcomes

In some areas are attrib t changes in estimation

methodologies. O rﬁ( o1 clear whether underlying levels
of fraud have incre\& e 2020/21.

3 NFI governanc&@nd f@llow-up arrangements remained sound

bodies over the period covered by the

. However, when compared to previous

er bodies have been assessed by their auditors as

atisfactory arrangements, and there remains scope
me& bodies to follow up on data matches more effectively.
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Recommendations

follow-up activities in an efficient and effective manner, i
local priorities.

Participating bodies should: *
e Ensure that an appropriate level of resource is available to IQ
[

e Use the NFI Self-Appraisal Checklist as part of pla@ning fQ§ the 2024/25

exercise.
e Put in place arrangements for monitoring f, -up activity, and where
it is necessary seek to understand reason or nil outcomes.



1. Introduction

1. Introduction

The proactive detection and prevention of fraud using the
National Fraud Initiative (NFI) remains vitally important to
public sector financial management as public bodies
continue to recover from the Covid-19 pandemic and t
with the impact of the cost-of-living crisis.

1. Fraud against the public sector costs the taxpayer and can undermine
both confidence in government and the delivery of public services.

The National Fraud Initiative (NFI) is a proactive data matching exercise
designed to identify and prevent fraud. It remains vitally important during
a time of ongoing financial pressure as public bodies continue tO%gcover
from the Covid-19 pandemic and to deal with the impact of the f-
living crisis.

2. The Public Sector Fraud Authority (PSFA) oversees t ©

the UK, and Audit Scotland leads the exercise in orklBg with a
range of Scottish public bodies and their exter Fl takes
place every two years, and this report considers t es from the
2022/23 exercise.

Statutory basis for NFI

3. We carry out the NFI undergewe uced by the Criminal

; and incorporated in Part 2A
of the Public Finance and # ability (Scotland) Act 2000. It is
important for all parti Y@ledRhat this exercise is properly controlled,
and that data is hand ordance with the law. The Audit Scotland
Code of Data )

legislation and @ontrol

overning the NFI data matching exercise.

tinWbodies

2/28, 110 public sector bodies in Scotland participated in
ubmitting data and following up on matches. The Scottish
ent also submitted data for another 17 central government
bodies who share their systems for payroll and/or creditors. Many
councils also submit payroll data for their Arm'’s-Length External
Organisations (ALEQs). Across the UK there are over 1,100 participating
bodies and data matching takes place across them all.



https://www.legislation.gov.uk/asp/2000/1/part/2A
https://www.legislation.gov.uk/asp/2000/1/part/2A
https://audit.scot/uploads/docs/um/as_code_data_matching_18.pdf
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Main data match areas in 2022/23

5. The main data match areas for the 2022/23 NF| exercise were:
e Payroll
¢ Creditor payments

e Council Tax (Single Person Discounts and Reduction Scheme
reliefs)

e Pensions A
e Housing Benefit
e Housing Tenancy and waiting lists O

¢ Blue Badges (disabled parking)

e Adult concessionary bus travel (new in 2022/23 exercise).

6. The 2022/23 NFI exercise matched new data from His Majes
Revenue and Customs (HMRC) using powers under the Digital Y
Act (2017).

7. Non-Domestic Rates Small Business Bonus Sclaeme
matching was postponed for the 2022/23 exergise'Que
NDR revaluation exercise in 2023. Results will bagep
2024/25 exercise.

Basis for reported outcomes

8. All monetary outcomes includ thisN@port are on a cash basis,
1

prior year totals have not bee LS eflect inflation or changes in
estimation methodologies siiCe a nts were originally reported. Details
of estimate methodologies uS@e can be found at Appendix.
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2. Overall outcomes

Overall outcomes from the NFI have increased from
£14.9 million in 2020/21 to £21.5 million in 2022/23.

Overall outcomes by type *
9. The value of outcomes from the NFI, recorded since our last report, Q

total £21.5 million (up from the £14.9 million in 2022). The cumulative
value of outcomes from the NFI in Scotland since participation started
in 2006/07 now stands at around £180 million. Exhibit 1 shows NFI
outcomes by type for 2022/23 and the previous three exercises.

Exhibit 1.

NFl outcomes by exercise and type, 2016/17 tq
Reported outcomes have increased to £21.5 milliog.d

£ million B Notional outcome

25 estimates: not directly
linked to actual
overpayments or
additional income, eg
blue badges, housing
tenancy and waiting lists

Forward savings
estimates: from
overpayments,
additional income and
prevented fraud

Actual savings:
overpayments and
additional income

/17 2018/19 2020/21 2022/23

ource:JAudit Scotland analysis of NFI outcomes

10. Increased outcomes reported in 2022/23 partly reflect improvement
in recording of results as bodies continue to recover from Covid-19. There
have also been changes to estimation methodologies which contribute to
higher outcomes in some areas (details of methodologies can be found
in the Appendix). It is not possible to extrapolate from these figures that
underlying levels of fraud have increased.



Outcomes by data match area

11. Most monetary outcomes from the NFI accrue to councils, the Scottish
Public Pensions Agency and the Department for \Work and Pensions (DVWP)
in the form of savings arising from council tax, pensions and housing
benefits matches.

12. Many participating bodies only submit payroll and creditors datasets
for matching, and this limits the monetary outcomes available to them.
However, overpayments associated with duplicate creditor payments and
payroll matches are not insignificant. NFI outcomes analysed by main data
match area, are shown for the last three exercises in Exhibit 2 (page 9).

N\
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Exhibit 2.

NFI outcomes by area and exercise
Most savings arise from Council Tax, Pensions and Housing Benefits matches.

Council Tax SPD NG . 2022/23
Blue Badges NG
Non-Domestic Rates Hll
Pensions N
Housing Benefit N NN
Housing Tenancy N
Council Tax Reduction Scheme NN

Housing waiting lists N O
Creditors NN
Concessionary Bus Travel I

Payroll |l
Care Home Payments

2020/21

Council Tax SPD NG

Blue Badges

Non-Domestic Rates [N

Pensions |

Housing Benefit NG

Housing Tenancy

Council Tax Reduction Scheme

Housing waiting lis

Creditor

Concessionary Bus Traxel
Payro

Care Home Pay ts

2018/19

e Badges NN

0 stic Rates

Pensions [ HINNN

ousing Benefit [ NG
Housing Tenancy |

Counail Tax Reduction Scheme Il
Housing waiting lists NN

PD I —
o)

Creditors N
Concessionary Bus Travel
Payroll |
Care Home Payments Hll
0 1 2 3 4 5 6
£ million
B Overpayments and M Forward savings B Notional outcome

additional income estimates estimates
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Notes:

1. Non-Domestic Rates Small Business Bonus Scheme data was first submitted for the 2020/21
exercise but did not form part of the 2022/23 exercise due to the revaluation exercise taking place
in 2023.

2. Care home payments have not been matched since 2018/19 due to legislative constraints.

3. Adult concessionary bus travel was a pilot exercise in 2020/21 and has been mainstreamed in
2022/23.

Source: Audit Scotland analysis of NFI outcomes

Wider benefits of NFI

13. The NFI also delivers benefits which are more difficult to quantify.
These include its fraud deterrent effect and the financial governance
assurance it provides to bodies where no issues are identified (Exhibit

Exhibit 3.

Non-monetary benefits of NFI

V

ssurance that Can identify where system
s are operating well improvements are required

Acts as a deterrent to
potential fraudsters

Source: Audit Scotla
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3. NFI delivery

NFI governance and follow-up arrangements remain sound
for most participating bodies. However, when compared to

previous exercises, appointed auditors assessed fewer
bodies as having fully satisfactory arrangements.

Auditor assessments O 2

14. NFI governance and follow-up arrangements remain sound for most
of the 110 bodies in Scotland that participated in the 2022/23 exercise.
However, several bodies have struggled with delivery and there gemains

some Sscope for in provement.
‘ @
S

15. We asked auditors to assess participating body NFI arrange
and rate them as Green (satisfactory), Amber (mostly adeg
Red (unsatisfactory). Auditor returns for 2022/23 i
number of amber and red ratings Exhibit 4 (page

follow-up activity. Participating bodies routi
adequate resources as the main reason
with follow-up activity.

17. Our NFI Self-Appraisal Checklist \ludeSPrequirements for
participating bodies to consi . Commitment and
Communication. The chec NFI key contacts and users
to consider potential ing < ts to the efficiency and effectiveness

of follow-up activity. aeklist can be found on our Counter Fraud
webpage and ha y, updated for the 2024/25 exercise.



https://audit.scot/uploads/docs/um/nfi_self_appraisal_checklist_24.pdf
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Exhibit 4.

Auditor assessments of NFI delivery arrangements
More bodies received amber and red assessments in 2022/23.

oo [ -
20202 | |
2022222 | |
s 2o1eo [

NHS 2020/21

NHS 2022/23

CG 2018/19

CG 2022/23 N
Colleges 2018/19 .I

10 20 30 40 50 60 70 80 90 100

Percentage

CG 2020/21

Colleges 2020/21

Colleges 20

ource;JAudit Scotland analysis of Auditor Returns
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18. Exhibit 5 shows the main determinants of successful NFI delivery that
participating bodies should be focusing on to strengthen their arrangements.

Exhibit 5.

NFI participation — main determinants of success
Successful delivery of NFI requires a clear commitment to a well-thought-out

approach that optimises the use of available resources to follow up matches
appropriately. Q
Leadership O

Effective

NFI delivery

Knowledge Resources

Source: Audit Scotland

e W work with bodies to support effective
ough its ongoing engagement activities.

19. Audit Scotland wi
and efficient delivery
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4. Specific match areas

NFI outcomes have increased in most data match areas in
2022/23. However, savings from council tax single person
discounts decreased slightly, and increases in some areas
are partly due to changes in estimation methodologie

Payroll

20. The number of payroll and multi-contract working frauds identified
as a result of the NFI has increased. There were 12 cases identified in
2022/23. This is the highest number since 2016/17, which is the last
exercise for which immigration data was matched. Overpayments and

case numbers for the 2022/23 exercise are shown alongside th88g for
the three previous exercises at Exhibit 6.

Exhibit 6.
Payroll outcomes and case number x@rcise

There has been an increase in the level ofide i din 2022/23.

®
[ 13 12

8
3
® Number of cases
2016/17 018/ 2020/21 2022/23
£ thousand
£100,000
£27,000

B Notional outcomes

£20,000
E—
—

2016/17 2018/19 2020/21 2022/23

Note. Notional outcomes of £5,685 per case are allocated where staff resign or have been
dismissed (Appendix).

B Overpayments

Source: NFI management information




Creditor payments

21. Participating bodies submit details of payments made to people or
organisations supplying them with goods and services. Data is matched
by the NFI to identify potential duplicate payments. Bodies identifying
duplicate payments often refresh procedures and tighten controls to
reduce future risk.

22. In 2022/23 outcomes worth £0.75 million were identified from 146
duplicate payments across 31 bodies. This is broadly in line with previous
exercises as shown in Exhibit 7.

Exhibit 7.

4. Specific match areas

Duplicate creditor payment savings and case numbegs by NFlexercise

£0.75 million of recoverable duplicate creditor payments was i

Q 170 168

150 147

130

2016/17 2018/1 2022/23
£ million \

1.2
£1.1m

£0.75m

£0.5m

2016/17 2018/19 2020/21 2022/23

Source: NFI management information

2022/23.

® Number of duplicate
payments

B Overpayments

15



Adult Concessionary Bus Travel

23. Following a successful pilot exercise in 2020/21, adult concessionary
bus travel mortality screening was rolled out to councils in 2023. The
National Entitlement Card Project Office, working in partnership with
councils, submitted details of all live travel passes for matching.

24. The NFI identified 99,600 travel passes that belonged to holders who
had died. Transport Scotland was able to check usage of these passes
and identified that 1,075 had been used after the date of death.

25. The full fare value of fraudulent bus trips associated with these
passes amounted to £0.31 million, with a cost to Transport Scotland of
around £0.18 million, based on the applicable reimbursement rates to
bus companies.

26. The cancellation of these passes will prevent future fraudulegt use

with an estimated value of £0.45 million (based on £420 per trav8lgpass
used fraudulently, see Appendix (page 26). The resultant savi
Transport Scotland is estimated at around £0.25 million based Qh
reimbursement rates.!

Council Tax Single Person Discounts

27. People living on their own, or in some ¢ ults who can
be ‘disregarded’, are eligible for a 25 per person discount
(SPD) on their annual council tax bill. T, affes SPD recipients to
the electoral register and to othe to identify where other adult

residents have not been declared jons, have subsequently

forward projection of annual savings
for two years, in line abinet Office methodology, equates to an
additional £2.7 n. amounts are shown together and alongside
savings for thef@reviod8 three exercises in Exhibit 8 (page 17).

cils recorded NFI activity in relation to SPDs, as more
aking use of third party providers for data matching
Seven councils using third-party providers now record no

1 Total outcomes for this area (Exhibit 2) includes a notional amount
of £0.91 million relating to the pilot exercise in 2020/21 (based on the
Cabinet Office methodology at the time which applied £550 to each
travel pass cancelled).

4. Specific match areas | 16
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Exhibit 8.

Council Tax SPD savings and case numbers by NFI exercise
Case numbers and savings from single person discounts decreased in 2022/23.

Thousand
6
z 4,846 4,588
3,720 3,419
3
0 O Lase nurQ
2016/17 2018/19 2020/21 2022/23
£ million

6

B Forward savings estimate

M Discounts removed
2020/21

2022/23

Th& NFI matches CTRS data to other datasets, such as payroll
ions, for example, to identify undeclared income.

31. In 2022/23, additional council tax income of £0.92 million was
identified because of follow-up on NFI matches (up from £0.65 million
in 2020/21). Savings and case numbers are shown alongside those from
the previous three NFI exercises in Exhibit 9 (page 18).
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32. Actual additional income from the removal of council tax reductions
has increased, as have forward savings estimates. The forward savings
estimate methodology has, however, changed with savings now based
on 33 weeks, compared to the 21 weeks previously used.

Exhibit 9.
Council Tax Reduction Scheme savings and case numbers by NFIl exerc
Total potential savings from CTRS have increased to £0.92 million in 2022/23Q
@® 500 O

[ 772

400

395
280
115

0 Case numbers
2016/17 2018/19 2020/21

£ million

1.0 0.92m

B Forward savings estimate
B Reductions removed

2020/21 2022/23

Sourc8@INFI'fhanagement information

33. Only 18 councils identified savings from CTRS, with most savings
arising from matches to pensions (around 40 per cent) and payroll (around
30 per cent), where income had not been declared.
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Housing Benefits

34. Housing benefits (HB) help people on low incomes pay their rent.
HBs in payment continues to decrease as more benefit recipients move
on to universal credit.

35. The DWP's Verify Earnings and Pensions alerts service has also
impacted HB savings from NFI as alerts are sent directly to councils for

investigation, allowing them to follow up outside the NFI process. We no
longer match HB to payroll and pension as part of the NFI.
36. There has, however, been an increase In reported savings in

2022/23 due to the inclusion of late DVWP savings from the 2020/21

exercise which was affected by Covid-19. Exhibit 10 shows the HB

overpayments and forward savings reported for the current and previou
three NFI exercises.

Exhibit 10.

Housing Benefit savings by NFI exercise
2022/23 includes significant late DWP sayings fr el2020/21 exercise.

£ million

3.0

£2.2m

£1.2m

B Forward savings estimate
B Overpayments

016/17 2018/19

2020/21 2022/23

" NFI management information

37. HB matches involving suspected fraud are referred to the DVWP for
investigation and resultant savings are not attributed back to councils.

In 2022/23 almost £2 million of savings arose from these referrals. £0.2
million of savings was identified locally by 17 councils, largely from the
follow-up of matches to student loans.
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Pensions

38. The NFl is an efficient and effective way for the Scottish Public
Pensions Agency (SPPA) and councils that administer pensions to check
that they are only paying pensions to people who are alive.

39. The follow-up of matches has led to the identification of actual
overpayments of £0.5 million as at 31 March 2024, with projected

forward savings amounting to a further £5.1 million. These savings are
shown along with those reported for previous exercises in Exhibit 11. Q

Exhibit 11.

Pensions savings by NFl exercise
Follow-up activity and recording of outcomes in 2020/21 was iRpacted @y Covid 19.

£ million

B Estimated forward savings

m B Actual overpayments
2022/23

Source: a nt information

avings are estimated based on a potential payment period
ate overpayments are identified until the date the deceased

r would have reached the age of 85 (consistent with actuarial
assumptions used to value public sector pension schemes).

41. In 2022/23 we have seen improved follow-up of pensions matches.
However, not all overpayments identified had been recorded by 31 March
2024. Late savings will be reported as part of the 2024/25 exercise as

a result.
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Blue Badges

42. The Blue Badge scheme allows individuals with mobility problems

to park for free at on-street parking meters, in ‘pay and display’ bays, in
designated Blue Badge spaces, and on single or double yellow lines in
certain circumstances. Badges are sometimes used by unauthorised
persons after the badge holder has died. Not only is this an offence under
the Disabled Persons’ Parking Badges (Scotland) Act 2014, but it may also

result in parking spaces being denied to people who legitimately use the
Blue Badge scheme. Q

43. The NFI matches Blue Badges issued to records of deaths, enabling
badges to be cancelled. The number of badges cancelled in 2022/23 has
gone up to 5,140, as shown at Exhibit 12.

Exhibit 12.

Blue Badges outcomes and case numbers by xercise

There have been higher levels of recorded cancellatio /23 than for
recent exercises.

Thousand
t 6 5,14
(!f\ 4,505 -
3,215
3
0 ® Badges cancelled
2016/17 01 2020/21 2022/23
£ million

4.0

£3.3m

B Notional outcomes
2016/17 2018/19 2020/21 2022/23

Source: NFI management information
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44. The increased number of cancellations, together with a new estimate
multiplier, has resulted in a higher notional outcome value. The Cabinet
Office estimation methodology now applies £650 per badge cancelled
(compared to £575 per badge in 2020/21).

Housing Tenancy

45. \With reported housing shortages and high levels of homelessness,
tenancy fraud is increasingly an issue for councils. Where fraudulent
subletting exists, it means that properties are not available to house
people who are in most need and this can be costly to councils.

46. The NFI uses council housing tenancy data to identify possible cases
where tenants may have sublet their property. It also helps identify cas

where the tenant has died, and the property is either empty or has othe
individuals living in it.

exercises are shown at Exhibit 13 (page 23).

48. Notional outcomes of £78,300 are allocated p&@RroP@ity recovered
(£93,000 in 2020/21). This is based on an ayéfad@afoMyear fraudulent
tenancy and includes estimated costs of te % accommodation for
genuine applicants; legal costs to recox@r prope e-let cost; and rent
foregone during the void period eSlenancies.

49. In addition to recovery of i | has enabled several councils
to update tenancy details re thalg has been legitimate succession
following a bereaveme
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Exhibit 13.

Housing Tenancy outcomes and case numbers by NFI exercise
Tenancies recovered as a result of NFl have remained in double figures in 2022/23.

12
0 1o m
6
2
® Tena @ ‘o)

1

2016/17 2018/19 2020/21 2022/23

£ million

1.00

0.50
£0.19m

0.00 - B Notional outcomes
2016/17 201 2022/23

Source: NFI management if@rm

51. In 2022/23 we have seen an increase in the number of applicants
removed from waiting lists as a result of NFI. Notional outcomes have
also increased as shown in Exhibit 14 (page 24).
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Exhibit 14.

Housing Waiting List outcomes and case numbers by NFl exercise
More applicants have been removed from the waiting list in 2022/23 than in
previous exercises.

% =00
187

150 9V

® Appli moved

0 from Waiting list
2016/17 2018/19 2020/21 2022/23

£ million

14

0.8

0.0 M Notional outcomes

43/19 2020/21 2022/23

t information

Source: NFI m@hage

utcomes are attributed to applicants removed from the

t on the basis that social housing could have been allocated
iately. The estimation methodology allocates £4,283 per case

d from the waiting list (an increase from £3,240 per application in
2020/21).
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5. Pilot exercises and future
developments

Social Security Scotland took part in a pilot data-matching
exercise which identified limited fraud and error. We

are also exploring the possibility of involving wider

public sector bodies in the 2024/25 NFI exercise o
voluntary basis.

Social Security Scotland — benefits pilot 2022

53. In 2022 a pilot exercise was undertaken with Social Securit
(SSS) to identify any instances where claimants received suppd
were not residing in Scotland, or where claimants appear
benefits more than once (eg, from more than one Scottj s). The
pilot exercise included payments made in the tred8mo eriQ@l from
April to June 2021.

54. Around 45,000 lines of data relating to @ a nts were

submitted for matching, resulting in the jde of 367 claimants
who appeared to be residing outyith tla olfovving review and
corroboration of addresses by S e ere just 17 cases where
@)
u

claimants were not entitled to be aid benefits of £16,450
were identified, a further £2 0 e been paid out in relation to
these claims, over the rem g ellgilility periods.

f fRdud and error, the number and value
icient to justify the inclusion of this match

. Thglé are potential benefits from expanding the NFI to include

ublic sector bodies in Scotland. We invited Scottish housing

associations and universities to participate in the 2024/25 NFl on a
voluntary pilot basis.

57. While no universities have volunteered for participation, we are
working with several interested housing associations. At this time, it is
unclear how many of those interested will actually participate.
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Appendix

Estimated outcomes methodologies

monetary value can be recovered

The NFI uses the term ‘outcomes’ to refer to the financial value of fraud,
error and overpayment that can be attributed to NFI data matching. In
some cases NFI| outcomes include an estimated element which seeks
to capture:

In some cases NFI outcomes include an estimated
element for forward savings or for where no Q

match, in instances where no monetary value can be rec
such as the value of recovering a property from a te
outcome estimates’ in our report.
¢ The value of any future losses that may ha

intervention as a result of an NFI match

a fraudulent or erroneous housing
these ‘forward savings’ in Qur r

e the policy

e any regiofial varidices that may result in the generation of estimate
ecific to a region or area

ere possible with relevant estimated savings
ologies used in other central government departments.

Il metl@®dologies are reviewed prior to the start of each new NFI
. Any changes are reviewed by the Cabinet Office NFI

Governance Board and approved by the Cabinet Office Fraud Prevention
Panel. This panel consists of cross government counter fraud experts
(including representatives from DWP, HMRC, NHS, MOD, BEIS, DFID,
NAOQO, etc.) who review and challenge, where necessary, methodologies
for calculating the estimated value of fraud prevention initiatives across
government departments.



Appendix | 27

Once approved, these methodologies are built into the NFI web
application to enable the estimated outcomes element to be
automatically generated.

A summary of the outcomes methodology calculations applied to NFI
datasets is set out in the following table:

Basis of calculation of forward savings and
Data match estimated outcomes

Council tax single
person discount

multiplied by two years.

Council tax Forward savings — \Weekly change in
reduction scheme multiplied by 33 weeks (increased from in 2020/21).
Housing benefit Forward savings — \Weekly b duction multiplied by

21 weeks.

sion multiplied by the number of
have reached the age of 85.

Pensions Forward savings — A
years until the p&lsio

,300 per property recovered, based
raudulent tenancy. Includes: temporary
br genuine applicants; legal costs to recover

Housing Tenancy

outcomes — £4,283 for each case based on the annual
ated cost of housing a family in temporary accommaodation,
the duration a fraud may continue undetected and the likelihood a
waiting list applicant would be provided a property (increased from
£3,240 in 2020/21).

Housing waiting lists

Blue Badge Notional outcomes — Number of badge holders confirmed
as having died multiplied by £650 to reflect lost parking and
congestion charge revenue (increased from £575 in 2020/21).

Cong@ssiohary bus travel Forward savings — Number of bus passes used fraudulently
multiplied by £420. Based on average fraudulent use and
reflecting two years forward use.

Payroll Notional outcomes — £5,685 for each employee dismissed or
resigns as a result of NFI matching. (up from £5000 in 2020/21).
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1. Introduction A * Wb@

We conduct our activity within the overarching framework of the Institute of Internal Auditors, Definition terpg! Auditing, Code of Ethics and International Standards
for the Professional Practice of Internal Auditing, together with the UK Public Sector Internal Audi§Standards, introduced in April 2013.

The prime responsibility of the Internal Audit Service (IAS) is to provide the College’s Audit Committee, t ipd
an objective assessment of the adequacy and effectiveness of management's internal control systems.

er Senior Management of the College, with

In line with these Standards, we have developed a robust quality assurance process to ensure tha
standard. Quality assurance activity includes interim reviews during the internal audit proce
stakeholders. We actively seek to improve the services we deliver through a programme g @
piloting new ways of working.

of our activities and reports are of a high and consistent
ensive final review before reports are issued to clients and other
g, networking and engagement with internal peers, as well as by

We had an extensive external assessment undertaken against these standards in N 2023. The assessment was undertaken by the Chartered Institute of Internal
Auditors who concluded:

"We are pleased to report that the the Wbg Services LLP (formerly Wyli i Internal Audit Department conforms with the Standards, as well as the Definition
of Internal Auditing, Core Principles and the Code of Ethics, which fi andatory elements of the Public Sector Internal Audit Standards (PSIAS) and the Institute
of Internal Auditors' International Professional Practices Framework globally recognised standard of quality in Internal Auditing”.

The Chartered Institute of Internal Auditors also highlighted ougftom ce with all 64 standards of the IPPF.

This Annual Report should be considered by Audit Commi @ or 1@ the Committee submitting their annual report to the Board.




Overall Opinion

We are satisfied that sufficient internal audit work has been undertaken to allow us to draw a conclusia
management, control and governance processes.

In our opinion, Forth Valley College did have adequate and effective risk management, contro € processes to manage its achievement of the
College’s objectives at the time of our audit work. In our opinion, the College has proper arranggiignts to promote and secure value for money. We would however
highlight that we provided a weak level of assurance surrounding the Strategic Planning Revie paterial weaknesses being highlighted in monitoring progress

against the Strategic Plan.

Our fieldwork was carried out between September 2023 and June 2024, and we h

deffaken any further internal audit assignments at the time of this
report.

The overall findings and conclusion of each report are highlighted in Section 3. As c

en from the summary in Section 3 all areas included in the Operational
Plan for 2023/24 have been completed with the exception of the Fraud Awarg

which has been postponed until 2024/25.
In forming our opinion, we have carried out the following work:
| A review and appraisal of financial and other controls operated he @allege;

| A review of the established policies and procedures adop ege;

| An assessment of whether or not the internal controlsgaug r le as a basis for producing the financial accounts;

| A review of accounting and other information provid @ anagement for decision making;
|  Compliance and substantive audit testing whelfe appgpfiate; and

| A review of the College’s procedures in ote and secure value for money.

The analysis of performance indicator th@internal audit work carried out in the year is included at section 5.




2. Executive Summary (conti $ Wb@

Basis of Opinion

As the Head of Internal Audit at Forth Valley College we are required to provide the Audit Committee

ith an opilion on the adequacy and effectiveness of the College’s
risk management, control and governance processes.

In giving our opinion, it should be noted that assurance can never be absolute. The most that an provi
are no major weaknesses in the College’s risk management, control and governance processes,

o the Audit Committee is reasonable assurance that there

In assessing the level of assurance given, we have considered:

| All audits undertaken during the year ended 31 July 2024;
| Any follow-up action taken in respect of audits from previous periods; \

| Any significant recommendations not accepted by management and th risks;

| The effects of any significant changes in the College’s objectives or
| Any limitations which may have been placed on the scope of int€nalNaudit;
| Matters arising from previous reports to the Audit Commi

|  The extent to which resource constraints may impinge on Hedd of Internal Audit’s ability to meet the full audit needs of the College;

| What proportion of the College’s audit need has be ed'to date; and

|  The outcomes of our quality assurance proc




3. Audit Findings A ng
N

Summary of Work Undertaken

The following table summarises the audit work undertaken in 2023/24. The grading structike usedh our reports can be found in Appendix A.

Planned Actual . High Priority Medium Priority Low Priority
Status Overall Conclusion e . .
Days DEWS Recommendations Recommendations Recommendations

Credits 5 5 Complete n/a ‘:‘

n/g ‘
)

SSF 4 4 Complete

EMA 3 3 Complete

Estates Management —

Maintenance > > Complete i i 2
Overall Financial
Controls 5 5 Completey - - 1
Strategic Planning 4 4 Co @ 1 1 -
New HR/Payroll 5 5 ComuNets ) i
System

Total C/F
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Summary of Work Undertaken (continued)

Planned Actual . digh Priority Medium Priority Low Priority
Days DENWS S 2l Crudl e Recommendations Recommendations Recommendations

Total b/f

Fraud Awareness 4 - Postponed

Follow up 2 2 Complete

Audit Management 5 5 -

Total 42 38 -

* There are 2 partially implemented recommendations a

ing recommendation relating to the Follow Up.




3. Audit Findings

HIGH PRIORITY RECOMMENDATION

Progress against the
Strategic Plan.
Strategic Planning

The following high priority recommendation was raised during the year.

Finding

Original Finding
An organisation should report on its progress against the s
objectives set out within its Strategic Plan. This should b
assessing the progress of the objectives underpinning the
Our review found that the College is unable to assess
meeting its strategic objectives, and Strategic Plan, asf§
College’ s objectives are not measurable to enabl
progress.

There is a risk that without assessing its
severely underperforming against its ohj
position, which could lead to it not deliv

ollege may be
ithout understanding its
on 1ts long-term objectives.

We recommend the College uses
SMART objectives to enable
monitoring, and that the progress
against these objectives is regularly
reported to the Board of Management.
This will require that each measure is:

S — Specific
M- Measurable
A — Achievable
R — Realistic

Management Response

The College acknowledges that the
current Strategic and Operational
plans not having measurable
objectives is a weakness. While there
is significant reporting at Board and
Committee levels on progress against
key metrics, we acknowledge that
this information is not easily
attributable to the Strategic Plan
objectives.




HIGH PRIORITY RECOMMENDATIONS

3. Audit Findings Q* ng
O

Finding Management Response

o The Principal and Senior Management|
A Team are currently planning a new
( Strategic Plan and corresponding
. Operational objectives, involving

significant internal and external
' shareholder consultation, and commit
to developing plan objectives that
are, wherever possible, quantitative.
A Strategic Plan dashboard showing
progress of Board approved metrics
will be presented as a standing item
at all Board meetings from academic

year 24/25.




4. Benchmarking A ng

We include for your reference comparative benchmarking data of the number and ranking of recommendagi aud®® of a similar nature in the previous
financial year.

Area

Credits
Average number of recommendations in similar audits -

Medium Total

High

L)

Recommendations at Forth Valley College -
Average number of recommendations in similar audits

Recommendations at Forth Valley College ‘

EMA ‘

Recommendations at Forth Valley College '.

Estates Management — Maintenance

Average number of recommendations in similar audits ‘ - 5 - 5
Overall Financial Controls

Average number of recommendations in similar audits - - 1 1
Recommendations at Forth Valley College ‘ - - 1 1

SSF —
4
Average number of recommendations in similar audits
Recommendations at Forth Valley College - - 2 2
Summary c/f

Average number of recommendations in simifar audits 6

9 O 99O

Recommendations at Forth Valley Colle




4. Benchmarking | A ng

r‘au of a similar nature in the previous

Low Total

We include for your reference comparative benchmarking data of the number and ranking of recommend
financial year.

Summary b/f

Average number of recommendations in similar audits 6 (\
Recommendations at Forth Valley College -

Strategic Planning

Average number of recommendations in similar audits - 2 2 &~
Recommendations at Forth Valley College 1 - 2 -_>
Average number of recommendations in similar audits 6 11 (\
Recommendations at Forth Valley College 1 5

As noted above, Forth Valley College has a | of recommendations in comparison with the colleges it has been benchmarked against.
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We have set out below in graphical format an analysis of the Benchmarking totals by grade of recommedation m

Benchmarking

12

10 Total

Low

Medium

o N b~ OO @

Average number of
recommendations in

L . EHigh ®Medium ®low ®=Total
similar audits

As noted above, Forth Valley Colle umber of recommendations in comparison with the Colleges it has been benchmarked against.



Performance Indicator Actual

Internal audit days completed in line with agreed timetable and days allocation 100% 100%

Draft scopes provided no later than 10 working days before the internal audit start date and fi
no later than 5 working days before each start date

Draft reports issued within 10 working days of exit meeting @ 100% 100%
f

100% 100%

Management provide responses to draft reports within 15 working days of re 100% 50%%*

tfeports

Final reports issued within 5 working days of receipt of management re 100% 100%
Recommendations accepted by management 100% 100%
Draft annual internal audit report to be provided by 31 Augu 100% 100%
Attendance at Audit Committee meetings by a senior mg @ 100% 100%
Suitably experienced staff used on all assignment 100% 100%

* Management responses for the Payroll

sk agement & Follow up reviews were received 15 days after receipt of the draft reports.
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A. Grading Structure * Wb@
AN

For each area of review, we assign a level of assurance in accordance with the following classification:

Assurance Classification

Substantial

Weak j irgto be addressed immediately

No or very limited controls in place leaving the system open ifica@wt error or abuse, recommendations made require to be implemented
immediately

For each recommendation, we make we assign a grading either as High diu w priority depending upon the degree of risk assessed as outlined below:

Assurance Classification

Major weakness that weieg er needs to be brought to the attention of the Audit Committee and addressed by Senior
Management of Fort @ olfege as a matter of urgency

Medium risk Significant issugfor weg s which should be addressed by Forth Valley College as soon as possible

High risk

Low risk

ess reported where management may wish to consider our recommendation
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The matters raised in this report came to our attention during the course of our audit t neessarily a comprehensive statement of all weaknesses that exist or all improvements that

might be made.

This report has been prepared solely for Forth Valley College’s individual use hou oted in whole or in part without prior written consent. No responsibility to any third party is
accepted as the report has not been prepared, and is not intended, for i ty.

with'management and work performed by internal audit should not be relied upon to identify all system
| circumstances of fraud or irregularity should there be any although our audit procedures are designed so
ound system of control may not be proof against collusive fraud. Internal audit procedures are designed to focus

We emphasise that the responsibility for a sound system of internal
weaknesses that may exist. Neither should internal audit be relie
that any material irregularity has a reasonable probability of di
on areas that are considered to be of greatest risk and significan

Wylie
BlSS ]



1 EXECUTIVE SUMMARY "N W

Overview

Purpose of review

We reviewed the suitability of the new HR/Payroll system, iTrent, to ensure that it was opera as expected and was being used to its
capabilities. Our review tested whether the system is delivering the perceived benefits expecte system.

This review formed part of our 2023/24 Annual Internal Audit Plan.

Scope of review

Our objectives for this review were to ensure:

» The new HR/Payroll system is fit for purpose and operating in li it pectations and good practice.

» Data has been accurately transferred from the previous s

» Sufficient training has been provided to those sgaff will b ng the system.
» Appropriate controls have been put in place th stem and these are being adhered to by staff.

» The perceived benefits from the new systeMiare beifg realised.

Our approach to this assignment took th @ discussion with relevant staff, review of documentation and where appropriate sample
testing.

Limitation of scope
There was no limitation o@
r. ®
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1 EXECUTIVE SUMMARY "N W

Background

Business Case
In February 2022 a Business Case was presented to the College’s Senior Management Team
Payroll System to replace the College’s previous unintegrated HR and Payroll Systems. The B
system and our review assessed performance against these benefits.

roposal for a new integrated HR and
utlined seven key benefits of a new

Benefits as per the Business Case.

Ensuring all the (HR and Payroll) tools are held in one centralised system.

Eliminates the risk of errors with seamless dataflow between HR and i ad Payroll system, therefore there are no gaps/manual entry required
payroll.

Optimising the recruitment process; reducing time to hire, ensuring the i 3 nent and on-boarding modules, however these are yet to be implemented (July
College does not miss out on the best applicants. ; e dedicated modules are intended to optimise the recruitment process via

Roll out consistent best practice across the College and have access to cl
and easy to use absence dashboards and reporting tools and cal
pay correctly.

he College has developed a suite of HR Reports using PowerBi which is becoming the College’s
default reporting tool via iTrent.

Provide management information data in real-time and will j
reporting tools which are uncomplicated and enable intellig
analytics.

A single sign-on for staff so that staff no longer hag o a different |Staff were granted single sign on including two factor authentication.
system to get access to their payslips.

Produce a journal for the budgeting and forecasting\system and will provide[iTrent will produce a journal for the College’s budgeting and forecasting system (SunSystems)
real time information to allow reliab andforecasting to be made.[without the need to manipulate data and provides real time information, however these reports
are yet to be developed at the time of our review.

, ]



1 EXECUTIVE SUMMARY _—

Procurement Process
The College tendered for the new HR and Payroll System in 2022 and selected its final 3 bidders ssé . gainst the pre-defined
criteria with the following outcome:

» MHR International — 85%.
> Zellis UK Limited — 79.31%.
» Iris Capital Limited — 72.22%.

iTrent
The College selected the iTrent System, provided by MHR International, integra ayroll software. The move to an integrated system
like iTrent yields several benefits including: removing duplication of informatj e likelihood of manual error, removing the
requirement to manually calculate payroll and other benefits to improvéthe geslinternal processes.

Data Transfer

Data is being transferred on a module per module basis with data
method of transferring data shows the successful data transferga lights any errors enabling MHR International and the College to
understand what data has not yet been successfully transfe ) e of our fieldwork the College had not yet implemented all available
modules within iTrent, with the recruitment and on-lea modulesstill to be implemented.

red from the old system to iTrent by MHR International. The

Training
Training was provided to the iTrent systems sup members of staff at the College through a variety of methods. Our review found
that superusers attended 11 days of iTrent trai held by MHR International on key areas of the system such as: addition

11e
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Access Rights
iTrent enables differing access rights to be assigned to users based on their role profile with the
and remove access. All employees are assigned "'Employee Self-Service" access to enable the
review found the following access rights and employees within each group:

Employee Self-Service - 543 members of staff.

FVCFE - Recruitment Administrator - 2 members of staff.
Health & Safety — 3 members of staff.

HR Administrator - 9 members of staff.

Payroll Cleardown - 1 member of staff.

Payroll Manager - 4 members of staff.

People Manager - 41 members of staff.

Recruitment Manager - 3 members of staff.

System Administrator -1 member of staff.

System Administrator (full links) - 3 members of staff.

VVVVVVVVVY
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1 EXECUTIVE SUMMARY n. ‘ew or. 2w HR/Payroll System

Work Undertaken
Our work undertaken for this review included the following:
Objective 1: The new HR/Payroll system is fit for purpose and operating in line with expect@lions and $od practice.

onfirm t requirements were defined.
red supplier was selected against pre-defined system

» We reviewed the College’s Business Case and Procurement documentation t
» We reviewed the results of the College’s tender process to confirm that the pr
criteria.

Objective 2: Data has been accurately transferred from the previous system

» We discussed with staff to assess the method for transferring
» We reviewed the results of 3 data moves from the previous‘Syste identify the success rate.

Objective 3: Sufficient training has been provided to those staff e Wing the system.

» We reviewed the training content to confirm that sta ded with information on how to use the iTrent system.

Objective 4: Appropriate controls have been put in r the system and these are being adhered to by staff.

» We reviewed the list of iTrent user profiles within ge, to confirm that access rights varies depending on the role.

Objective 5: The perceived benefits from the are being realised.

» We spoke with staff and confirme, view of the systems benefits has not yet been completed. Please refer to Section 3 —

Observations for information.

;Wylieoo
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n. ‘ew or, 2w HR/Payroll System

Conclusion

Overall Conclusion: Strong

Following our review, we can provide a strong level of assurance surrounding the suitability ofith
identified no recommendations and 2 observations for improvement.

R/Payroll System. We have

Summary of recommendations ‘
Grading of recommendations
High ‘ viedium Low Total
Review of New HR/Payroll System 0 ‘ 0 0 0
As can be seen from the above table there were no r meRgdations made.

" Wylie
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n. ‘ew or. 2w HR/Payroll System

Areas of good practice

The intended benefits of the new HR and Payroll System were set out in the te
made known to those tendering.

ess with the specific benefits being

2. The iTrent System was selected following a tendering process that sc ential suppliers against a pre-defined list of
requirements.

3. The success rates of the first attempt of three previous data mi S e following areas (employee self-service, contact
details and security) were:
» 574 success v 33 exceptions (95.6%).
» 1990 successes v 1 exceptions (99.9%).
» 85 successes v 11 exceptions (88.5%).

4. The College's Superusers attended 11 days of iT
such as: additional authorisation training, r it

5. From conducting interviews with 6 me
preferring it to its predecessor.

g rough a variety of methods including drop-in sessions, awareness sessions, E-Focus emails
and selected group ited to test the system.

. Wylie
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were provided with an

1 EXECUTIVE SUMMARY

The following is a list of areas where the College is operating effectively and following good practice.

9. For a sample of 3 Leadership Management Team minutes, February 2023 to Sefftember 20
update on the HR/Payroll project and discussed its benefits.

5 .1 4

10. For a log of changes within iTrent relating to bank details, payroll processing andiinformation attached to the month-end
payroll, we confirmed the staff making the changes had the appropriat&access rig

11. iTrent has removed the duplication of HR and Payroll information, w necessary under the HR and Payroll systems

previously used by the College.

12. Managers do not have to manually calculate their emp ve balance as this is automatically generated by iTrent.

, staff have been able to learn each module throughout
ach module.

13. Through implementing modules separately, as oppos
the implementation period and gain a greater und

&
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2 OBSERVATIONS

The following is a list of observations from our review

oject has not been produced.
There is an intention to produce this report in July, the report will then be presénted to the College’s Leadership Management

multiple systems previously used by the College to manage HR and pga\
intended to gain from a new integrated system.

hich was the underlying benefit the College had

2. We found there has been additional costs of £8,370, Fe
» £3,600 for additional consultancy days.

eptember 2023, comprised off:

more effective carried out externally as opposed to in-house.

é Wylie
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The table below details the actual dates for our fieldwork and the reporting on the audit area under reviei SCales set out below will

enable us to present our final report at the next Audit Committee meeting.

Audit stage

Fieldwork start

April 2024
Closing meeting 13 May 2024
Draft report issued 16 May 2024
Receipt of management responses 21 August 2024
Final report issued 21 August 2024
Audit Committee 5 September 2024
Number of audit days 5

é Wylie
B1sset
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Wylie & Bisset LLP

4 KEY PERSONNEL

Partner Graham Gillespie Partner

Director Stephen Pringle Director of Internal Au stephen.pringle@wyliebisset.com

Senior Colin McNeill Internal Audit Senior colin.mcneill@wyliebisset.com
A

Forth Valley College

Key Contact

James Aston

(@ on Systems Specialist James.Aston@forthvalley.ac.uk

Key Contact

Karina Buchanan

HRB ess Partner karina.buchanan@forthvalley.ac.uk

Wylie & Bisset appreciates
and co-operation.

the time provided by

é Wylie
B1sset
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ividuals involved in this review and would like to thank them for their assistance
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Strong

A GRADING STRUCTURE

Assurance

Classification

Forth Valley College

v ‘eW o1. W HR/Payroll System

Substantial | Controls largely satisfactory although some weaknesses identified, rec@mmendationsfor improvement made.

Weak

Controls unsatisfactory and major systems weaknesses identified tha

No

No or very limited controls in place leaving the system open to signifit
require to be implemented immediately.

or abuse, recommendations made

&

Wylie
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A GRADING STRUCTURE o ‘ew Oo1. *w HR/Payroll System

For each recommendation, we assign a grading either as High, Medium, or Low priority depending on thefdeg K assessed as outlined

Grading Classification

High Major weakness that we consider needs to be brought to theya
Senior Management of the College as a matter of urgency.

Medium Significant issue or weakness which should be addressed b

Low Minor issue or weakness reported where manageme

&
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B ASSIGNMENT PLAN e

Purpose of review

We will review the suitability of the new HR/Payroll system, iTrent, to ensure that it is operati pe
capabilities. Our review will test whether the system is delivering the perceived benefits expefted from

This review forms part of our 2023/24 Annual Internal Audit Plan.

Scope of review

Our objectives for this review are to ensure:

» The new HR/Payroll system is fit for purpose and operating in lingywith

» Data has been accurately transferred from the previous system:

@ g the system.

and these are being adhered to by staff.

» Sufficient training has been provided to those staff who wi
» Appropriate controls have been put in place over th W S
» The perceived benefits from the new system beiag realised.

Our approach to this assignment took the form iscussien with relevant staff, review of documentation and where appropriate sample
testing.

Limitation of scope
There is no limitation of scdpe.
‘Wylie
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B ASSIGNMENT PLAN e

Audit approach

Our approach to the review will be:

» Review of the new system’s functionality.

» Obtain evidence that data was successfully transferred from the old system to

» Obtain training materials and records to assess whether the content an ing was adequate.

» We shall discuss with staff to ascertain whether staff are adhe t within the new HR/Payroll system.
Potential key risks
The potential key risks associated with the area under revieW ar

» The new HR/Payroll system is not fit for purpos%perating in line with expectations and good practice.

» Data has not been accurately transferred t revious system.

» Sufficient training has not been pro t staff who will be using the system.

» Appropriate controls have no ace over the new system and these are not being adhered to by staff.

» The perceived benefits t ew system are not being realised.

W 1ie0
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Accoun tants, Business
& Tax Advisers

Forth Valley College

Internal Audit 2023/24
Follow Up ~eview

Overall Conclusion
+ May 2024 Substantial
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The matters raised in this report came to our attention during the co f O It and are not necessarily a comprehensive statement of all weaknesses that exist or all

improvements that might be made.

We emphasise that the responsibility for a sound syst i al control rests with management and work performed by internal audit should not be relied upon to identify all
system weaknesses that may exist. Neither should internal atidit be relied upon to identify all circumstances of fraud or irregularity should there be any although our audit
procedures are designed so that any material i a reasonable probability of discovery. Even sound systems of control may not be proof against collusive fraud.
Internal audit procedures are designed s that are considered to be of greatest risk and significance.
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Purpose of Review

The effectiveness of the internal control system may be compromised if management fails to implement agreed audil recommendations. Our follow up work provided the
Audit Committee with assurance that prior year recommendations are implemented within the expected ti cale

This assignment was part of the agreed 2023/24 Annual Internal Audit Plan for the College.

Scope of Review

Our objective for this review was to ensure:
+ The College has appropriately implemented any outstanding internal audit rec d s miade in prior years.

Our approach to this assignment took the form of discussion with relevant staff, revigiy of'@@cumentation and where appropriate sample testing.

N
)
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Conclusion

Overall Conclusion: Substantial

We can provide a substantial level of assurance that the College has endeavoured to implement |

nal audit recommendations made in 2022/23 and earlier years.
This is highlighted as 7 recommendations made have been fully implemented, 1 has not been i

ted, and 2 have been partially implemented.

Summary of Recommendations

Grading of Recommendations Hi Medium Low Total
Appendix A — Not Implemented Recommendations - 1 1
Appendix B- Partially Implemented Recommendations - 2 2
Fully Implemented Recommendations - - 7 7
We have not included fully implemented reco as an appendix, however details of these recommendations are available upon request.

+ May 2024 + Forth Valley College
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Summary of Recommendations by Grade

Not Implemented Partially Implemente Fully Implemented

OLow OMedium ®High OLow OMedium ®High OLow OMedium ®High
+ May 2024 \ ; + Forth Valley College




Wylie
+B¥ssetJ

1. Executive Summary

Implementation of Recommendations — Summary of Implementation

Percentage of Total

+ May 2024

AL A0S el Implgln?tented Imglaertialr?;ed > nted

Budgetary Control (May 2023) 3 1 - - 2

Freedom of Information (May 2023) 3 3

Follow Up (September 2023) 4 2

Total e !
100% 70%

+ Forth Valley College
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Breakdown of Recommendations by status of implementation, from 2022/23 al

Number of Recommendations

Budgetary Control f Information Follow-up

2
2

m Fully Implemented
m Partially Implemented
m Not Implemented

+ May 2024 + Forth Valley College
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The table below details the dates of our fieldwork and the reporting of the audit area under review.

L

Number of audit days planned

Audit Stage Date

Fieldwork start 6 May 2024
Closing meeting 10 May 2024
Draft report issued 16 May 2024

. 21 August 2024
Receipt of management responses
Final report issued 21 August 2024
Audit Committee 5 September 2024

2

+ May 2024

+ Forth Valley College
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We detail below our staff who undertook the review together with the College staff we spoke to during our g@vi

O

graham.gillespie @wyliebisset.com

stephen.pringle @wyliebisset.com

Wylie & Bisset LLP

Partner Graham Gillespie Partner

Director Stephen Pringle Director of Internal it
Auditor Colin McNeill Internal [

colin.mcneill@wyliebisset.com

Forth Valley College

Key contact

Stephen Jarvie

orpfrate Governance and Planning
icer

stephen.jarvie@forthvalley.ac.uk

Wylie & Bisset appreciates the time provided by all t

+ May 2024

uals involved in this review and would like to thank them for their assistance and co-operation.
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Not Implemented Recommendations

Budgets are controlled in accordance with the Financial Regulations and Procedures, Budgetary

Original Finding

and implementing proposed changes over the longer term, the Scottish Government and the SFC
long term, and the funding available to deliver them".

As noted above, the College does not currently have a specific Finance Strategy
financial planning. The FFR is based on assumptions provided to the college sector,
these assumptions do not align with the College’s own assumptions (although
assumptions, with no staff reductions made).
financial plans moving forward.

Original Recommendation

long term financial sustainability.

as". Audit Scotland recognised that "to support colleges in planning for
larify expectations and priorities for the sector for the medium and

document in place, and the FFR is the main tool utilized by the College for
e SFC had instructed much achieve a balanced adjusted operating position, and
the College also prepared forecasts based on the Finance Directors Network

The Director of Finance advised that the FFR will be moving from fiv ear forecasts, and therefore it will be important for the College to develop separate medium-term

The College should develop realistic medium-term financial plan d forecasts to supplement the annual FFR and help to identify and mitigate emerging risks to its medium to

+ May 2024 + Forth Valley College
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Not Implemented Recommendations

Ref Finding from our 2023/24 Follow Up

Grade

1 Financial Plans have not been developed due to the late
announcement of indicative funding levels for this year.

Low

iginal recommendation.

Management Response

Responsibility and Implementation Date

3 year financial plan will be developed following Board of Management approval
in September 24 of the 2024/25 Budget and efficiency plans for 25/26.

)

Responsible Officer: Senga McKerr
Implementation Date: March 2025

+ May 2024 + Forth Valley College
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Partially Implemented Recommendations ‘

IT Network Arrangements/Cyber Security, Follow Up, September 2023

Original Recommendation

A risk-based approach should be adopted to enabling critical logs to improve endpoint security. Examples of g§’include:
» Local user and group remuneration.

Logon attempts with local accounts.

Logon with explicit credentials.

Plug-and-play device connections (e.g., USBS).

Process Creation.

File Creation.

PowerShell providers loaded.

Script block logging.

YVVVVYVYY

Finding for 2022/23 Follow up

The Completion of this recommendation is also contingent on a service from aused the service towards the end of 22 owing to demand levels and only reopened it

for companies to book in May 23. The level of demand means the College, i ble to"anticipate a completion date and management noted that this has been reported to the
Audit Committee.

Recommendation for 2022/23 Follow up
The original recommendation was reiterated.

+ May 2024 + Forth Valley College 14
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Partially Implemented Recommendations

Ref Finding from our 2023/24 Follow Up Grade Reco

1 The College is continuing to work with third-party, JISC, to Low Wer at the College completes its on-boarding with JISC.
implement a risk-based approach to their logs.
Management Response Responsibility and Implementation Date
The College is actively engaging with Jisc to obtain a date for on-boarding. Responsible Officer: Head of IT

Implementation Date: TBC

)

+ May 2024 + Forth Valley College 15
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*Bisset, B. Partially Implemented Recommendat'Q -+

IT Network Arrangements/Cyber Security, Follow Up, September 2023

Original Recommendation
The College is currently on-boarding with JISC to introduce a Security Events Management (SEIM) System, s
key workstations once all parties are comfortable with how the system functions. This recommendatiofyreflects

logging at server level. It's planned to extend logging to
e are with our implementation.

Finding for 2022/23 Follow up
The Completion of this recommendation is also contingent on a service from JISC so the College is i state to the previous recommendation and has also been reported
to the Audit Committee.

Recommendation for 2022/23 Follow up
The original recommendation was reiterated.

Ref Finding from our 2023/24 Follow Up r Recommendation

2 The College is on-boarding with third-party, JISC, to introduce ow We recommend that the College completes its on-boarding with JISC.

managed SEIM.

Management Response Responsibility and Implementation Date

The College is actively engaging with Jisc to obtain a date for o arding. Responsible Officer: Head of IT
Implementation Date: TBC:

+ May 2024 + Forth Valley College 16
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C. Grading Structure ®

For each area of review, we assign a level of assurance in accordance with the following classification:

ations for improvement made

quire to be addressed immediately

ificant error or abuse, recommendations made require to be

Assurance Classification
Strong Controls satisfactory, no major weaknesses found, no or only minor rec endations identified
Substantial Controls largely satisfactory although some weaknesses identified,_re
Weak Controls unsatisfactory and major systems weaknessesj
NO No or very limited controls in place leaving the system ope
implemented immediately

For each recommendation, we make we assign a grading either as

ium or Low priority depending upon the degree of risk assessed as outlined below:

Assurance Classification
Hiah Major weakness that we consider e brought to the attention of the Audit Committee and addressed by Senior Management
9 of the College as a matter of urge
Medium Significant issue or weaknes§ whic uld be addressed by the College as soon as possible
Low Minor issue or weakn repor here management may wish to consider our recommendation
+ May 2024 + Forth Valley College 18
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Purpose of review.

The effectiveness of the internal control system may be compromised if management fails to implement agreed audif recommendations. Our follow up work will provide
the Audit Committee with assurance that prior year recommendations are implemented within the expectedimes S.

This forms part of the agreed Internal Audit Plan for the College for 2023/24.

Scope of review.

Our objective for this review is to ensure:

+ The College has appropriately implemented any outstanding internal audit rec d s miade in prior years.

Audit Approach

Our approach to the review will be:

+ To review recommendations from audit reports issued to Forth Valley £@lle 2022/23 Academic Year and earlier years and gain audit evidence to ensure that
these have been addressed by the College.

Potential Key Risks

The potential key risk associated with the area under review is:

+ The College does not address the areas of concern w ificantly affect its ability to continue to operate.

+ May 2024 + Forth Valley College 20
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12. Progress Report on Audit Recommendations
For Discussion

~N
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College

5 September 2023
AUDIT COMMITTEE

1. Purpose

To update members on progress with the implementation of recommendations contained
within internal and external audit reports.

2. Recommendation
That members note the content of the report and associated appendix.
3. Background
The College monitors progress against internal and external audit rec
on progress to each meeting of the Audit Committee. This report

Committee that the College is appropriately managin Il intern
recommendations.

4. Summary of Changes

Recommendations from the three internal audit rep sented to the Committee in May 2024
have been added to the annex. The attach n ontgins an update on progress against
recommendations.

ontinue to remain on hold until such time as
hese recommendations are included in the table
entation date”.

As previously discussed, recommendatd
the external provider JISC can offer th
below as “Live Recommendatio SE

1 recommendation has re as where the college considers them to be completed.

tion date for recommendatiosn4 and 5 to reflect the current

No Priority 1/ Priority 2/ Priority 3/ Total
Priority High Medium Low
vithin date

ive recommendation passed 0 0 0 2 2
implementation date
Completed since last report 0 0 0 1 1

to Committee

5. Resource Implications (Financial, People, Estates and Communications)

This is a summary report so there are no specific resource implications
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College

5 September 2023
AUDIT COMMITTEE

6. Equalities

This is a summary report so there are no equalities implications
7. Communities and Partners

None

8. Risk and Impact

Please complete the risk table below. Risk is scored against Likelihood x egory
scored from Very Low through to Very High. Risks should be robustly e combined
score (Likelihood x Impact) is higher than the Board Risk appetite for t ry identified,
additional justification must be provided on why this risk is

If the paper is an approval, please reflect on whether the ap ill have any direct or indirect

impact for any other areas of operational activity internally

Likelihood | Impact
Very High (5)
High (4)
Medium (3)
Low (2) X
Very Low (1)

Total Risk Score — 4

The College has a St xpetite for categories of risk as defined by the Board of

Management. Decisiolis beingitaken at LMT/SMT/Board level must have cognisance of this. Please
indicate the single mostrelevaht risk category in the table below.

BoM Fisk Cate:ories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20  Eager >20

Strategy People

Financial Project/Programme
Reputational

Technology

t recommendations continue to be actively managed by the College and are reported as a
standing agenda item to the Audit Committee

Is the score above the Board Risk Appetite level? No

Risk Owner — Alison Stewart Action Owner — Stephen Jarvie
Paper Author — Stephen Jarvie SMT Owner — Alison Stewart




ID |Audit Name Date of Audit [SMT Owner  [Action Owner |[Recommendation Management Response Priority Evaluation Scheduled Revised Evidence Completed
ompletion
1 |IT Network Nov-21 David Alison |Graeme A risk-based approach should be adopted to enabling critical logs to The College is currently on-boarding with Jisc to introduce a Security 3 August 24 - Still engaging with Jisc, however no confirmed date - Awaiting
Arrangements/Cyb Robertson improve endpoint security. Examples of critical logs include: Information Events Management (SIEM) system, starting with logging at for on-boarding. i
er Security e Local user and group enumeration. server level. It’s planned to extend logging to key workstations once all April 24 - No change
® Logon attempts with local accounts. parties are comfortable with how they system functions. This November 23 - The College has continued to engage
e Logon with explicit credentials. recommendation reflects where we are with our implementation. preparations for entering a SIEM, and updated log
e Plug-and-play device connections (e.g., USBs). provided to Jisc, however there is no confirmed date
® Process creation. boarding. Committee
e File creation. August 23 - No change at this time May 2018
e PowerShell providers loaded. May 23 - JISC have had to radically
e Script block logging. which put a stop to on boarding. T
early May with i
time when
are awaiting a date f isc, with the provisional
er having passed.?
Aug 22 - undertaken by the
College, ho g popular, and the college
2 |IT Network Nov-21 David Alison |Graeme Use manual testing methods (for example penetration testing or red team |As per previous response, the College is currently on-boarding with Jisc to August 24 - As 31/07/2022 |TBC - Awaiting
Arrangements/Cyb Robertson simulated cyberattack exercises) in addition to automated tools, such as introduce a managed SIEM. Penetration testing will be re-introduced. April 24 - No change clarification
er Security network IDS / IPS of SIEM, to test and obtain assurance that vulnerabilities November 23 - As above. from external
are identified and managed. August 23 - No change at this time provider -
23 - As above agreed with
ber 22 - As above Audit
- As above Committee
S"above May 2018
3 [Budgetary Control [May-23 Alison Stewart |Senga McKerr [The College should develop realistic medium-term financial plans and The ability to develop sensible medium term plans depends on s 4 - No change 30/11/2023 November
forecasts to supplement the annual FFR and help to identify and mitigate 4 - with the late announcement of the indicative funding 2024 - As
emerging risks to its medium to long term financial sustainability. levels this year, it has not yet been possible to develop these agreed by
plans and discuss them with the Board Committee. The college Audit
will take information to the Finance, Resource and Infrastructure Committee
Committee later this year May 2024
November 23 - discussion with FRAIC outstanding.
August 23 - To be discussed at Finance, Resource and
Infrastructure committee in Sept 23.
4  |[Strategic Planning |Feb-24 Kenny MaclnndKenny MaclnngProgress against the Strategic Plan - We recommend the College uses The College acknowledges t erational plans [High August 24 - New strategic plan is work in progress and will be Aug-24 Sep-24
SMART objectives to enable monitoring, and that the progress against not having measurable obje hile there is significant taken to the Board at the end of September. Strategic Plan
these objectives is regularly reported to the Board of Management. reporting at Board ess against key metrics, dashboard showing progress of Board approved metrics will be
we acknowledge t attributable to the discussed with the new Chair to review required metrics.
eam are currently planning a new
al shareholder consultation, and commit to
re, wherever possible, quantitative. A
ing progress of Board approved metrics will
tem at all Board meetings from academic year
5 |Strategic Planning [Feb-24 Kenny MaclnndKenny MaclnngStrategic Planning process - We recommend that the College docu ensure the planning process, stakeholder consultation and |Medium [August 24 - The relevant planning, consultation, BoM involvement|Apr-24 Sep-24
the strategic planning process including: key steps, stakeholder ment involvement is codified in a comprehensive in the strategic planning process is available for this strategic
engagement and other key areas. Documentation gathered.a ocedure and that appropriate records are maintained. cycle, but has yet to be collated in a centralised record. New date
process should be retained. P estimated for Sept 24.
6 |Overall Financial [Feb-24 Alison Stewart |Senga McKerr |Bank Reconciliation - We recommend that evidence ho approveé the pandemic lockdown we printed, signed and filed paper copies |Low August 24 - this recommendation was implements once received |Feb-24 Month end Yes
Controls bank reconciliations is documented and stored. of all of the monthly balance sheet reconciliations. As we moved to a reconciliation
paperless office we accept that it is not formally documented that the bank reports
reconciliations have been reviewed and approved by the Finance Manager.
The Finance Manager will now reply to the Finance Assistant via email
confirming approval and this email will be retained with the reconciliation
documents.
7 |Estates Apr-24 David Alison |Martin Loy Reactive Repairs - We recommend th d of Estates, Facilities FVC will in partnership with our TFM provider formalise an approach to Low August 24 - Following the completion of an extensive tender 01-Oct-24
Management - Management and Healt procedure for [signing-off reactive works through the first three months of implementing process the College has recently on-boarded FES as our TFM
Maintenance all reactive works co one of the the new TFM contract due to begin on 1st July 2024. provider. We have engaged with FES to formalise an approach to
requirements for pay, orks charged to the College. signing-off reactive works, which we are currently piloting.
8 |Estates Apr-24 David Alison |Martin Loy hat Estates reporting to the LMT includes Will work with New TFM supplier through the first three months of Low August 24 - The College is currently engaging with FES to establish [01-Oct-24
Management - contract mobilisation (which is the period provided for in the contract to KPI’s and reporting, as part of contract mobilisation.

Maintenance

PM Activities;
ests received, escalated, and resolved;
rmance; and

establish KPI’s and reporting) to establish monthly and annual reporting
parameters; these will feed into recommended LMT reporting either
through a dedicated dashboard or as an addition to existing reporting




12. Risk Management
For Discussion

5 September 2024
AUDIT COMMITTEE

1.

Purpose

To present the current strategic risk register to members.

Recommendation

That members consider the strategic risk register and comment on the content.
Background

ally to
strategically

The strategic risk register is presented at each meeting of the Audit
the Board so that members may review and comment on those risks
important to the College.

uments are stored in the Audit
ers wishing to gather more
e. This report will focus

The table below is a summary of the risk register. Individual risk
Committee area of Admincontrol, under Strategic Risks.
information on any particular risk will be review this materi
on new risks or where changes have occurred.

Notable Changes to Strategic Risks

Initial Last Current Risk
Risk Date k asiduai Residual Movement Risk Appetite Appetite Risk

No identified Risk Title Score Score Score in period Category Score Treatment

1| Apr-21|Financial Sustainability ' <-> Financial Treat

2| Apr-21|Estates Maintenance - afford m <> Property Tolerate

3| Apr-21|High quality learninig expe hee <-> Strategy Treat

4| May-24|0SCR > ‘ <> Governance Tolerate

5| Apr-21|National Bargaining e Actio ‘ 12 N2 People Treat

6| Apr-21|Growing/influeaging,strategie,pastners 12 12 12 <> Reputational Treat

7| May-23|Fuel Change 12 9 9 <-> Reputational Treat

8| May-23|Student Aée@mmodatio 12 8 8 <> Financial Treat

9| Apr-21|People Strategyidelivery 8 8 <> People Treat
10]  Apr-21|Maj@rincident  eglpandemic | 8 8 <> [Strategy Treat
11| May-22 practice 8 8 <-> Reputational Treat
12 ITlegacy equjpment NA 8 New Technology Treat
13 ecrefary arrangements 6 3 3 <-> Governance Tolerate

| Bargaining/Strike Action - Unison have accepted 3 year pay deal. EIS-FELA are
members with recommendation to accept 4 year pay deal following additional
ing made available by Scottish Government.

12 IT Legacy Equipment — At the May 2024 meeting of the Audit Committee, members
recommended that the risk posed to the College IT estate by funding levels be highlighted. This
has been added to the register.

Resource Implications (Financial, People, Estates and Communications)

The register itself does not require significant resource to manage however mitigating actions may
require additional resource on a case by case basis.




12. Risk Management
For Discussion

5 September 2024
AUDIT COMMITTEE

6. Equalities

Assessment in Place? —-No

The Risk Registers do not require equalities impact assessment. Individual risks may resuligi
Equalities assessments being completed for new/revised College policies and procedures,
7. Communities and Partners

Not applicable O

8. Risk and Impact

Please complete the risk table below. Risk is scored against Lik@lihood x Im each category
scored from Very Low through to Very High. Risks should be roBistly scored and, if the combined
score (Likelihood x Impact) is higher than the Board Risk apg the risk category identified,
additional justification must be provided on why this risk is

Likelihood | Impact
Very High (5)
High (4)
Medium (3)
Low (2) X
Very Low (1)

Total Risk Score — 4

The College has a St xpetite for categories of risk as defined by the Board of

Management. Decisiolis beingitaken at LMT/SMT/Board level must have cognisance of this. Please
indicate the single mostrelevaht risk category in the table below.

R0l Risl Cate sories & Risk Appetite (Select one area only)
Cautious <15 Open 15> <20 ‘ Eager >20

mw Strategy X | People
g s Financial Project/Programme
Reputational
Technology

Risk continues to be comprehensively managed and reviewed, including comparing risk scores
against the Board risk appetite levels, on an ongoing basis.

Is the score above the Board Risk Appetite level? No

Risk Owner — Kenny Maclnnes Action Owner — Kenny Maclnnes
Paper Author — Alison Stewart SMT Owner — Kenny Maclnnes




17. Forward Agenda
For Information

5 September 2024
AUDIT COMMITTEE

1. Purpose

To present members with proposed forward agenda for Committee consideration.

2. Recommendation

That members discuss the forward agenda items listed below and highlight any a
business they would like brought before the Committee.

3. Background
Not applicable

4. Forward Agenda

O

Q)

Sep
25

Nov
25

May
26

Apologies, Declaration of Interests and Changes to

Members’ Register of Interest

FOR APPROVAL

Minutes and Matters Arising

Annual Report and Financial Statements
External Audit Annual Report to the Boardho

Management

Cyber Security

Policy Approval

Audit Needs Assessmept

Governance Statement

< | | | |

Audit Committeg W ent
FOR DIS 0

>

Preg atiome ernal Audit Reports

_a—

RrogressiReport on Audit Recommendations

R anagement

el Gpange Recommendations tracker

< [ |€ (K

< [€ |« (K

< [€ | |

< [€ | |

Iaternal Audit Annual Report

< | | | |

ompliance Report (Complaints, FOI, Data
Protection)

FOR INFORMATION

Programme of Committee Business




17. Forward Agenda

O For Information
Forth
Valley

5 September 2024
AUDIT COMMITTEE

College

Resource Implications (Financial, People, Estates and Communications)

Not applicable

Equalities *
Assessment in Place? — Not applicable.
Communities and Partners O

Not applicable

Risk and Impact

pod x Impact, with each category
scored and, if the combined
e risk category identified,

Please complete the risk table below. Risk is scored against Like
scored from Very Low through to Very High. Risks should be
score (Likelihood x Impact) is higher than the Board Risk ap
additional justification must be provided on why this i

Likelihood | Impact
Very High (5)
High (4)
Medium (3)
Low (2)
Very Low (1) X X

Total Risk Score — 2

BoM Risk Categories & Risk Appetite (Select one area only)
Cautious <15 Ypen 15> <20 ‘ Eager >20
( People
Project/Programme

eputational
Technology

sider a range of reports at key points throughout the year could lead to missed
or a reduction in the level of assurance members are able to take from the information

The forward planner above supplements existing practices such as standing agenda items and the
Action Tracker to mitigate this risk

Is the score above the Board Risk Appetite level? No

Risk Owner — Kenny Maclnnes Action Owner — Alison Stewart
Paper Author — Stephen Jarvie SMT Owner — Alison Stewart
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