Cookie Audit clvilc

Date: 27/February/2024

Domain: theopenworkpartnership.com
Successful Pages: 1

Created: 27/02/2024 12:05 UTC

This report is intended to help you manually populate the optional categories within your
configuration. You may preview your scan results within the Configuration Preview tool, though

please keep in mind the actual configuration on your website is not synced in anyway and may
differ.

Our documentation can guide you through setting up your configuration and optional categories

Cookie Information

When processing the audit request, the scanner detected the following cookies set in the browsers
application storage layer.

- : Expiry L Suggested
Cookie Name Domain Time HTTP Only Priority Category
L .www.theopenworkpartne : :
ARRA(ffinity rship.com Session true Medium Necessary
ARRAffinitySameSite -www.theopenworkpartne Session true Medium Necessary
rship.com
__cf _bm .vimeo.com 19781 days true Medium Necessary
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Associated Products

The scanner has associated the following products with the audit, based on the cookies detected

during the scan. *

Please note, the cookies displayed below are illustrative of what each product may set. We did not

necessarily detect all the cookies listed during this particular audit. Please see the Cookies tab for
a list of cookies explicitly detected during the audit.

JAVAV| (<]

Cookie Name

Description

Retention Period

Third Party

buid

This cookie is used by
Microsoft to securely verify
your login information

30 days

Yes

esctx

This cookie is used by
Microsoft to securely verify
your login information

Session

Yes

fpc

This cookie is used by
Microsoft to securely verify
your login information

30 days

Yes

stsservicecookie

Cookie for Azure Active
Directory B2C-verification

Session

Yes

ARRA(finity

When using Microsoft Azure
as a hosting platform and
enabling load balancing, this
cookie ensures that
requests from one visitor's
browsing session are always
handled by the same server
in the cluster.

Session

No

ARRAffinitySameSite

When using Microsoft Azure
as a hosting platform and
enabling load balancing, this
cookie ensures that
requests from one visitor's
browsing session are always
handled by the same server
in the cluster.

Session

No
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__AntiXsrfToken

This cookie is used to
prevent Cross-site request
forgery (often abbreviated
as CSRF) attacks of the
website. CSRF attacks
exploit the trust that a site
has in a user's browser.

session

No

ASPXANONYMOUS

Created by ASP.Net. This
cookie configures
anonymous identification for
application authorization.
This is required to identify
entities that are not
authenticated when
authorization is required.

session

No

ASPXAUTH

Created by ASP.Net.
ASPXAUTH is a cookie to
identify if the user is
authenticated( As user's
identity has been verified)

session

No

nSGt-

This cookie is used by
Microsoft to securely verify
your Sharepoint login
information

session

Yes

RpsContextCookie

This cookie is used by
Microsoft to securely verify
your Sharepoint login
information

session

Yes

ASLBSACORS

Microsoft App Service and
Front Door Affinity Cookies.
These cookies are used to
direct your browser to use
the appropriate backend
server.

Session

No

ASLBSA

Microsoft App Service and
Front Door Affinity Cookies.
These cookies are used to
direct your browser to use
the appropriate backend
server.

Session

No

ASPSESSIO

Browsing session: the
asterisks identify an
alphanumerical code that
varies from session to
session in automatic mode.

Session

No

ApplicationGatewayAffi
nity

This cookie is used by Azure
Apps to keep a user session
on the same server.

Session

No
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This cookie is used by Azure
ApplicationGatewayAffi Apps to keep a user session Session No
nityCORS on the same server.

This cookie is used by Azure
VisitorStorageGuid Apps to keep a user session Session No
on the same server.

Cloudflare

Cookie Name Description Retention Period Third Party

The' cfduid' cookie is set
by the CloudFlare service to
identify trusted web traffic. It

- does not correspond to any

cfduid user id in the web

application, nor does the
cookie store any personally
identifiable

5 years No

Used by the content
__cfruid network, Cloudflare, to Session No
identify trusted web traffic.

Cloudflare's bot products
identify and mitigate
automated traffic to protect
your site from bad bots.
Cloudflare places the
__cf_bm cookie on End
User devices that access
Customer sites that are
protected by Bot
Management or Bot Fight
Mode. The __cf _bm cookie
is necessary for the proper
functioning of these bot
solutions.

__cf_bm 30 minutes Unknown

Used by Cloudflare for the
execution of Javascript or
of chl 2 Captcha challenges. These
- = cookies are not used for
tracking or beyond the
scope of the challenge.

session No
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__cflb

When enabling session
affinity with Cloudflare Load
Balancer, Cloudflare sets a
__cflb cookie with a unique
value on the first response
to the requesting client.
Cloudflare routes future
requests to the same origin,
optimizing network resource
usage. In the event of a
failover, Cloudflare sets a
new __ cflb cookie to direct
future requests to the
failover pool.

30 minutes

No

_cfuvid

The _cfuvid cookie is only
set when a site uses this
option in a Rate Limiting
Rule, and is only used to
allow the Cloudflare WAF to
distinguish individual users
who share the same IP
address.

Session

No

cf_clearance

Whether a CAPTCHA or
Javascript challenge has
been solved.

1 years

No

* We make every effort to ensure the accuracy of the information held in our cookie database,
though cannot guarantee this.
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Unrecognized Cookies

Our cookie database could not propose categorization for the cookies listed below. For these ones
you will need to add them in the categories of your configuration manually.

« In CIVIC we are giving our best to improve the scanner to include every single cookie. Please note that there is
no software in the market to guarantee the discovery of all cookies. Therefore, it is suggested to use your

browser's console and double-check manually.
« Your website’s or organization’s compliance with GDRP or any other directive cannot be proved with this report.
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